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Agenda 

• PI with Windows Security 

– Demo 

– Recommendations 

• Waterfall™ and New Brunswick Power 

• FAQs about Security 
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Authentication – The Weakest Link 

Source: 2009 Verizon Data Breach Report 
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PI Trusts Windows Security 
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Single Sign On 

• One-time mapping for Active Directory groups 
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Demo 

• Ease of Administration 
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Demo 

• Single Sign On 
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How can I use Windows security? 

• Install PI Server 3.4.380 or 2010 

• Map from Active Directory to PI Identities 

• Use client or data access application with 

PI SDK 1.3.6 or higher. Examples: 

– PI ProcessBook 3.1 or higher 

– PI DataLink 4.0 or higher 

– PI WebParts 2.2 or higher 

• See Configuring PI Server Security manual 
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PI with Windows Security 

• Enhanced Security 

• Better Manageability 

• More Control 

• Less Maintenance 

• Lifecycle Support 

• *** Add info on AF Security 
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CASE STUDY 

Securing your PI System 
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Innovative Waterfall 

Implementation at NB 

Power 
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About NB Power 

· Located in New Brunswick, Canada 

· Approximately 2700 employees 

· Diverse Generation (Nuclear, Hydro, 
Thermal and Wind) 

 



The Challenge 

· Complying with NERC Critical Infrastructure 
Protection (CIP) standards (CIP-002 to 
CIP-009) 

· Ensuring that assets are protected from 
external threats 



The Solution 

· To address this, we used Waterfall from 
Waterfall Security Solutions Ltd 

 

 



What is Waterfall? 

 

 

· A one-way (or uni-directional) Security 
Gateway. 

· Because the information can only travel 
one way, it is impenetrable to external cyber 
security threats  

· This is ensured by using Waterfall 
hardware. 

· The software is customizable to any 
protocol.   

 

 



What is Waterfall?...(contôd) 

 
 

ƀSoftware agents deployed on both side of the H/W core  

ƀMediate the integrated solution with the surrounding network 

ƀMediate the integrated solution with the surrounding applications 

 

 

 



The Implementation 
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The Implementationé(contôd) 
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Lessons Learned 

· Take time to ensure how the data is 
transferred between your DCS and PI. 
· Thermal Heat-rate calculations were designed to 

be written to the DCS from PI 

· This was beneficial because all information was 
on the DCS while still keeping the same look and 
feel for the operators 

· By adding Waterfall, the data being written to the 
DCS was no longer possible. 

· The solution was to add a kiosk type pc to display 
PI readings from the centralized PI server. 



Lessons Learned (contôd) 

· Use PI Performance Monitor with Waterfall 
· Since you cannot directly control servers behind 

a waterfall (unless you are on the protected side 
of the network) use PI Perfmon 

· Since PI works with Waterfall, the information 
related to the servers will still be sent to the 
centralized server for monitoring.   

· It is helpful to understand the state of the 
systems while at the same time having no access 
to them. 



Lessons Learned (contôd) 

· Have procedures to document when and 
why Waterfall has to be bypassed. 
· Sometimes a system needs to be need accessed 

for various reasons (maintenance, 
troubleshooting, etc) but with Waterfall, this is not 
possibly if you are external to the protected 
network. 

· Have procedures to identify who can make a 
change to the configuration as well as; 

· Anticipated length of time for by-pass 

· Informing appropriate people so that the 
change is not forgotten 

· Use Waterfall Secure Manual Uplink (WF-SMU) 
to provide a secure temporary bi-directional 
connection 



Conclusion 

· The Waterfall solution is a very innovative 
solution to address external cyber security 
concerns. 

· NB Power Generation is now in compliance 
with NERC CIP standards  

· With a little bit of planning, a Waterfall 
implementation can be achieved with 
virtually no impact to users. 
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Research Commercial 

Government Associations 
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How can I do a Cyber Security Audit? 

• “Bandolier” 

– Nessus scanner for PI 

– Audit security settings 

• “PortalEdge” 

– Detect cyber attacks 

– IT Monitor + PI ACE 

Funded by U.S. Department of Energy 

See www.digitalbond.com 

http://www.digitalbond.com/
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Security is more than Compliance 

• 2009 Certificate of Networthiness (CoN) 

– US Army Network Command 

• 2009 Windows 2008 R2 Logo Certification 

• 2008 Windows 2008 Logo Certification 

– Microsoft „Server Core‟ 

• 2006 National SCADA Test Bed 

• 2004 EPRI and Utility Partner 
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Our Commitment to You 

• Leverage security infrastructure  

• Minimize risk to critical infrastructure 

• Promote safe defaults and user experience  

• Maintain vetted and highly skilled support staff 

• Collaborate on effective security solutions 



Thank you 

© Copyright 2010 OSIsoft, LLC., 777 Davis St., San Leandro, CA 94577 
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FAQs on Security 

• What if PI Server is not part of a domain? 

• Can we use more than one AD domain? 

• How do we grant access to users outside 

the organization? 

• What if there is a firewall between users 

and the PI Server – is there a list of ports 

required to be open? 



© Copyright 2010, OSIsoft LLC.  All rights reserved. 

More FAQs on Security 

• We are using pidemo with no password for 

read only access – what are the risks? 

• How do I audit user access – are there 

alerts for unauthorized access? 

• Is data encrypted in the PI System? 

• Is the PI Server NERC CIP compliant? 


