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Trivia Question

When was the latest Microsoft security
bulletin affecting SQL Server 2008:

a) Sep 29,2010
b) Oct 12,2009
c) Feb 10,2009
d) July 8,2008
e) None of the above



Webinar Agenda

* Intro and Recap
— Updates to Part | (May 7t",2009)
—P1 2010 SQL Server

* CIP-007
— Pl System Touch Points

e Questions and Answers



Observations

» CIP standards are a good start but...
— Many unintended consequences
— Change is proving to be difficult
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High Level Approach @ osio:

* Provide Trusted Infrastructure
 Enable Platform Defenses
* Grow Knowledge Base

3. Trust Until

Fositive

4. Trust Still

belief =

2. Suspicious Until § 1. Suspicious Still
)
T
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Customer Support Services {9 osteort

» OSlIsoft personnel surety program
— Background checks
— Role specific training
—HR integrated workflow
— Signed certificate
— Audit support




Windows Patch Compatibility = @ ostot

* Timely assessment based on automation

Windows 7 6.1
Windows Server 2008 R2 6.1
Windows Server 2008 6.0
Windows Vista 6.0
Windows Server 2003 R2 5.2
Windows Server 2003 5.2 .
Windows XP 64-Bit Edition 5.2
Windows XP 5.1

Windows 2000 5.0
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Windows Server Core @ osiott

* P| Server is Microsoft certified on core
» Reduces attack surface and patching

[c+.| Administrator: C:\Windows' system32'cmd.exe - sconfig Server Other
MS Bulletins Core Role
Jan-2010 2
1> Domain/Workgroup: Workgroup: OSISDL
2> Computer Name: R2CORE1L Feb-2010 5 8
3> Add Local Administrator
4> Configure Remote Management Mar-2010 3
5> Windows Update Settings: Manual Apr-2010 4 7
6> Download and Install Updates
?> Remote Desktop: Enabled <all clients> May_2010 2
8> Network Settings _
9> Date and Time Jun-2010 4 6
18> Log Off User Jul-2010 4
11> Restart Server
12> Shut Down Server Aug-2010 9 6
13> Exit to Command Line
Sep-2010 2 8
Enter number to select an option: _ Oct-2010 2 14
Nov-2010 3
Total 26 63
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Remote Access {© ostort

» OSIsoft Technical Support
— Bomgar jump technology

» Replicated data server

EMS Servers : <
Replicated Data Server

Replicated Dana

Source:
NERC Case Study 2
s Secure Remote Access Reference Document (Nov 2010) © Copyright 2010, OSlsoft LLC Al rights Reserved.



Part | Deployment Patterns @ ostsoit

* Pl and NERC CIP Essentials (May 7th,2009)

http://www.osisoft.com/resources/webinars/Webinars On Demand.aspx

CIP-002 Critical Business User
Cyber Assets ESP Domain

DMZ

Desktops and
Data Access
Servers

Pl Interface Node
or

_ Data Only Conduit Pl Server
OEM with PI-to-PlI

(No User Connections)

[ Q Originator ]
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Traffic Update - WIS & Pl 2010 @ ost

AD traffic AF traffic PINET traffic | MSSQL traffic
to DC* to AF Server To Pl Server to SQL Server
Pl Client

AF Client v _
DMZ Firewall
Pl Server -_ v (Pl HA)
AF Server v’ (AF HA) v
SQL Server v
ESP Firewall

<\

Pl interface node

- AMiinterface node B
*KB00354: Windows Security Requirements for Pl Server 3.4.380.36 and later
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Security Bulletins {© ostort

Pl Server API Pl AF External Table
Translato.r. Vulnerability
VUInerablhty e SQL server sysadmin

e patch released privilege check

Pl Server
Authentication
Weakness

e Windows Integrated
Security released
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SQL Server Least Privilege {9 ostsot.

« NEVER run SQL Server as Local System or Administrator

= sql Server Configuration Manager

File  Action  Wiew Help

&= %o

@ SQL Server Cu:unflguratlcun Manager (Local) Mame = | Log on as | Service Tyvpe |
5 & K ﬁ SOL Server Inkegration Services 10,0 MT AUTHORITYYME T'WORKSERYICE
=R SQL Server Netw':'rk Configuration (32bit) | ¥ 0L Server Browser NT AUTHORITY\LOCALSERYICE
2. 501 Mative Client 10,0 Configuration (32bit) | (2 s server Analysis Services (MSSQLSERVER) NT AUTHORITYILO Analysis Server
5. 5GL Server Metwork Configuration EF: 5L Server (MSSQLSERVER) LocalSystem 0L Server
£ 50L Mative Client 10,0 Configuration s 50L Server Agent (MSSOLSERVER) 0L Agent

ﬂ AL Full-text Filter Daemon Launcher (M3SQLSERYER
E‘i'f S0l Server Reporting Services (MISOLSERYER)

Report Server
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SQL Server Authentication Mode OSlsoft

-

« Recommend using Windows authentication mode only

E Server Properties - PHX-DEY01.KATMAIL _ O] x|

;S Secript - m Help

2 General
2 Memony
# Processors Server authentication
# Security
¥ Connections @ Mafindows Authentication mode
2 Database Seliings = SOL Server and Windows Authertication mode
## Advanced
# Permiszions
Login auditing
" Mone

¢ Failed loginz only
" Successful logine only

" Both failed and successful loginz

Server proxy account

[T Enable server prosy account

Frowy account: | _I

Passward: I
Server O

PH=-DEVOTWEATRA] [ Enable Common Criteria compliance
Connection: [~ Enable C2 audit tracing

05hpeombelick

. . . [ Cross database awnership chainin
3¢ View connection properties - £ e

E%;ﬁ?i

Feady

Ok I Cancel |
4

14 © Copyright 2010, OSlsoft LLC All rights Reserved.




SQL Server Network Protocols {9 ostott

« Disable network protocol listeners for remote clients
(default for SQL Express)

= gl Server Configuration Manager

File  Action Yiew Help

| Xl |0
ﬁ SOL Server Configuration Manager | Protocol Mame | Skatus
g S0L Server Services % shared Memary Enabled
G S0L Server Metwork Configurat ¥ Mamed Pipes Disabled
= 501 Mative Client 10,0 Configu S TCRITP Disabled
E & 50U Server Metwork Configurat ¥ V1A Disahled

B Protocols For MSSQLSERVEF
% S0L Mative Client 10,0 Configur
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SQL Server Surface Area @@L

« Disable extended sprocs (xp_*), OLE Automation, SQL Mail

'5¢ Yiew Facets - R2CTPSQL\SQLEXPRESSPI2010

(i) R:a;/ 77777

Script ~ w Help

Facet:

Description: Surface area configuration for Features of the Database Engine. Only the features
required by your application should be enabled. Disabling unused features helps protect

Facet properties:

—
2= 41 |
B Misc
AdHocRemoteQueriesEnabled False
ClrIntegrationEnabled True
DatabaseMailEnabled False
OleAutomationEnabled False
RemoteDacEnabled False
ServiceBrokerEndpointactive False
SoapEndpointsEnabled False
SqiMailEnabled False
3 (local) [RZCTPSQLiAdministrator] ‘WebAssistantEnabled Property value "WebAssistantEnabled' is not available.
*¥PCmdShellEnabled False
View connection properties Misc

Export Current State as Policy... |

OK l Cancel I Help I

4
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AFDiag - Linked Table:

User Impersonation =

OSlsoft.

« Disable non-impersonated access to external tables

mmand Prompk _ (O]

C:wpisof t~\PIHOME~AF>afdiag ~DIImp— [—1

QL Connection String: ‘Persist Security Info=Falsze;Integrated
Security=S5FI :sevrver=.~KATHAI ;database=PIFD;Application Mame=AF Application
Server;’

Updating 'ExternalDataTablesAllowNonImperzonatedUzers’ to “Falsze'.

Configuration change will be delaved until the AF Server reads its updated
configuration <default iz every 5 minutes? or is restarted.

G:wpisof e~PIHOME~AF:
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AF SQL Permissions Summary {0 osiot

« AF DB install requires SysAdmin privilege
- Can install DB manually

* Run as account with minimum privilege
— Don’t run as Local System or Administrator

« Connect to SQL with minimum privilege
— Don’t connect with SysAdmin privilege
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CIP-007 Pl System Touch Points @ oswt

 Ports and Services

» Account Management
 Security Status Monitoring
* Vulnerability Assessment



Securing Network Traffic: WCF {9 ostcott

20

* Pl System traffic protected by default
— Windows integrated authentication messages
— Middle tier server applications

Service Endpoint Platform Library| Port (TCP) | Protected

MS SQL Server
Managed Pl Agent

Pl Server

ACE Web Service

AF Server

Pl Notifications

AF Server (Streaming)

PI SQL Data Access Server

WinSock
WCF
WinSock
ASP.NET
WCF
WCF
WCF
WCF

1433
5449
5450
5456
5457
5458
5459
5461

v

SN N X
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Configuring Connection Security @ ostott

Connection Security Rules

MName | €ndpoint 1 | Endpoint 2 | Authentication method Endpoint 1 port | Endpoint 2 port Protocol
A% PINET-over-IPsec Any any Computer (Kerberos ¥S)  Any 5450 TCP
dl | i3

 |P Security is built-in to Windows since 2000
— Added to Windows Advanced Firewall (Server 2008)

» Add rule on each endpoint
* Most manageable between domain members

— Preparation
» Verify hardware compatibility on bench
» Consider “Request” mode rather than “Require”
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Security Configuration Wizard @ oswot

» Register Pl SCW Extension (xml)
— Pl Server Security Best Practices

 Set Roles and Optional Features
— Disable Unused Services

* Apply Security Templates
— Windows SSLF

— US DoD (DISA STIG)
— Corporate policy



Configure Roles {J Oslsoft

Security Configuration Wizard

Select Server Roles

These server roles are used to enable services and open ports. A server can perform multiple
roles.

Yiew: |Installed roles l.'

Select the server roles that the selected server performs:

T 7 DS SErver z'
[~ [ File server

[T [ Internet Connection Sharing server

LES

Description: Core services required for the PI archive

Required services: PI Network Manager, PI Message Subsystem, PI License Manager, PI
Update Manager, PI Base Subsystem, PI Snapshot Subsystem, PI Archive Subsystem, PI
Backup Subsystem, PI SQL Subsystem, PI Shutdown Subsystem

Required roles: PI-5DK

v <7 [PI-SDK .
Description: The SDK is required to enable PI system client or server role(s) on MS
Windows platforms.

Required services: PI Network Manager, PI Message Subsystem, PIPC Log Service L‘

Learn more about server roles.

< Back I Mext = I Cancel I

23 © Copyright 2010, OSlsoft LLC All rights Reserved.



Configure Open Ports OSlsoft.

-

Security Configuration Wizard

Open Ports and Approve Applications
The inbound ports listed below are used by the roles and administration opkions that ywou
selected. Selected ports are opened, unselected ports are blocked,

diew: | All ports =]
Select the ports bo open:
Iv [# 1434 (301 Server Resolution Service) ;I

¥ [# 3389 (Remote Deskiop Praktocal)

"BPR= 450 (F1 Server Liskener Part)

v [+ 5457 (PI &nalysis Framework 2.x (TCP))

[T [+ Porks used by MET Runtime Optirmization Service v2,0,.50727 _486 (mscorsyi, exe)

¥ [ Ports used by OpcEnum (OpcEnum,exe)

¥ [+ Ports used by PI OPC-HDA (PI_OSIHDA, exe)

¥ [+ Porks used by PT OPC-DA (PT_OSIOPC, exe)

¥ [+ Ports used by PI ACE Web Service Interface (PIACEMetScheduler, exe) ;I

add. .. | Edit, .. Remove

Learn mare abouk opening porks and approving applicakions,

< Back Mexk = Zancel

24 © Copyright 2010, OSlsoft LLC All rights Reserved.



Monitoring Ports and Services - @ osi

» Ports and services exposed in .Net
— Use Pl Advanced Calculation Engine

— Write to archive, trigger Pl Notification

- Servicelnfo.vb* *NetInfo.vb* | Start Page | Object Browser | _ServiceInfo.vb* | NetInfo.vb | Start Page |~ Object Browser |
¢ NetInfo || vAcEcalculations() |44 ServicelInfo ~| | ‘“acEecalculations()
unigueports.Clear () Dim scServices() As ServiceController
For Each ¢ In connections sclervices = ServiceController.GetServices()
If c.State = Net.NetworkInformation.TepState.Established
makeunigquecol (¢.LocalEndPoint.Port, unigueports) Dim sc As ServiceController
End If For Each sc In scServices
Next nService = nJ3ervice + 1
sy_TCPestablished.Value = makecsvstr ("EST", uniqueports) sh.AppendFormat (", {0}", sc.3ervicelNawe)
If sc.3tatus = ServiceControllerStatus.Running
unigueports.Clear () nStarted = nStarted + 1
For Each ep In tcplisteners shZ.AppendFormat (", {0}", sc.ServicelName)
makeunigquecol (ep.Port, unigqueports) End If
Next ep Next
sy_TCPlisteners.Value = makecsvstr ("TCP", unicqueports)
If sy Services All.Value = n3ervice Then
unicgqueports.Clear () sy_Services All.S3endDataToPI = True
For Each ep In udplisteners sy_Services All.Value = niervice
Else
sy_Services_All.%endDataToPI = False
updatePI("sy.Services-A4l1l", nService, sbh)
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Account Management @ osiott

* Windows Integrated Security
» “Need to know” Authorization
* Manage Shared Accounts



Authentication

« Windows Integrated Security
— Domain Membership

(trust relationship with users)

— Local accounts supported

(eg. emergency access)

— Set Password Policy

— Set Audit Policy

* P| Authentication
Interface Node
Nﬂv_ﬁfljgg;‘;”goongam — Disable explicit login
— PI trust still required
(limit scope)

Active Directory

Pl Server AF Server

Pl Trust
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Built-in “piadmin” Account {© ostot

» Still needed for system recovery

* Instead use “piadmins” if full
access permissions are required

 Better to create database identities
with least required privilege

PIADMIN = NO SECURITY



Authorization - Contributor Role  { ostr

{&’ Database Security - PI System Management Tools (Administrator)

File  Yiew Tools Help

SIEYENC
Table Name ] Security ] Description
?i PIBatch piadmins: A(r,w) | PIContributor: &fr,w] | PIWorld: A(r) Controls access to PIBatch objects in the Batch Database (BDE]
‘a PIBATCHLEGACY piadmins: &r,w) | PIContributor: Afr,w] | PIWorld: A[r] Controls access to unit configuration and batch data in the legacy B
ﬁ PICampaign piadmins: Ar,w] | PIContributor: &fr,w] | PIWorld: Afr) Controls access to PICampaign objects in the Batch Database (BDE
ﬁ PlModules piadmins: Afr,w] | PIContrbutor: &frw] | PIWorld: A(r) Controls top-level access to Modules

' PIPOINT piadmings: Afr,w) | PIContributor: Afr,w) | PiwWorld: Ar) Controls top-level access to Points, Point Classes, and Attribute Sets
fi PlTransferRecords piadmins: &r,w) | PIContributor: &fr,w) | PIwWorld: Ar]) Controls access to PlTransferRecord objects in the Batch Database
53 PIMSGSS piadmin: Afr,w] | piadmins: Afr,w) | Plworld: Aw) Controls access to the message log

%i FPIDBSEC piadmin: &fr,w] | piadmins: A(r,w) | Plworld: Alr) Controls top-level access to this table

{i PIDS piadmin: &r,w] | piadmins: Afr,w) | Plworld: Alr) Controls access to Digital States and Digital Sets

ﬁ PIHeadingSets piadmin: &(r,w] | piadmins: A(r,w] | Plworld: A(r) Controls top-level access to Headings and Heading Sets

ﬁ FPIUSER piadmin: Ar,w] | pladmins: Afr,w] | Piworld: Afr) Controls access to Users, Groups, and |dentities

ﬁ PIAFLINK piadmin: &r,w] | pladmins: Afrw] | Plworld: A[) Controls access for MDB-AF synchronization management

ﬁ PIARCADMIN piadmin: &(r,w] | piadmins: Afr,w] | PIworld: Af) Controls access for archive management: creating, (unjregistering, ai
ﬁ PIARCDATA piadmin: Ar,w] | pladmins: Afr,w] | Piworld: A() Controls access to archive information other than tag data: archive |i:
ﬁ PIAUDIT piadmin: &r,w] | pladmins: Afr,w) | Plworld: A[) Controls read access to the audit log

ﬁ PIBACKUP piadmin: Afr,w] | piadmins: Afr,w] | PIworld: Af) Controls access for backup management

‘;i PIMAPPING piadmin: A[r,w] | piadmins: Afr,w] | Piworld: A[) Controls access to ldentity Mappings

'}i PIReplication piadmin: &(r,w] | piadmins: A(r,w] | PIworld: Af) Controls access to Servers, Collectives, and their management: stan
ﬁ PITRUST piadmir: &lr,w] | pladmins: Afr,w) | Plworld: Af) Controls access to Trusts

ﬁ PITUNING piadmin: &r,w] | pladmins: Afrw) | Plworld: A[) Controls access to Timeout parameters and the Firewall

KA | 2

l OSISDLYadministrator Hpiadmins, PIContributor, PI\World II |_:;




AF Least Privilege

(O OSlsoft.
-

« Create domain groups to grant specific, least privileges
 Remove access for “Everyone”

Permissions for myDatabase EH

Frivate I

Group or user names:

[ €7 dministiators (PHX DEVOT ' dministrators)
ﬁ AF Pawer Users [PHX-DEVDT WAF Power Uzers]
ﬁ AF Read-only Uzers [PH=-DEWVDT'AF Read-only Users)

ﬁ E veryone
Add... | Bemove |
Permizzions for AF Power Uszers Aullons Dermy
&l L: O
Fead O
Wirite O
Read write a
Delete O
Admin O

For zpecial permizzions or for advanced settings, Advarced |
click Advanced. —
| Ok I

Cancel | Apply |

Permissions for myDatabase E

Frivate I

Group or user names:

ﬁ Adminiztrators [PHE-DEVDT Wadminiztrators)
ﬁ AF Poveer Uszers [PHA-DEVDTWAF Power Users]
AF Read-only Users [PH=-DEYVDTWAF Read-only Uzers)

Add... | Bemove |

Permizzions for AF Read-only
IJzerz Allone Ceny

All O O

Fead O

Wiite a O

Read ke O O

Delete O O

Admin O O

Faor gpecial permizzions or for advanced settings, Advanced |
click Advanced. —

30

o ]

Cancel | Apply |
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Security Status Monitoring @ osiott

» PortalEdge Enumeration Events

—FIN Port Scan | feugguih thatsenc Q
— Finger User &
— [CMP Scan
— Syn Portscan ﬁ?
— TCP Portscan | netece o s

— Traffic Monitor
— UDP Portscan



Traffic Monitor Event

* Inputs
— |IP Flow record details (8 tag aliases)

— Monitored ip address
» Severity factor for rollup calculation

« Traffic white list (destination, port, protocol)

* Qutputs
— Out of bounds Communication
— Enumeration rollup class event
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Vulnerability Assessment

» Credentialed Scanning Tools
— Nessus with SCADA plugins (Bandolier)

http://www.digitalbond.com/index.php/research/bandolier/bandolier-
demonstration-video

— Microsoft Baseline Security Analyzer
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(g‘ OSlsoft.

« Scans for security updates, administrative vulnerabilities,
additional system information, sql server, iis, and desktop

applications
Additional System Information
Score Issue Result
¢ Windows Computer is running Microsoft Windows Server 2008 R2.
Version
@ Auditing Neither Logon Success nor Logon Failure auditing are enabled. Enable auditing and tum on auditing

events such as logon and logoff. Be sure to monitor your event log to watch for unauthorized access

0 Shares 2 share(s) are present on your computer.
Share Directory Share ACL Directory ACL

ADMIN$C:\WindowsAdmin ShareNT SERVICE\TrustedInstaller - F, NT AUTHORITY\SYSTEM - RWXDj
BUILTIN\Administrators - RWXD, BUILTIN\Users - RX

Cs o Admin ShareNT AUTHORITY\SYSTEM - F, BUILTIN\Administrators - F, BUILTINY|

0 Services No potentially unnecessary services were found.
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Next Steps

* PI 2010 Security Best Practices
— White paper update
—vCampus Live! VoX session follow up
—vSIG collaboration by invitation



Questions and Answers {© osisort

© Copyright 2010, OSIsoft LLC All rights Reserved.



Contact information and Q&A

Ann Moore
Bryan Owen

fn OSlsoft.

.

Thank you

© Copyright 2010 OSlsoft, LLC
777 Davis St., San Leandro, CA 94577


mailto:amoore@osisoft.com
mailto:bowen@osisoft.com

