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Value NOW Webinar Series Presents: 

PI System and NERC CIP Security PART II 

Ann Moore - Business Development, OSIsoft 

Bryan Owen – Cyber Security Manager, OSIsoft 

 

December 1st,  2010 

• 2011 PI T&D Users Group Meeting: 
 
       Doubletree Hotel Philadelphia, Sept. 21-23, 2011 
 
• T&D Extranet Users Group Site: 
 

http://extranet.osisoft.com/sites/SIG/TD/default.aspx 
 

http://extranet.osisoft.com/sites/SIG/TD/default.aspx
http://extranet.osisoft.com/sites/SIG/TD/default.aspx
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Trivia Question 

When was the latest Microsoft security 

bulletin affecting SQL Server 2008:  

a) Sep 29,2010 

b) Oct 12,2009  

c) Feb 10,2009 

d) July 8,2008 

e) None of the above 
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Webinar Agenda 

• Intro and Recap 

– Updates to Part I (May 7th,2009) 

– PI 2010 SQL Server 

• CIP-007 

– PI System Touch Points 

• Questions and Answers  
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Observations 

• CIP standards are a good start but… 

– Many unintended consequences 

– Change is proving to be difficult 
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High Level Approach 

• Provide Trusted Infrastructure 

• Enable Platform Defenses 

• Grow Knowledge Base 
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Customer Support Services 

• OSIsoft personnel surety program 

– Background checks 

– Role specific training 

– HR integrated workflow 

– Signed certificate 

– Audit support 
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Windows Patch Compatibility 

• Timely assessment based on automation 

Operating System Version Number 

Windows 7 6.1 

Windows Server 2008 R2 6.1 

Windows Server 2008 6.0 

Windows Vista 6.0 

Windows Server 2003 R2 5.2 

Windows Server 2003 5.2 

Windows XP 64-Bit Edition 5.2 

Windows XP 5.1 

Windows 2000 5.0 

New for 2011! 
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Windows Server Core 

• PI Server is Microsoft certified on core 

• Reduces attack surface and patching 

MS Bulletins 
Server 

Core 
Other 

Role 

Jan-2010 2 

Feb-2010 5 8 

Mar-2010 3 

Apr-2010 4 7 

May-2010 2 

Jun-2010 4 6 

Jul-2010 4 

Aug-2010 9 6 

Sep-2010 2 8 

Oct-2010 2 14 

Nov-2010 3 

Total 26 63 
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Remote Access 

• OSIsoft Technical Support 

– Bomgar jump technology 

• Replicated data server 

Source: 

NERC Case Study 2  

Secure Remote Access Reference Document (Nov 2010) 
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Part I Deployment Patterns 

• PI and NERC CIP Essentials (May 7th,2009) 
http://www.osisoft.com/resources/webinars/Webinars_On_Demand.aspx 

 
CIP-002 Critical 
Cyber Assets 

DMZ 

Business User 
Domain 

PI Interface Node 
or  

OEM with PI-to-PI 

ESP 

PI Server 

Desktops and 
Data Access 

Servers 
Data Only Conduit 

(No User Connections) 

Originator 

http://www.osisoft.com/resources/webinars/Webinars_On_Demand.aspx
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Traffic Update – WIS & PI 2010 

 
Role 

AD traffic 
to DC* 

AF traffic 
to AF Server  

PINET traffic 
To PI Server 

MSSQL traffic 
to SQL Server  

PI Client   

AF Client   

DMZ Firewall 

PI Server    (PI 2010)  (PI HA) 

AF Server   (AF HA)  

SQL Server  

ESP Firewall 

PI interface node  

AMI interface node   

*KB00354: Windows Security Requirements for PI Server 3.4.380.36 and later 
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Security Bulletins 

PI Server API 
Translator 
Vulnerability  

• patch released 

PI Server 
Authentication 
Weakness 

• Windows Integrated 
Security released 

PI AF External Table 
Vulnerability 

• SQL server sysadmin 
privilege check 

2008 2009 2010 
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SQL Server Least Privilege 

• NEVER run SQL Server as Local System or Administrator 
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SQL Server Authentication Mode 

• Recommend using Windows authentication mode only 
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SQL Server Network Protocols 

• Disable network protocol listeners for remote clients 

(default for SQL Express) 
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SQL Server Surface Area 

Where PI geeks meet… ©2010 OSIsoft, LLC. All Rights Reserved 16 

• Disable extended sprocs (xp_*), OLE Automation, SQL Mail 
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AFDiag – Linked Table: 

User Impersonation 

• Disable non-impersonated access to external tables 
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AF SQL Permissions Summary 

• AF DB install requires SysAdmin privilege 

- Can install DB manually 

• Run as account with minimum privilege 

– Don’t run as Local System or Administrator 

• Connect to SQL with minimum privilege 

– Don’t connect with SysAdmin privilege 

 

If the privilege level on the sql connection is unnecessarily high… 
AF Server will write a warning to the Windows AF Event log! 
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CIP-007 PI System Touch Points 

• Ports and Services 

• Account Management 

• Security Status Monitoring 

• Vulnerability Assessment   
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Securing Network Traffic: WCF 

• PI System traffic protected by default 

– Windows integrated authentication messages 

– Middle tier server applications 

Service Endpoint Platform Library Port (TCP) Protected 

MS SQL Server WinSock 1433 

Managed PI Agent WCF 5449  

PI Server WinSock 5450 

ACE Web Service ASP.NET 5456 

AF Server WCF 5457  

PI Notifications WCF 5458  

AF Server (Streaming) WCF 5459  

PI SQL Data Access Server WCF 5461  
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Configuring Connection Security 

• IP Security is built-in to Windows since 2000 

– Added to Windows Advanced Firewall (Server 2008) 

• Add rule on each endpoint 

• Most manageable between domain members 

– Preparation 

• Verify hardware compatibility on bench 

• Consider “Request” mode rather than “Require” 
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Security Configuration Wizard 

• Register PI SCW Extension (xml) 

– PI Server Security Best Practices 

• Set Roles and Optional Features 

– Disable Unused Services 

• Apply Security Templates 

– Windows SSLF 

– US DoD (DISA STIG) 

– Corporate policy 
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Configure Roles 
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Configure Open Ports 
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Monitoring Ports and Services 

• Ports and services exposed in .Net 

– Use PI Advanced Calculation Engine 

– Write to archive, trigger PI Notification  
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Account Management 

• Windows Integrated Security 

• “Need to know” Authorization 

• Manage Shared Accounts 
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Authentication 

• Windows Integrated Security 

– Domain Membership 

(trust relationship with users) 

– Local accounts supported 

(eg. emergency access) 

– Set Password Policy 

– Set Audit Policy 

• PI Authentication 

– Disable explicit login 

– PI trust still required 

(limit scope) 

App Server

Active Directory

Domain Services

Interface Node 

Workgroup or

Non-trusting Domain

Kerberos/NTLM

AF ServerPI Server

PI Trust
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Built-in “piadmin” Account 

• Still needed for system recovery 

• Instead use “piadmins” if full 

access permissions are required 

• Better to create database identities 

with least required privilege 

PIADMIN = NO SECURITY 
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Authorization – Contributor Role 
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AF Least Privilege 

• Create domain groups to grant specific, least privileges 

• Remove access for “Everyone” 
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Security Status Monitoring 

• PortalEdge Enumeration Events 

– FIN Port Scan 

– Finger User 

– ICMP Scan 

– Syn Portscan 

– TCP Portscan 

– Traffic Monitor 

– UDP Portscan 
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Traffic Monitor Event 

• Inputs 

– IP Flow record details (8 tag aliases) 

– Monitored ip address 

• Severity factor for rollup calculation 

• Traffic white list (destination, port, protocol) 

• Outputs 

– Out of bounds Communication 

– Enumeration rollup class event 
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Vulnerability Assessment 

• Credentialed Scanning Tools 

– Nessus with SCADA plugins (Bandolier) 
http://www.digitalbond.com/index.php/research/bandolier/bandolier-

demonstration-video 

– Microsoft Baseline Security Analyzer 
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MBSA 

• Scans for security updates, administrative vulnerabilities, 

additional system information, sql server, iis, and desktop 

applications 
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Next Steps 

• PI 2010 Security Best Practices 

– White paper update 

– vCampus Live! VoX session follow up  

– vSIG collaboration by invitation 
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Questions and Answers 



Thank you 

© Copyright 2010 OSIsoft, LLC 

 777 Davis St., San Leandro, CA 94577 

Contact information and Q&A 

Ann Moore amoore@osisoft.com 

Bryan Owen bowen@osisoft.com 
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