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Agenda 

ÅReview of Agenda 

ÅWebinar Series and Partner Solution Showcase 

ÅIntroduction 

ÅConnectivity and Security Needs 

ÅWaterfall for OSIsoft PI 

® 

ÅApplications Enabled at DWSD 

ÅUnidirectional Security Gateways 

ÅQuestions 

ÅConclusions and Thank You! 
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Mission 

ñOur mission is to 

maximize the Value 

our customers get 

from our product 

and servicesò 
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OSIsoft 

®

 Partner Solution Showcase 

ïFind software solutions from OSIsoft partners with 

specific industry and domain expertise.  

ïhttp://partners.osisoft.com/solutions  

pss@osisoft.com 

http://partners.osisoft.com/solutions
http://partners.osisoft.com/solutions
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Presenters 

ÅBiren Saparia ï Process Control System 
Manager 
Detroit Water 
Office: +1 313-267-8977 
Email: saparia @ dwsd . org 

ÅAndrew Ginter -  Director of Industrial Security 
Waterfall Security Solutions 
Office: +1 403-264-6002 
Email: andrew  . ginter @ waterfall-security . com 

ÅLuca Spingardi ï Partner Manager, EMEA 
OSIsoft, LLC 
Office: +44 207 0873360, x759224 
Email: luca @ osisoft . com 
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Detroit Water and Sewerage Department 

Å5 water treatment plants 

Å20 water booster stations 

Å10 wastewater collection stations 

Å1 wastewater treatment plant 

Å8 combined sewer overflow 

basins 

Å13 in-system storage devices 

Å200 remote monitoring/control 

sites: 

ïValve, pressure, sewer meter, 

precipitation gauge,  

CSO outfall, dam, level monitor 
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Detroit Water and Sewerage Department 
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Waterfall Security Solutions 

ÅHeadquarters in Israel, operations office in the USA 

ÅMarket leader for Unidirectional Security Gateways for 

industrial sites 

Å Idaho National Labs: ñphysicsò of system prevents online 

attacks 

ÅFrost & Sullivan 2012 Award for Network Security for 

Industrial Control Systems 

ÅPike Research: Waterfall is key player 

in the cyber security market 

ÅCommon Criteria EAL 4+ certification 

ÅStrategic partnership/cooperation with 

OSIsoft 
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Connectivity and Security Needs 

Å Third-party-managed HA firewall pair for control network 

ï$10,000/month cost 

ïControl network originates connections, but traffic is bi-

directional 

ÅMany data sources/destinations ï ñspaghetti codeò data flows 

Å Firewall configuration is opaque ï no reviews, no alerts 

Å Internal audit 

flagged firewall 

security as 

unacceptable 


