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Chapter 1. Introduction

OPC (OLE for Process Control) is a standard established by the OPC Foundation task force to allow applications to access process data from the plant floor. 

OPC servers with communication interfaces that comply with the OPC Standard allow client software applications that follow this standard to communicate with any of those servers without regard to hardware releases or upgrades. 

The connection between the client and the OPC server is either through the Microsoft COM interface or through OLE Automation, and the client accesses data from the data cache maintained by the OPC server or requests that the server read the device directly.

This PI_OPCTool uses an OPC COM custom interface to communicate with OPC servers. Use this tool to help configure and use the OSIsoft OPC Interface with the OSIsoft OPC Server or to check communications with any third-party OPC server. 

This tool runs on Windows platforms running  XP SP3 or later.
The PI_OPCClient provides the following features.

· Connections to as many as 10 OPC servers  simultaneously;
· Support for OPC Private security as well as NT security
· Create up to 20 groups with up to 500 items per group;

· Synchronous read/write operations;

· Asynchronous read/write operations;

· Advise operations;

· Poll operations;

· Tag filtering for refining tags to be displayed and assigned as OPC items;

· Working configuration can be saved to files, to be used in creating PI tags and startup files for the PI-OPC interface.

This document describes the PI_OPCClient and how to use it to check communications with any Data Access version 1.0a or 2.0 OPC Server.

Supported Features

	Feature
	Support

	* Platforms
	32-bit Interface
	64-bit Interface

	Windows XP
	
	

	
32-bit OS
	Yes
	No

	
64-bit OS
	Yes (Emulation Mode)
	No

	Windows 2003 Server
	
	

	
32-bit OS
	Yes
	No

	
64-bit OS
	Yes (Emulation Mode)
	No

	Windows Vista
	
	

	
32-bit OS
	Yes
	No

	
64-bit OS
	Yes (Emulation Mode)
	No

	Windows 2008
	
	

	
32-bit OS
	Yes
	No

	Windows 2008 R2
	
	

	
64-bit OS
	Yes (Emulation Mode)
	No

	Windows 7
	
	

	
32-bit OS
	Yes
	No

	
64-bit OS
	Yes (Emulation Mode)
	No

	

	OPC Data Access Standard
	1.0a / 2.0 / 2.05

	OPC Security Standard
	1.0

	Sub-second Timestamps
	Yes

	Vendor Software Required on DCS System
	Yes

	Vendor Hardware Required
	No


* See available paragraphs below for further explanation.
Platforms

The application is designed to run on the above mentioned Microsoft Windows operating systems. Due to the dependency of OPC on COM and DCOM, the application  is not supported on non-Windows platforms.
Please contact OSIsoft Technical Support for more information.

Vendor Software Required

The OPC Server can run on the same system as the application, or it can run on another system.
Reference Manuals
OSIsoft
· OPC Server Manual

· OPC Interface to the PI System Manual
Vendor

The OPC standards are freely available from the OPC Foundation at http://www.opcfoundation.org.

Chapter 2. Principles of Operation

The PI_OPCClient is designed to allow validation of data communication with an OPC Server.  It is not intended to be used to collect data for practical purposes, as part of a functional application, or to be used to configure PI tags on any extended basis.  It does provide a way to test the functionality of an OPC Server, and to verify that network and application permissions are correctly set to allow communication between an OPC Server and a client application.

There is no provision for storing data received from the OPC Servers, or for sending data from a file or another program to an OPC Server.  This client is for interactive use only.
Chapter 3. Installation
The PI_OPCClient is installed as part of the OPC Interface to the PI System and as part of the OSIsoft OPC Server.

Besides the executable, OPCClient.exe, the OPC proxy files, opcproxy.dll and opccomn_ps.dll, need to be installed in the …windows/System32 directory on all machines, both client and server and registered.  These files are installed as part of the OPC Interface to the PI System and as part of the OSIsoft OPC Server as well as being freely distributed by the OPC Foundation.  An OPC server usually includes them in the installation. If necessary, they may be obtained from the OPC Foundation website (www.opcfoundation.org) and registered using regsvr32 opcproxy.dll and regsvr32 opccomm_ps.dll.

The OPC Enum tool is also needed. This tool is installed as part of the OPC Interface to the PI System and as part of the OSIsoft OPC Server as well as well as being freely distributed by the OPC Foundation. It allows OPC clients to locate servers on remote nodes without having information about those servers in the local registry. The OPC Enum tool is usually located in the …windows\system32 directory.  If it is not there, copy the executable, OpcEnum.exe, from another system and set it up as a service (e.g. OpcEnum.exe - service).
This tool runs on Windows platforms running Windows XP or later.

Chapter 4. Starting PI_OPCClient
[image: image23.png]To start the PI-OPC Client, simply double-click on the OPCClient.exe file or go to Start>All Programs>PI System>PI_OPCClient.  The 
PI_OPCClient appears as shown below.
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This is a main dialog window for the PI_OPCClient.  Different operations can be displayed in separate windows.  The client is designed to make the user’s experience as easy as possible.  The main window consists of three sections:  OPC Servers, Groups and Items.  Each section has its own toolbar.  The buttons on the toolbars are enabled as the certain operations become available to perform.  For example, a group cannot be created without connecting to a server or browse the server without creating a group.  Each button will be able to display a tooltip once it becomes enabled.  

When using the client always follow the sequence of operations.  This sequence is described in subsequent sections of the manual.

Chapter 5. DCOM Security Configuration
Any OPC client application uses DCOM to communicate to a remote OPC server.  DCOM is Microsoft’s proprietary communication protocol that allows remote client and server applications to security communicate.  DCOM uses Windows security model to authenticate clients and servers while establishing a communication.  DCOM security for an OPC client can be configured in two different ways: 1. Programmatically, when an application starts up; 2. Manually, by using DCOMCNFG.EXE configuration utility.  In order to set DCOM security programmatically, the client application should make a specific Windows API call for DCOM security with desired parameters.  If an application does not make that call, the system’s (i.e. local computer’s) Default DCOM security parameters will be used. 
PI_OPCClient allows configuring desired DCOM security settings programmatically.  To do that you need to set security options in the configuration window, and then these settings will be used programmatically, before the client connects to an OPC server.  These settings cannot be configured separately for each connection if you are running one instance of PI_OPCClient and have multiple connections to OPC servers.  They are specific for each PI_OPCClient instance and are used by all connections.  To set DCOM Security, you should select ‘File->DCOM Security’ item from the Menu.  This will bring up the following window:
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By default, DCOM Security settings are not enabled for PI_OPCClient.  If you do not enable them, as mentioned earlier, PI_OPCClient will use the system’s default settings.  You can enable the settings by clicking the check box called Enable DCOM Security for PI_OPCClient.  This will allow selecting desired DCOM security settings for two different parameters – Default Authentication Level and Default Impersonation Level.  
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Default Authentication Level is used for authenticating an OPC server application during establishing communication and making calls.  The possible settings are the following:

· Default – Uses a standard negotiation between the interface and OPC Server for selecting an appropriate authentication level.  This may vary depending on Windows OS;

· None – Does not use authentication.  All security settings are ignored;
· Connect – The authentication takes place only when an initial connection is made to the server.  After connection has been established, no additional authentication checks will be performed. 
· Call – The authentication occurs at the beginning of each RPC call (i.e. a callback from OPC Server).  In this case the data packet headers are signed, but the data packets exchange is not signed or encrypted;  
· Packet – Authenticates the data on a per-packet basis.  All data is authenticated. 
· Packet Integrity – Authenticates and verifies that the data packets are signed and have not been modified during transit (i.e. checks for packet integrity).  The packets are not encrypted;
· Packet Privacy – Includes all previous authentication levels and signs and encrypts each data packet. This setting ensures that the communication between the client and the server is confidential.

If you do not set the Default Authentication Level correctly, the OPC server will not be able to send callbacks to the client.  This usually means that all Asynchronous calls will not return data updates.  The most commonly used settings are Connect and None. 

Default Impersonation Level is used for granting permissions to an OPC client for executing permissible operations on OPC server objects.  The possible options are as follows:

· Anonymous – The client is anonymous to the server.  This means that the identity of the user associated with the OPC Interface is hidden from the OPC server. 
· Identify – The OPC Server can identify the user associated with the OPC Interface, and can perform actions as that user.

· Impersonate – The OPC Server can perform actions as the user associated with the OPC Interface, but is not allowed to access other computers as that user.
· Delegate – The DCOM server can act as the user associated with the DCOM client, including access other computers as that user (only supported in Windows 2000 and later)
The most commonly used settings are Identify and Impersonate.

Chapter 6. Connecting to an OPC Server
It is possible to connect to a server that runs on the local node or on a remote node. The PI_OPCClient can display the names of installed OPC Servers. If the name of the OPC server for the local node is not displayed, make sure that the OPC Server or its client package is installed on this node. If the OPC Server runs on another node, use the OPC Enumerator to locate it if OPCEnum is installed on both nodes. PI_OPCClient can connect to as many as ten OPC Servers simultaneously.

Connecting to an OPC Server on the Local Node
On the upper left corner of the client’s main dialog there is a field for specifying a node name.  The local node is specified as Localhost and it should be already displayed when the client is initially run.  Click on the ‘Connect to Node’ button or just hit Enter. This should display a list of the OPC Servers’ ProgIDs registered on the local system (or remote node) in the tree view below the combo box. Note that in the tree view the Localhost is initially selected and the ‘Connect to Node’ button changed its appearance and functionality. Clicking on that button again will remove the list of local servers from the tree view.
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Next select the appropriate server from the list and then either click on ‘Connect to OPC Server’ button, which will be enabled immediately, or double-click on server’s ProgID.  As a result the tool will try to establish a connection to that server and make multiple calls to check all OPC interfaces supported by the server.  After connection is established the current status of the server will be displayed in the Server Status box below the tree view.  At the same time the tool will set an internal timer that should trigger getting the server’s status every 30 seconds as long as this server is selected in the tree view.  The Server Status box will only show the status of the currently selected server.
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Note that if the client will not succeed in connecting to an OPC Server, the error message will be displayed in the message box. 

Disconnect from the server by clicking the ‘Disconnect from OPC Server’ button.

Connecting to an OPC Server on a Remote Node
The OPC Foundation has provided the OPC Enumerator tool to help establish connections between clients and servers that are on separate nodes. To use the tool, it must be installed on both nodes. The install kit for the OSIsoft OPC Interface installs OPCEnum on the client node in the …windows/System32 directory and also places a set of files in the OPCEnum sub-directory of the OPC Interface install directory. To install the tool on another node, copy the files from the OPCEnum directory to the node and register them by running Register.bat.  Then, check the DCOM configuration for the OPC Enumerator.

To connect to a server on a remote node first verify that the OPC Enumerator is installed on both nodes. Enter the node name in the field for node names and click on ‘Connect to Node’ button or hit Enter.  The PI_OPCClient will connect to the remote OPCEnum and get a list of the servers in the tree view.  Follow the steps described in the previous section.

It is also possible to browse the nodes in the local network.  Clicking the ‘Browse Nodes’ button, which is next to drop down list box for nodes, the following window will be displayed:
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From this window select a node in the network or type in a node name and OPC server’s ProgID in the appropriate fields (as shown above) and click ‘Connect’.  The PI_OPCClient should connect to that server, if it exists on that node and DCOM permissions are properly set, and display it in the tree view of the main dialog window.
Checking OPC Interfaces Supported by the Server
After connecting to an OPC Server, the PI_OPCClient enables three other buttons, one of which is called ‘OPC Server Properties’.  Clicking on that button brings up the following dialog box:
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This window shows the list of OPC interfaces that the current server supports.  The list is divided into two groups: OPCServer interfaces and OPCGroup interfaces.  If the server supports both the v1.0a and v2.0 standards, both columns will be filled with information.  If a particular interface is Required, Optional, or Not Applicable according to a specific OPC standard, it will be noted as such in the brackets for each interface.  This information can be useful to determine which interface is supported by the server before trying any calls to that server.  

More information about OPC interfaces can be obtained from OPC Foundation website (www.opcfoundation.org), Data Access Custom Interface Standard v2.05

Using OPC Security
The OPC Foundation published the OPC security standard in October, 2000.  It provides an interface for the client and server to agree to either use NT security, where the server interrogates the system to get the client's Security ID, or to use OPC Private security, where the client passes a userid and password to the server.  It is important to note that the userid and password are sent in clear text, meaning that they can be seen by anyone with a sniffer on the network.  

Few OPC servers have implemented the OPC security standard.  It does allow for more granular control over who can read and write individual OPC Items, however the OPC Private security design, by passing credentials in clear text, is inherently insecure.  OPC servers can implement NT security without the need for clients to implement the OPC security standard at all.

To use OPC security, once a connection is made to an OPC server, click the Security button.  If the OPC server does not support OPC security, an error message will be displayed.  If it does support security, a message will be displayed showing whether the OPC server supports  NT security and asking if the user wants to use OPC Private security.  If Yes is selected, a window will be displayed to enter the Userid and password that should be used.  

Security can be changed for any server connection at any time; whenever the Security button is clicked, the tool logs the user out of the current security mode. 
Chapter 7. Creating, Deleting and Changing Group Properties
As many as twenty Groups for each connected OPC Server may be created. Each Group must have a different name, although the same name may be used on different servers.

To create a Group for a server, click on ‘Add Group’ button.  It should bring up a dialog box for specifying properties of that Group. 

[image: image8.png]Add Group
Group opsies

Group Neme: (EET]
Update Rate: 1000 (mSeconds)

Time Biss: (Minutes)

Desdbard: 0 (Percent)

Create Active V.

OPC Standard
DAVersion:  [v20





There are five main properties that can be specified in the dialog box: 

1. Group Name – This must be unique for the server; 

2. Update Rate – This is the time in milliseconds between the exception limit checks. If the exception limit is exceeded, the server’s CACHE is updated; 

3. Time Bias – This is also called Time Zone; 

4. Deadband – This is referred to as Percent Deadband, which ranges from 0.0 to 100.0 percent; 

5. Create Active – A Group may be created as active or inactive. If the group is inactive, the server does not need to maintain it in the CACHE. 

The dialog box also allows selecting the version of the Data Access standard that will be used to make specific calls on the Group.

Clicking ‘Create’ returns control to the main dialog and where the Group that was added to the list is displayed, as shown below: 
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The Group list box only shows the Group name, update rate and active state. The group may be made inactive or active by clicking on the check box for that Group. The rest of the information, including how many items created on the Group, is displayed in the Group Info box.  This information gets updated every time the Group is selected or something changes in the properties of that Group.

Once a Group is created the properties can only be changed by clicking ‘Group Properties’ button.  This results in the following window:
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This dialog box allows change to all properties of the Group, except the name.  The OPC DA standard can also be changed. 

Deleting a Group can be accomplished by selecting a Group or Groups and pressing ‘Delete Group(s)’ button. This procedure will also delete all items that are added to that Group. 

Sometimes it might be necessary to create a Group which is similar to the existing one.  In this case use ‘Clone selected Group’ button.  First select a Group (so called parent Group) to clone and then click on ‘Clone selected Group’ button.  This will bring up the following dialog:
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Give the group a different name and change the update rate, if needed. Clicking the ‘OK’ button will create a group that will inherit all other properties from the parent Group and add the same items to the group.  

Chapter 8. Adding Items to a Group
500 items may be added to each defined group for an OPC Server. Before adding items to a group, display the list of available items on the server. Then choose the items that to test or monitor and add them to a group.
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If the OPC Server does not support browsing, in which case browsing will be disabled for that server, it is also possible to type in the ItemIDs manually.  Be aware that the ItemID must exactly match what the server is expecting.  This includes punctuation characters and upper or lower case of characters, and the full ItemID must be entered, which may consist of several segments.

If it is supported by the server, this dialog window allows for getting a hierarchical structure of available branches of server items to display in a tree view.  Click the ‘List’ button to start.  In the tree view any branch may be selected to get all its items/leaves in list view.  If the server supports only a flat structure, check the ‘Flat’ checkbox and then click the ‘List’ button. 

Some OPC servers have too many items to browse through. If the ‘List’ button for those servers is clicked, it might take a long time for the client to get all branches.  To speed up this process, use manual browsing.  If the ‘Manual’ checkbox is checked, the client will get branches one level at a time.  Then it is possible to select an appropriate branch and browse down to the lower level of your selection.  Filtering capabilities may be used while browsing both for branches or leaves.

Once the list of items/leaves is in the list view, select individual items or group of items from this list.  Adding selected items to the group can be accomplished by clicking the ‘Add Selected’ button or by double-clicking on the item.  If some properties (i.e. item name, data type and active state) of the item need to be changed before or after adding it to the group, select the item and make necessary changes in the ‘Item Properties’ section of the window.  If the item was already added to the group and changes to the properties are necessary, check the ‘Overwrite’ checkbox to add all changes.  To remove items from the group, select the item and click the ‘Remove’ button.

After all necessary items have been added to the group, click ‘OK’ to return to the main dialog window.
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From this window selected items may be deleted or a list all items (active and inactive) in the group may be displayed. 

Chapter 9. Reading Data
The PI_OPCClient can do Synchronous and Asynchronous read operations and both may be used to test communications with the server. However, the fact that a synchronous read operation on the server is successful does not mean that the PI-OPC Interface (or third-party client) can also read data. The PI-OPC Interface makes asynchronous calls to read data, because they are faster. It is necessary to verify that data can be read with the PI_OPCClient using a Refresh, AsyncRead, Advise, or Poll operation, all of which are asynchronous calls.
Executing Synchronous and Asynchronous Read Operations
After adding item(s) to the group, perform Synchronous or Asynchronous read operations.  The data can come either from a physical device or an OPC Server’s cache.  This can be set by clicking the ‘Cache/Device’ button.  After selecting the data source, click on the ‘SyncRead’ button for synchronous read operation or the ‘AsyncRead’ button for asynchronous read operation.  
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Asynchronous operations can be done on selected individual items or on all items in a group. The Advise function (see below) may also be used to ask that the server send new data as it becomes available. The PI-OPC Interface makes asynchronous calls. Therefore, it is important to verify whether data can be read with the PI_OPCClient using a Refresh, Advise, or Asynchronous read, which all operate asynchronously.  This means is that the client makes a request, and sometime later, the server initiates a call to the client, with either the data or the error code if the operation failed.  To make that callback, the server must have permission to initiate the conversation with the 
PI_OPCClient or with the PI-OPC Interface.  Performing an asynchronous operation with the client will verify that DCOM permissions are set up properly and the OPC Server has the necessary permissions to initiate a conversation with the client.

If it is necessary to read all items in the group manually, use the ‘Refresh’ button to get the current values.  This will make an AsyncRefresh call to the server.  Data updates for this call will be coming from server’s cache via callbacks. 
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Each callback received by the client will increment the counter on the right side of the toolbar and update the list view for all items in the group with the current data.  Data will be displayed in columns.  It is possible to swap the columns by dragging one of them with the mouse to the desired position. 

Executing Poll and Advise Operations
To do Poll and Advise operations, the client should be connected to an OPC Server and the group should have at least one item.  Poll and Advise operations cannot be performed for the same group at the same time.  Polling is done by performing an AsyncRefresh call continuously based on group update rate.  To get data updates from the server every second, create a group with 1-second update rate and poll that group.  To poll a group, click on ‘Poll’ button.  
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When a group is polled, data updates are displayed in a separate dialog window.  This window will show the elapsed time, number of scans (AsyncRefresh calls made to the server) and number of updates (callbacks) received from the server.
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From this dialog window it is possible to stop polling and reset counters for the timer, scans, and updates.  Click on the ‘Resume’ button to start polling again.  It is also possible to turn off the list view display by clicking the ‘OFF’ button.  This will stop refreshing the list view with all items and data values.  This can be useful when a lot of items in the group and updates are coming very frequently.  In this case, just monitor the server’s performance by comparing number of scans made to the server with updates received from the server within a certain time period.

Advise operating is activated by clicking the ‘Advise’ button.  This will bring up a separate dialog window that will display data updates received from the server.  It is possible to turn off list view for all items, but it is not possible to stop advising from this window.  If it is necessary to terminate the advise operation, close this window. 
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Chapter 10. Writing Data
The PI_OPCClient can do Synchronous and Asynchronous write operations for all supported OPC data types.  By clicking the ‘Write to OCP Server’ button, the main dialog window will be minimized and the new write dialog will appear.
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This window allows an item to be selected from the group and choose one of the three methods to write to this item.  This list of items will display whether this item is writable (W), read only (R), or both (R/W).  To write a new value to the item, enter a value to the ‘Value’ field, select one of the methods from the ‘Write Methods’ options and click the ‘Write’ button.  If a write operation does not succeed, a message box with the error will be displayed. 
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Remember that each data type has a specific format that must be used to make a successful write.  For integers, unsigned integers, and floats, just enter a number.  If it is necssary to write a string to a VT_BSTR type, include the string in double quotes.  For Boolean data types, enter 0 as FALSE or 1 as TRUE.  To write to a VT_DATE item, use the following format:

ccyy/mn/dd hh:mm:ss.000

This is the only valid format allowed for the PI-OPClient. For example, it is possible to write the following date values:

2005/05/16 10:55:32.107

2005/05/16 10:55:32

The PI_OPCClient doesn’t support writing to an array item.

Chapter 11. Saving and Opening Configuration Data
The PI_OPCClient allows configuration data to be saved to files.  Only configuration of one OPC server may be saved.  If there are connections to multiple OPC servers, it will be necessary to leave only one connection and disconnect from all the other servers.  To save configuration, go to menu item ‘File’ and select the ‘Save As…’ option.  
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This dialog window is used to save configuration to two different files – opcint.bat and TagList.csv.  The opcint.bat file is a template batch file to use for starting the PI-OPC Interface based on settings chosen with the PI_OPCClient.  The TagList.csv is a tag configuration file that contains the groups that have been defined and the items that have been added to them.  It is a comma-separated variable (CSV) file so it may be imported into a spreadsheet to use with PI-SMT (PI System Management Tool) or edited directly to use as input to PICONFIG.

There is the option to specify Interface ID, Point Source and First Scan Class for the interface batch file in the ‘I/F Configuration’ section of the dialog.  The default file names (opcint.bat and TagList.csv) can be changed as desired.  Local directories may be browsed for those files if they already exist.  If the default names for those files are accepted or new ones are created without browsing to them, they will be stored in the directory where the PI_OPCClient was installed. 

To open a saved configuration, you go to the menu item ‘File’ and select ‘Open…’.  This will bring up the following dialog window:
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From this dialog browse to the configuration files or just click ‘Open’ if default names were accepted when saving them to the install directory.  This operation should close all current connections and connect to a server from the configuration file, create all groups and add all tags that were saved. 
Chapter 12. Troubleshooting
While working with the PI_OPCClient, you may encounter some of the problems that are listed in this section.  For severe problems, you will need to contact OSIsoft’s TechSupport to help set up an OSIsoft product or the OPC server vendor.

Fail to Receive Data from Refresh or Advise

If you cannot get data using the Refresh or Advise features, but you can get it while doing a Synchronous read operation, it is likely that you have a permission problem in your DCOM configuration.  Check your DCOM permission settings.

Unable to Get IOPCServer Pointer

The server would not give the client a pointer to its IOPCServer interface.  This is a severe problem that makes the server unusable. 
Unable to Get IOPCBrowseServerAddressSpace Pointer

The server does not support the browsing/listing of its items. You must enter item names (item ID’s) manually.

Unable to get IOPCGroupStateMgt Pointer

This means you will not be able to change the group's update rate or flag the group as active or inactive.  The server is broken, but probably somewhat usable.

Unable to Use IUnknown Pointer

This is a severe error, and means that the server is not usable. 

Unable to Use IOPCServer Pointer

This is a severe error, and means that the server is not usable.  

Unable to Set Group State

The OPC server failed to set the group state as requested.  This means you cannot change the update rate or flag the group as active or inactive.  The server is broken, but probably usable.

Unable to Get Browse Type

The server says it supports browsing, but would not specify whether it has a hierarchical or flat namespace.  The server is broken but probably usable.  You will have to enter item ID’s manually.   

Unable to Get Status

The client asked the server to tell us its status, and the server refused.  This is a Bad Thing, since this is required functionality for an OPC server.  The biggest problem it will present is that this is the only way to ask the server for its local time.  The server is still usable, but you cannot use server timestamps.

Unable to Get Group State

The client the server to tell the state of a group, and it refused.  This is a Bad Thing, since this is required functionality for an OPC server.  The biggest problem it will present is that you won't be able to change the update rate or the active/inactive flag for the group.  You should talk to the server vendor about this issue.
Unable to Find Server

The operating system does not have a server registered under the name you have entered. Verify that you entered the server name correctly. In order to connect to a server running on a remote node, the server must be registered on the local node. Not all servers can be run remotely.  Refer to the documentation for your OPC server for instructions about how to handle this.

Unable to Connect to Server

The PI-OPCDA Client is unable either to locate the node that you specified, or unable to find the specified server on that node. If you specified a node name, try opening a DOS window and entering ping zzz, where zzz is the name or IP address for the remote node. If you get a proper response, the local node is able to communicate with the remote node.

If you can locate the node, verify that the server has been installed on the remote node.  As a last resort, try rebooting the remote node. If the last client to communicate with the server failed to disconnect properly, the server may require restarting. Rebooting the node is the safest way of shutting down the server, unless your server documentation has other instructions. The client requesting a connection will restart it.  Be aware that some servers require that you start them manually before any client tries to connect.

If your server came with a simple sample client, as many do, try using that client to connect.

Unable to Get IUnknown Pointer

This is a severe error, and means that the server is not usable.  

Unable to Add Group

The server failed to add a group. The error message may indicate why this happened.  If not, check the following.

· Is there a group by that name already defined for this server?

· Have you attempted to add more groups than the server supports?

· Did you enter an Update Rate?    

Unable to Browse Items

The server claims to support browsing, but it is broken.  You can probably still use it, but you will have to enter item names manually.

Unable to Change Browse Position

The server claims to support browsing, but it is broken.  You can probably still use it, but you will have to enter item names manually.

Unable to Get Full Name

The server was asked for the complete Item name for an item, and returned an error. You can enter various name combinations to see if the server can recognize them. If a server is using a hierarchical structure for its item list, the full name of the item may be a concatenation of the names of the branches. If the leftmost branch A1, for example, and the next branch is B2, and the final leaf is C4, the name of the item at C4 might be one of the following.

· A1.B2.C4

· A1/B2/C4

· A1-B2-C4

· A1_B2_C4

Try any of these name combinations, and if they do not work, consider other alternatives.  And call your server vendor to tell them that the server is broken.

Unable to Add Item to a Group

The server failed to add an item to a group. Usually the server will tell us why, and the error message will include the extra information.  Some of the more frequent reasons:

· The group already has as many items as the server allows.

· The server does not recognize the item name as a valid name.

· The item cannot be returned with the selected data type.  Try another data type.

· The server requires an access path.  This is illegal, but at least one server has implemented that requirement.  It was fixed by adding the access path information to the Item ID.

If the problem and the solution are not apparent from the error message, you will probably need to talk to the server vendor to see why the server is refusing the request.

Server Returns an Invalid Data Type

This is a last-chance check after adding an item.  The server is supposed to return a "server handle", which is the ID we'll use if we read or write the data, and it also returns the canonical data type (the data type that the server itself uses for this data item).  Some servers don't return an error when they don't like the item you tried to add to the group, they just return junk.  So we check to make sure that the canonical data type makes sense.  Usually when the "server handle" doesn't make sense, neither does the canonical data type.

It's anybody's guess as to what the server disliked about the item you tried to add.  Ask your server vendor.

     //

Unable to Remove Item

The client asked the server to remove an item from a group, and it returned us an error.  The error message may give more information.  This is not a serious problem, most likely: in most cases, either we’re deleting the group anyway, or the server has dropped our connection and the group doesn’t exist anymore anyway.  But if your server won’t let you remove items from your groups, this is very bad behavior, and you should talk to your server vendor.  If the error comes when the server has died or the network connection has disappeared, don't worry about it.

Unable to Write Value

The server returned an error when we tried to write to the item.  Most often this is caused by a server not telling us that the item is not writable.  If your read does not produce a W in the left-hand column, the server is not saying that the item is writable.  There are other possible reasons why the server would refuse a write, but if you can add the item to the group and read it, this is the most likely reason.

Chapter 13. Appendix A: OPC Quality

The OPC Data Access standard uses quality flags, similar to Fieldbus Data Quality Specification, to reflect the quality state for an item’s data value.  This design makes it fairly easy for both servers and client applications to determine how much functionality they want to implement. 

The low 8 bits of the Quality flags are currently defined in the form of three bit fields; Quality, Sub-status and Limit status.  The 8 Quality bits are arranged as follows:


QQSSSSLL

Below is the detailed description of the quality bits taken from Data Access Custom Interface Standard, version 2.05A.
Quality Bit Field

	QQ
	BIT VALUE
	DEFINE
	DESCRIPTION

	0
	00SSSSLL
	Bad 
	Value is not useful for reasons indicated by the Substatus.

	1
	01SSSSLL
	Uncertain 
	The quality of the value is uncertain for reasons indicated by the Substatus.

	2
	10SSSSLL
	N/A 
	Not used by OPC

	3
	11SSSSLL
	Good 
	The Quality of the value is Good.


Comment: A server which supports no quality information must return 3 (Good). It is also acceptable for a server to simply return Bad or Good (0x00 or 0xC0) and to always return 0 for Substatus and limit. It is recommended that clients minimally check the Quality Bit field of all results (even if they do not check the Substatus or limit fields). Even when a ‘BAD’ value is indicated, the contents of the value field must still be a well defined VARIANT even though it does not contain an accurate value. This is to simplify error handling in client applications. For example, clients are always expected to call VariantClear() on the results of a Sychronous Read. Similarly the IAdviseSink needs to be able to interpret and ‘unpack’ the Value and Data included in the Stream even if that data is BAD. If the server has no known value to return then some reasonable default should be returned such as a NULL string or a 0 numeric value.
Substatus Bit Field 

The layout of this field depends on the value of the Quality Field. 
Substatus for BAD Quality

	SSSS
	Bit Value
	Define
	Description

	0
	000000LL 
	Non-specific
	The value is bad but no specific reason is known

	1
	000001LL 
	Configuration Error
	There is some server specific problem with the configuration. For example the item is question has been deleted from the configuration.

	2
	000010LL 
	Not Connected
	The input is required to be logically connected to something but is not. This quality may reflect that no value is available at this time, for reasons like the value may have not been provided by the data source.

	3
	000011LL 
	Device Failure
	A device failure has been detected

	4
	000100LL 
	Sensor Failure
	A sensor failure had been detected (the ’Limits’ field can provide additional diagnostic information in some situations.)

	5
	000101LL 
	Last Known Value
	Communications have failed. However, the last known value is available. Note that the ‘age’ of the value may be determined from the TIMESTAMP in the OPCITEMSTATE.

	6
	000110LL 
	Comm Failure
	Communications have failed. There is no last known value is available.

	7
	000111LL 
	Out of Service
	The block is off scan or otherwise locked This quality is also used when the active state of the item or the group containing the item is InActive.

	8-15
	
	N/A 
	Not used by OPC


Comment: Servers which do not support Substatus should return 0. Note that an ‘old’ value may be returned with the Quality set to BAD (0) and the Substatus set to 5. This is for consistency with the Fieldbus Specification. This is the only case in which a client may assume that a ‘BAD’ value is still usable by the application.

Substatus for UNCERTAIN Quality
	SSSS
	Bit Value
	Define
	Description

	0
	010000LL 
	Non-specific
	There is no specific reason why the value is uncertain.

	1
	010001LL 
	Last Usable Value
	Whatever was writing this value has stopped doing so. The returned value should be regarded as ‘stale’. Note that this differs from a BAD value with Substatus 5 (Last Known Value). That status is associated specifically with a detectable communications error on a ‘fetched’ value. This error is associated with the failure of some external source to ‘put’ something into the value within an acceptable period of time. Note that the ‘age’ of the value can be determined from the TIMESTAMP in OPCITEMSTATE.

	2-3
	
	N/A 
	Not used by OPC

	4
	010100LL 
	Sensor Not Accurate
	Either the value has ‘pegged’ at one of the sensor limits (in which case the limit field should be set to 1 or 2) or the sensor is otherwise known to be out of calibration via some form of internal diagnostics (in which case the limit field should be 0).

	5
	010101LL 
	Engineering Units Exceeded
	The returned value is outside the limits defined for this parameter. Note that in this case (per the Fieldbus Specification) the ‘Limits’ field indicates which limit has been exceeded but does NOT necessarily imply that the value cannot move farther out of range.

	6
	010110LL 
	Sub-Normal
	The value is derived from multiple sources and has less than the required number of Good sources.

	7-15
	
	N/A 
	Not used by OPC


Comment: Servers which do not support Substatus should return 0. OPC Data Access Custom Interface Specification 2.05
Substatus for GOOD Quality
	SSSS
	BIT VALUE
	DEFINE
	DESCRIPTION

	0
	110000LL 
	Non-specific
	The value is good. There are no special conditions

	1-5
	
	N/A 
	Not used by OPC

	6
	110110LL 
	Local Override
	The value has been Overridden. Typically this is means the input has been disconnected and a manually entered value has been ‘forced’.

	7-15
	
	N/A 
	Not used by OPC


Comment: Servers which do not support Substatus should return 0. 
Limit Bit Field 

The Limit Field is valid regardless of the Quality and Substatus. In some cases such as Sensor Failure it can provide useful diagnostic information.

	SSSS
	Bit Value
	Define
	Description

	0
	QQSSSS00 
	Not Limited
	The value is free to move up or down

	1
	QQSSSS01 
	Low Limited
	The value has ‘pegged’ at some lower limit

	2
	QQSSSS10 
	High Limited
	The value has ‘pegged’ at some high limit.

	3
	QQSSSS11 
	Constant
	The value is a constant and cannot move.


Comment: Servers which do not support Limit should return 0. 
Symbolic Equates are defined for values and masks for these Bit Fields in the “QUALITY” section of the OPC header files.
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