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The Bottom Line;

As business and IT recognize the overlapping requirements

of individual compliance mandates, leaders are taking steps
to build out a sustainable architecture that minimizes time

and cost while maximizing future reuse.

John Hagerty, AMR Research Staff
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Today’s Regulated Environment

e Compliance is a corporate imperative
e Now corporations must be both profitable and accountable

e Companies today may have to comply with multiple
regulations or requirements
- FDA21CFR Part 11
— Sarbanes Oxley
- NERC 1300
—  Environmental Title V
- HACCP

Visibility and a single version of the truth
are required to demonstrate compliance
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OSlsoft’s Role in Compliance
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nat areas does Compliance cover?
nat Is a Compliance Architecture?

nat is the role of OSlsoft's RTPM in

Compliance?

e \What new components are we working on?

e \What are our customers doing now?




Compliance Area Matrix 1 - Mandated

Mandate Description Business Requirement Industry

EPA Clean Air Sets limits on air Sets limits on how much of a pollutant can be in the All

Act (1990) pollutants. air anywhere in the United States. The law allows

individual states to have stronger pollution controls
than those set for the whole country.

EPA Clean Water Set limits on water Employs regulatory and non-regulatory tools to All

Act (1972) discharged to reduce direct pollutant discharges into waterways,
waterways. finance municipal wastewater treatment facilities,

and manage polluted runoff.

EPA Title V Regulation of Various acts requiring registration, reporting, Oil & Gas
chemical substances and conformance. Chemicals
whose manufacture

" Pulp & Paper
may present risk to P P
health or the
environment
FDA 21 CFR Electronic records Technical and procedural requirements for Pharmaceutical
Part 11 and signature electronically maintained records and Food
electronic signature used in manufacturing
transactions.

FDA - GMP Finished Drugs or Requires manufacturers to have a quality system Pharmaceutical

Medical Devices for the design, manufacture, packaging, labeling,
storage, installation, and servicing of finished
medical devices intended for commercial
distribution in the United States.

NERC Critical Cyber security Reduces risks to the reliability of the bulk Power Generation

Infrastructure standards electric systems from any compromise of Transmission &

Protection critical cyber assets (computers, software Distribution

and communication networks) that support
those systems.




Compliance Area Matrix 2 - Standards

Mandate Description Business Requirement Industry
QS 9000 Quality Management Provides requirements that, if they are All
effectively implemented, will provide
confidence that a supplier can consistently
provide goods and services that:
eMeet your needs and expectations and
eComply with applicable regulations
ISA-SP95 Enterprise - Control Defines the interface between control All
System Integration functions and other enterprise functions.
ISA-SP99 Manufacturing and Define procedures for implementing All
Control Systems electronically secure manufacturing and
Security control systems and security practices and
assessing electronic security performance.
ISA-SP88 Batch Control System Recommends practices for the design and Pharmaceutical
Standards specification of batch control systems as
used in the process control industries.
NERC GADS Generating Availability | Manages the collection of operating information for Power Generation
Data System (GADS) improving the performance of electric generating
equipment. The information is used to support
equipment reliability and availability analyses and
decision-making by GADS data users.
HACCP Hazard Analysis and Establishes critical limits, monitoring Food

Critical Control Point
Principles

procedures, corrective actions, verification
procedures, and record-keeping to assure
that potentially hazardous products do not
reach the consumer.




Compliance Area Matrix 3 — Best Practices

Mandate Description Business Requirement Industry
KPI Key Performance Establish and continuously monitor key All
Indicators manufacturing metrics against targets.
CBM Condition Based Proactive maintenance approach, which All
Maintenance requires monitoring of critical equipment
periodically. CBM is just-in-time maintenance
that ensures “the right work, at the right
time.”
FDA - PAT Ensure Final Product Controlling manufacturing through timely Pharmaceutical
Quality measurements (i.e., during processing) of
critical quality and performance attributes of
raw and in-process materials and processes.
OEE Overall Equipment Evaluate performance of a single piece of Chemicals
Effectiveness equipment or even an entire factory, as Food
governed by the cumulative impact of the
three OEE factors: Availability, Performance
Rate and Quality Rate.
Six Sigma Continuous Quality Methodology for eliminating defects (driving Metals & Mining

Improvement

towards six standard deviations between the
mean and the nearest specification limit) in
any process -- from manufacturing to
transactional and from product to service.
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Compliance Challenges

e No ‘visibility’ into operational performance

— Slow time to react to market changes
e Many versions of the same data

— Lack of validated information

e Limited communication & collaboration across
businesses

e Little capabillity to perform knowledge capture or
management

e Can limit the ability to innovate

Resulting in compromised quality, safety and profitability—and ultimately
Impacting the corporate bottom line
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Common Requirements

e All compliance areas need data.
— Data integrity and trusted data is fundamental
— Security and privacy are key
— Archiving for a retention period is expected

e Each area needs context to identify the repeatable (reusable)
patterns for compliance

— Virtually all compliance mandates are driven by rules, policies and
procedures

e Each area needs analysis (calculations) specific to it's needs
— Most require sophisticated analytical capabilities

e The results of this analysis is reports on compliance results and
alerts

- Configurable version controlled reports with alert notification are required

=
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Active Compliance Architecture

F
Compliance Repository
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OSilsoft RtPM Platform

REAL-TIME DATA
DCS /PLC / SCADA / OPC / Historians
Interfaces / COM Connectors

PRODUCT SPECIFICATION DATA
CUSTOM DATA

APls / SDKs

IT DATA

RELATIONAL DATA
OLEDB / ODBC / Oracle / SQL

WEB SERVICES
Legacy Apps / SOA / External Data

ERP/MAINTENANCE
SAP / JD Edwards / PeopleSoft
Maximo / Indus / MIMOSA

ONE VERSION OF THE TRUTH |

MANY DATA SOURCES i
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ﬂ;TEXT

DATABASE
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PERFORMANCE IMPROVEMENT

OPERATIONAL VISIBILITY

KNOWLEDGE MANAGEMENT

PRODUCT QUALITY

LEAN MANUFACTURING

ASSET MANAGEMENT

SITUATIONAL AWARENESS

The OSlsoft platform provides comprehensive visibility into
operations, unlocking the potential for timely analysis —fueling
critical, informed and profitable actions.




RtBaseline
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OSlsoft has 370+ interfaces to DCS/PLC, LIMS, OPC, SCADA Systems




RtBaseline
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e Documents e Pl Data Archives

e Reports e Plant Data
e Portal Sites e Event Data
e Web Parts

e Web Content

e Collaboration

e Alarms
e Audit Trall
e Security Database




Alert Engine

Rules Engine

Notification Architecture
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Compliant Reporting
RtReports Compliance
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OSlsoft Smart Clients
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e Process Book, SQC addin

e Datalink

3'd Party Compliance
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e Quantum e SAS

e Process Templates (Batch SQC)

RtBaseline

RtAnalytics ‘

e Others

3'd Party Heavy Duty SPC
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RtPortal Architecture for SharePoint
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Detailed Enterprise Compliance Architecture

Data Center Central RtPM Servers Central IT Monitor
e RtPortal — Visualization :
: Enterprise Systems e RtAnalytics — Bl and BAM

: o ERP e RtBaseline — Operations Information Clients using RtPortal
e Accounting : e ProcessBook

i o Marketing @ e DatalLink
: ‘\: \ e RtWebParts
< S
N % ) Corporate LAN/WAN
RtBaseline Typical site architecture RtAnalytics RtPortal
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Specific Product Features

To meet Compliance requirements
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Why RtReports Compliance?

e Few COTS products for compliance reporting

— Resulting in custom reporting projects
e Little flexibility in custom reporting solutions

— Difficult to configure and produce accurate, repeatable reports
e Auditable management of change

— Report queries or ‘templates’ need to be traceable and
versioned to withstand regulatory auditing

e Report availability and consistency

-~ Reports need to be Web-based and usable across the
enterprise
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RtReports Benefits

e Data Transparency

— Reduce variability in reporting because information workers retrieve the
information from the same audited source

— Electronic signatures and workflow provides the necessary accountability for
compliance applications

— Asingle report will work against a variety of process conditions

e Communication and Collaboration
— Accelerated product release through automatic comparison with specification data

— Automated approval workflow shortens sign-off
— Reports are available on-demand, via a secure Web connection

e Knowledge Management
— Centralization and version control for reports and report templates

— Reports can be easily re-run in order to take advantage of updated report
templates or updated data
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RtReports Version 3.0

e Focused on providing functionality needed to
address reporting requirements for Title V and
environmental reports.

e Major development items include

— Time based reports, remove dependency of the batch
database

— Provide summary functions for roll-up

— Consume RtBaseLine Services for external data
sources




New Report Search Page

age - Microsoft Internet Explorer

File Edit View Favorites Tools Help 4 'l"
| (%] &) @ O S ; D - 2 - ' v

@ Back ij @ { b 7 Search N Favaorites Q i/ == | ﬁ “

Address |.§1 http:fflocalhost rtreportsv30/WebPages/ReportsMumPage. aspx v Go Links >

Welcome Kurinchi Arumugam

P
““ ; RtReports -Select Context- W -Select Attribute- v

Report Contest Review Finish
e ——— O G O rext

Report Filter Conditions

Name Yersion Status

| Al v ] l 5

Report Type Author

| Al b ‘ .g.l

33 reports match your criteria

Report Name VYersion Description Status RunTime

Infragistics2004vol2 Test 10 Released 3.33
AlphaOrderTest 1.0 In Edit
GeneratorTest 1.0 Released 1.60
GeneratorTest SinglePage 1.0 Released 0.354
GeneratorTest 20 Released 0.594
GeneratorTest 3.0 Released 0.878
GeneratorTest 4.0 Released 168
FormatToolBoxTest 10 Released 332
use Style Sheet 10 In Edit
MenuTest 1.0 Released 0.000
ImporttenuTest 10 In Edit T
TestREESDK 1.0 In Edit
GeneratorTest S0 Released 0.000
GeneratorTest 6.0 In Edit
MenuTest 20 Released 0.000

@ Done ‘3 Local intranet
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RtAlerts and AlarmView

e RtAlerts

— a server-based notification engine that delivers automated
messages to specific contacts via email or pager

— configured through a friendly client interface and can support all
of the RtPM Platform’s different types of data

e AlarmView

— a smart client alarm manager built on the Pl System’s Alarm
subsystem

— configures alarms based on Pl data and expressions and can use
RtAlerts as the notification mechanism

-
=
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RtAlerts and AlarmView Benefits

e Communication & Collaboration

Deliver the right notifications to each person in your organization

Accelerate problem resolution across time zones and geographic
boundaries

Notifications can be keyed off of raw data or operational metrics defined
in the RtPM Platform

Alarms can be acknowledged within a smart client and notifications can
be configured in a thin client

Notifications can be filtered so that recipients aren’t inundated with
notifications during an abnormal situation




Proactive Notification

e AlarmView letsyou [~ “Ein

eotalamis B e 1:55:37 MM

e = . - =
= B kes: . :
# - 30 Al Gro

manage alarms from | s, =5 | D sisn
W Sample Groups from dughinehy, || TeBlsm7 HIMI = Gehiow04 LISTIZ2PM
+

your desktop e
cﬁé" ® | &+ PAS))| (1T h
- ‘\{Rtﬂleitﬂlert Limit
| ﬂm:.:i.’f’wm . for TC107 exceeded)
. N Sosocin I " Y\localhost\1(107
e RtAlerts delivers = : High Limit exceeded
. . g ( tUalue:
notifications 202, lnsd:guFeat

where you are S

i File Edit Wew Insert Format  Tools  Actions  Hel

~ Jmit: 700deq F
olmg wa

From: RtAlerts@acme, com Sent:  Fri5/28/2004 5:21 PM B
To: Beth McMeill; meneill@viext.com l H NORE
o

Subject:  Limit For Reactor 107 temperature exceeded

Y3Mightyiphrodite' TI107 High Limit excee ded
CurrentValue: 710.596 at 5/28/2004 5:20:55 PN )
High Limit: 710

The cooling water control wvalwve has heen
problematic and should be checked.
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FDA 21 CFR Part 11 Batch Reporting

Janssen Pharmaceutical Products LP

Corporate Headquarters: 2=cum
Technical Environment:

Microsoft Windows 2000, SCL Semver;
Dell PC5 542

Challenga: o imeare

control sysiems

with higheslevel busness syems, optimin

opertion: performance, reduce basch cycle
time, fieamiing and electioniciae qualty

assutance validation processes move towands

sectionic bach rpoing, and reduce the

tiskof not being able to sall our product into

saguinted marksts

Why OSlsoft Won: SLNE™ 2 unigue
product on the market to integrate plant
and business gystems, and RRepocts™ is
atecl with configurable seporting walee
that Jensoen hadn't seen eisewhese

RtPM Applications:

* Msomated Reports

Bazeline Sest Practices

+ Banch Quality Monitoring M nelyas
Incident investigations

¢ ventory Management

* Maerinl Usage Teaching

s Paocess Monitocng

Product Complance Monroring/Reparting
Production Deta Integiation to ERP

.

-

-

Bonafits:

. Integtation of business and manufactudng

* Improved communication enterprse-wide

¢ Fact-driven decison-mating; no guesswork

Moee accuraee forecasting and budgeting

* Reduction of cydle time

s Reduction of Batch Bock from over 100 pages
© approximately four

o Eagier, faster validation repotting

* Mo process investigationsimprovement:

Improved cpemting efficiences

-

Ll

e many comganes, S

NOCENt iIveRgalion 55 Vanadaty, reai-teme CoIng,

can paovoe quant

validaton pro

© A have Deen sepaoad with

The blgaest risk in this
ongan'zation & that we lose
the abNry to sall cwr product
into requared markers.
RtRepors is dNeﬁb’d’id.?SSin;
the number one risk we face.

Vlnoonth he




EPA Pharm MACT

Q- O-NEGalLPree 2-aMWM-E0R -8

come | LogOut | Publish | Adhoc Trend | Content | Layout |

Save All | USERID
Welcome 48 Tank Farm Overview Factory 12 and 15 Overview Factory 31 Overview Factory 6 Ouverview Pharm MACT Systemn Overview HORTHAMERIC A’
Oxygen Trends Pressure Trends  System Flow Trends

Pl Graphic Server - pharm mact system overview.svg




Continuous Emissions Monitoring

Kerea Hydre & Muclear Power Co., Ltd.

Corporate Headquarters:
Seoul, Republic of Korsa

Technical Erwircnment:
Irited, Microscft, Cisoa, Informix

Challenge:

Find an entzrprise-level, unifying real-
time platfarm that the =mdranmerital
monikoring group could s to monior
ard manage emiszicrs from KHHP:
nuikear power plarts. Ersune that the
compary meets Komean srironmertal
guidelines ard provides cartinucus
data tolocal commurities were key
requirements

Why 0Slsoft Wor

Chkaltis a rdiable, S4P-certified partner
previdineg @ bi-dirscticral link betwezn
the production flocr and SAP business
applications, givirg KHHP 2 seamless flow
of infermaticn from the production units
o business management.

RtPM Applications:

Cantinuous Emissiors Manitor
Carporate Cata Wanehouss

+ Envionmental Compliance Moniker
Manual Data Recording

# Planit Parformarece Cue paiews
PowezrTurbine Trip Maniter
Process Performance Analysis

# Production Clata Inbsgration o ERP
* Waste Treatment Moritor

* Weather Data Impart

*

*

*

*

*

Berefits:

# LUnifies previously separate and irdepend=nt ervircnmental
manitoring systems at each of the plart sices

# (Gives envronmental =ngineers realtime nlmation
ta help inidenitifying process abnonmalities ard determining
the cormective actian

* |nbsgrateswith SAF for synchronized data from the
Exardroom ta the plant flaor

# Prowides the local community with Web-baeed information
and updates on the nuclear plart’s envircnmental emissions,
thereby improving KHNP's public mage

Korea Hydro & Nuclear Power Co.
monitors environmental emissions
with Real-time Performance
Management from OSlsoft

Formed in 2007 as the resuk of & governmesnt initiative to oe=abs
competitive subsidiaries in the power geresation industry, Korea
Hydro & Mudear Power Compary (KHNF) needed to monitor diffenent
wariables a ks mukiples nuckar power facilities. FHRP also warted

to actively manage the changing business conditions in Korea There
was increasing public and govemment concern about safety and

the ervinonmenta impact of nuckear poeer. Residents in the towre:
surcurding the plarts were demarding greater trarsparency of
operations and systemes Additional requirements were to enhance the
efficiency ofirfarmation betwsen facitiss and int=grate plant data
with the company’s S4P Enterprize Rescurce Flanning system, To schee
informiation access ard transpanency problems, EHHF choss the
Real-time Perfomance Management™ [RiPM™ Plaform from C6 kafi®,

B.S. Lim

ssiskant Manager
Fadiation and Environment Maragement
Fore=a Hydro & Huckear PowerCa, Lid

“Me have e gabdsbed informarion shasing af the
iighest isvel as wellas ephanced producriving secune
colahoeation, cperatiznal ransparencyand rehabifn:
and cremted g image of intege yand safeny o the poblic,
Bemtof all ihe FPM Pizizem & easy to wse and mainnan
avdd we covn fneee fo find move ways ousei”




NERC 1300
Section 1304: Perimeter and Access Control Monitoring

PIX 515 - Attack Details

Attacks

1. Choose an Attack Type
| All Attacks j

2 .Click the Button

List Messages |

24.00 Hour(s) , 3. Messages with the selected IDS
signature are listed below

Date Time hessage | il
22062003 12:35:54 Pl<-4-400013; IDS:2003 ICMP redirect from 203.161.112.8 to 203.161.112.10 on interface outside
22052003 12:39:29 Pl-4-400024: 1DS:2151 Large ICWMP packet from 203161 116.2 to 203.161.127 131 on interface outside
24062003 12:40:18 Pls-4-400024: 1052151 Large ICWP packet from 203.161.116.2 to 203.161.127.131 on interface outside
ZAOBS2003 12427 Pl<-4-400024: 1052151 Large ICWP packet from 203.161.116.2 to 203.161.127 195 on interface outside
22052003 12:42:18 Pl#-4-400024: |DS:2151 Large ICMP packet from 203161 116.2 to 203.161.127 135 on interface outside
22062003 12:53:M Pl<-4-400024: 105:2151 Large ICWMP packet frorm 207.85.54.34 to 203.62.199.10 on interface outside
2206/2003  12:53:52 Plx-4-400013:; IDS:2003 ICMP redirect from 203.161.112.8 to 203.161.112.10 on interface outside
22/06/2003  12:58:03 Pl<-4-400013; IDS:2003 ICMP redirect from 203.161.112.8 to 203.161.112.10 on interface outside
220672003 12:68:29 Pl-4-400013: 1052003 ICMP redirect frorm 203.161.112.8 ta 203.161.112.10 on interface outside
240652003 12:58:45 Pl-4-400024: 1D'3:2157 Large ICWP packet from 209247 108.228 to 203.62.199.10 on interface outside
22052003 13:00:50 Pl-4-400024: |D5:2151 Large ICMP packet from 216,139,159 4 to 203 62.199.10 on interface outside
22052003 13:02:04 Pl#-4-400012: |DS:2002 ICMP source quench from 2031622934 to 203.161.127.111 on interface outside




ISO 9001, Six Sigma,

Mo

'rl.-.n.ll!lullr-nl]

Corporata Hasdguartars:
Queernlared, dnirnbe

Challamgar JHl faced an unevoidable need
fOr mejor impeovemenks in paocess soffware
and .conirol equipment. Replacement oosts
for (JHFs commiplex facility were in mecess of
51 lbilion. O#l needed a high-perfomance
ITinfrestnscture b0 standasdize on an ovendl
opemtions approach, maimize existing
plark output, impeove work processes

and afficierscies, mduce waste, and meet
CUSIDRET expectations.

Why O5lsoft Won: The RiIPM Batfoom
builds on 05koft's industn-leading

Pl System™ data engine by providing an
irkegrated peodct Rsmily that makes critical,
actionable opermtions information visible
across 2l leveh, epterprise-wide.

RePMl Applications:

# Meem Meragement # Lab Quality Dats Iniegmtion
* futometed Reports * Maztenal Balarce

# BalancedScorecands  « Quality Monfoing/hnahyss
# Baselime Best Practices  « SinSigma

# Banch Cuality Moniior  « SPC/50C Production Quality

# [Data Aecorcilistion Conkrol
# Doweeime Monikoring  + Towal Efective Equipmert
# [Key Performance Productiviey
Indiceiors (KFi)}
Banefits:
+ Reaktime quality messurement resuks epmane
high-guality cobak prodection
# Achieved 500 cemification Claslity Asparance/
Sin Sigrma goals

# Minimized doswmtime

+ fniomaticly genersbed markeence notifications in 54P

» Yalidated production infomation; verifisd data quality;
moritorrdg and reporting of exactly wiers losses ooour,
waiouiation of monthly recondiled recouveny

OEE, KPIs

QNI uses OSlsoft’s RtPM Platform
to control refinery operations and
gain 41 percent [RR in 3.5 years

2

o implemerk 5o Sigma im its manufciure of| s
pobalt producks, Ol dhose OSlsoft's solutio d
Froem ks 53¢ business uniis with theiriotal of sight separste corkrol rooms
PP M alowrs Gl 4

Wi've wied the AFM Rotfoms he benefitowropenstions

i ey ways — from irading product guslity ko jurtifiang
The AtAM Fhetform

o it, ond we've

Six NgmG preCars Anpreimand B
i1ttt mone M we ret

il aCoomn

eanipor hiwved an mifalvate of b AR on ow




OSlsoft Compliance Architecture Summary

Built-in auditing reduces operational risk
Configurable applications require no programming
Flexible, rule-based reporting delivered via the Web

Drive Operational
Efficiency

Compliance data collected from disparate sources
Enterprise wide architecture to share best practices
Composite view of enterprise risk

Accelerate Decision
Making

Enable e Delivering a single version of the truth

Performance-D_nven Fuel critical, informed, profitable actions
Manufacturing

OSlisoft’s RTPM delivers a comprehensive compliance architecture for
today’s regulated industries.
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