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Northeast Utilities - Background

* Fortune 500 diversified energy company located
In Connecticut with operations throughout the
Northeast

e Serving customers Connecticut, Western
Massachusetts, and New Hampshire

N o’ . Electrical Distribution
/_’J s [t Service Areas
o . AU

 Generation, Transmission / Distribution, and
Natural Gas subsidiaries P
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Northeast Utilities - Statistics

* Service Territory
— 11,000+ square miles
— 2 million+ customers

 Transmission & Distribution
— 3,000 miles of transmission lines

— 32,000 miles of distribution lines
— 513 substations
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History with OSlsoft

« EMS Upgrade & Pl Project —'03 /04

— Areva EMS system upgrade
« CONVEX Control Center in Connecticut
« PSNH Control Center in New Hampshire
« 150 miles apart

— Implement Pl at each location to replace legacy
historians, backfilling 5 years of data to new Pl
systems

— Also implement Pl for Transmission Business Unit
“centralized” server

— 150,000 licensed data streams amongst 3 servers

SARS

7/
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-
Redundancy and Availability

« EMS Redundancy is required for secure
operations of the Bulk Power System

— Both control centers have A&B Systems

« EMS System Avallability Statistics are critical to
the management of these systems

— EMS Avallability commitment is 99.9%
 Parallel Pl servers and APl nodes at each site
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Pl in the Control Center — Log Tool

E 18] x|
I‘:ﬂ File Edit “iew Inset Format Tools Data  Window  Help x
DEHIGR | F6| 4 # 2 =-4l %l @™ -ef
| o] & z

EREA] Q Favorites= | Go= | 5 | Vwnhmch1f-1%departmentdatamch024penhrescctdeptdatahEMS Hist - 2
Aial $ - AL = e
a1 . N EPTTREI

=10l x| Satellite =

Hour File  Help Generation Ties Load i
1. R 824'E System Log Siation Log < | January, 2006 a R 1960.9 R 10233 R 937 B
2, R 791 e R 1961.1 1060.5 R 8006
3. R 773z 02 PENH Hydro Generation sls 4 HILLS Sun Mon Tue Wed Thu Fi Sat R 1964.0 10847 R 879.3
4 R 7720103 Purchased Pawer.xls AMHERST R 18841 1086.2 R g77.9
5. R 784.¢ |04 Met Tie Lines.xls AMOSEDDY 1@ 3 4 5 6 7 R 1972.2 1080.1 R 8921
6. R 827.0 |05 Power Sent and Received.dls | | AMTISSUE 8 9 10 11 12 13 14 R 2029.8 10886 R 941.2
7. R 9107 | Lo ASHLAND 15 16 17 18 19 20 2 R 2104.3 10667 R 10376
g R 978 AYERS 2223024 X % o272 R 2094 2 9795 R 11146
g, R 10472 EEEEEE‘SH 23 30 3 R 21020 o088 R 11921
10. R 11123 EERLIN =] T Today: 03/20/2006 R 21101 § 8448 R 12653
1. R 1141 R 2113.0 2154 R 12976
12. R 11308 -l R 2113.4 8273R 12862
13 R 11072 R 21131 8536 R 12595
14, R 10839 19.6 523 72.0 817 R 2111.2 8778 R 12334
15, R 10716 19.8 514 712 79.1 R 2112.9 8935 R 12194
16. R 10952 19.7 53.1 728 82.0 R 21131 BESE R 12475
17. R 12040 19.8 £0.8 806 93.5 R 2161.7 7BEZR 13755
18, R 13230 19.8 67.4 87.2 104.2 R 2264.3 7524 R 15118
19. R 13117 19.8 fi6.2 86.0 104.2 R 22729 7743 R 14986
20, R 12756 19.6 63.3 820 89.8 R 22259 TT01 R 14559
2. R 12117 19.7 593 79.0 83.8 R 2168.0 7EEOR 13820
22 R 11134 19.8 53.2 730 847 R 21171 B456 R 12685
23. R 9921 19.8 45.4 65.2 734 R 2006.5 5 a784 R 11281
24, R 888.0 19.7 386 58.3 B4.1 R 1959.2 § 9513 R 10079
Total R 247722 " o423 7 11875 1640.1 1862.6 R" 501150 R " 210048 R 282102

W 4 v ws Edit{ Oniginal £ Fequest £ IntHour 7/ (K1 3l

Draw~ g | AutoShapesw N [0 O B &l 0 (8] (& | & - &

Ready
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File Edit “iew Favortes Tools Help
<= Back ~

@ 74 @Search [ Favarites @ %' = N ESY

Pl in the Control Center — Activity

3 hittp: //nhmch1 a-esccapl fescc/default_support_htm - Microzoft Intemnet Explorer provided by N

Address |§L| hittp: £ Anbmeh] a-esccapl fescoddefault_support. htrm

Eventslog

Key Lists
Links
Support Notes

Bug Fix

Tracker 2008-01-02 00:08:51

2006-01-02 00:07:03
2006-01-02 00:25:558
2006-01-02 00:32:33
2006-01-02 00:32:57
2006-01-02 00:45:30
2006-01-02 00:58:51
2006-01-02 00:55:558
2006-01-02 01:16:35
2006-01-02 0B:22:00
2006-01-02 0&:22:01
2006-01-02 0B:22:04
2006-01-02 0B:22:05
2006-01-02 06:25:51

SNNE N1 N7 ONE- 552

IT Documents

Password

MOMNADNOCK ENTRY POLICE 3521100 A-N OPEM-CLOSED

[

PlLogon |QgllCiel

PI [

101EXITS . / ROUTE 101 EXIT 5
3RMERS ./ THREE RIVERS
4_HILLS . / FOUR HILLS
4CORMERS ./ FOUR CORMERS
ALBEACORE

ALY_CHAP ./ ALVIRME CHAPEL

AMOSEDDY . [/ AMOSKEAG /EDDY

AMPAD .. AMPAD INC TAP

AMTISSUE ./ AMERICAN TISSUE

MONADMOCK ENTRY POLICE 3521100 A-N OPEN-CLOSED
MOMNADNOCK ENTRY POLICE 3521100 A-N OPEN-CLOSED
MOMNADNOCK ENTRY POLICE 3521100 A-N OPEN-CLOSED
MOMNADNOCK ENTRY POLICE 3521100 A-N OPEN-CLOSED
MOMNADNOCK ENTRY POLICE 3521100 A-N OPEN-CLOSED
MOMNADNOCK ENTRY POLICE 3521100 A-N OPEM-CLOSED
MOMNADNOCK ENTRY POLICE 3521100 A-N OPEN-CLOSED
MOMNADNOCK ENTRY POLICE 3521100 A-N OPEN-CLOSED

FPSNH ESCC ENTRY FRONT DOOR A-M ALARNM

PSNH ESCC ENTRY FRONT DOOR OPEN B0 SEC A-N ALARM [DELAYED-EVENT] DELAY B0.0

PSNH ESCC ENTRY FROMT DOOR AN MORMAL

PSNH ESCC ENTRY FROMT DOOR OPEN B0 SEC A-N NORMAL

PSNH ESCC ENTRY FRONT DOOR A-M ALARM

DShIH FEr ™ EMTOY FOORT MOnD MOER BN SEC & &AL 40K [NEL AYED FYERT] DEL AY 500
Local intranet
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Pl in the Control Center — Station Log

43 http://nhmchl a-esccapl/esce/default_support.htm - Microsoft Internet Explorer provided by Northeast U 8] x|
File Edt View Favaorites Tool: Help “
<= Back - = | 4 | @ Seach G Favoites ¢4 Eh- S S - &

Address |’€'] http: /#nhmchl a-esccapl fesco/default_support htm j

an Lo

Key Lists

Links
Support Notes

Bug Fix
Tracker

IT Documents
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DO
PSNH SCADA Pl Statistics

Web Server Hits

 All internal

| apps use web

90,000 services and

80,000 PI-OLEDB

4o.000 e ~20k streams

Lo — Value &
Status

T — Alarm &

40,000 Event

30,000 — SOE, USing
Pl BatchFile

20,000 auto creates

b tags as
needed 1

2112106 3112106 419106 N
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DO
Who i1s NERC?

* North American Electric Reliability Councill

— Sets standards for the reliable operation and
planning of the bulk electric system

— Monitors, assesses, and enforces compliance
with reliability standards

— Reliablility standards compliance is currently
voluntary, but the Energy Policy Act of 2005
will change that — soon enough...

EAN
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L e
NERC 1300 Cyber Security Standards

* 41 core “requirements” divided into 8 categories
— ~3 can benefit through this implementation
— ~8 must be considered for this system to be compliant

o Effective 1-June-2006

— Compliance assessment begins in 3Q2007

— Begin Work, Substantially Compliant, Compliant, and
Auditably Compliant

— Many requirements do not need to be “AC” until
302010

EAN
ST
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Critical Infrastructure Protection

CIP # Title / Scope Reqg’s
002 |Critical Cyber Asset Identification 4
003 |Security Management Controls

004 |Personnel and Training

005 |Electronic Security

006 |Physical Security

007 |Systems Security Management

008 |Incident Reporting / Response Planning

OGN OO |01 |H~| O

009 |Recovery Plans

R’RANS
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Assets Under NERC 1300

Critical

Assets Electric System

Critical
Cyber
Assets

Bulk
Electric
System

Critical Cyber
Assets
under CIP-002

Other Cyber
Assets
Covered under
CIP-002 to CIP-
009
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NU Cyber Security Initiative

« Kicked off it's Cyber Security Compliance Project
Team in January 2006

— EXxecutive Sponsor
— Oversight Committee
— Program Manager

— Ciritical Asset and Ciritical Cyber Asset Identification
Teams

 Completed CIP-002 Requirements

 Kicking off CIP-003 to CIP-009 compliance
teams September 2006

EAN
ST
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IT Monitor Project Objectives

 Provide situational awareness of PSNH
ESCC infrastructure health

— Network equipment, servers, desktops, RTU's
« Support SCADA availabllity reporting
« Easy navigation through the information

« Tag and display templates to simplify on-
going maintenance

! 59
EAN
ST
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Project Challenges

* IT vs. the world

— Access to “their” equipment
« Security Integrity

— Monitoring it without degrading it
* Actionable Information

— You can’t watch everything all the time

EAN
ST
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SCADA Architecture

ALSTOM

PSNH EMS
Production System (A/B)

e-terraBrowser Consoles (9)
(5) Dispatch SCADA Consoles

(1) EVAC, (1) Spare (Dell PC)
e-terraPlatform Servers (2)

"BackEnd" e-terracontrol
Dell PowerEdge 6650

Server
Dell PowerEdge 1600SC

e-terracontrol Servers (2)
Dell PowerEdge 1600SC

Pl #1, #2 & #3

I WIEI Printer —
] =
T HPLaserjet 4100DTN (1)

= Cisco 3560 48 Port N rovided erminal
= = NTP Server &
10/100TX Switch

Freg.Deviation Server
] . e
[o]l[eeossa] [oa]] Al
| Serial |
10/100 Switched E-Net Production LAN
Serial

[e] [esssen] [ee1] A2

PSNH Cisco 3560 48 Port PSNH Provided Terminal
IDS Server 10/100TX Switch NTP Server & Server
PSNH Freq.Deviation
provided
i Router/Firewall
(2) Tech Office #7
(1) Tech Office #1 DigiBoard RS232 Expanders (16) C 1 ]
(1) EVAC Fiber to LAN
(1) Office #1,2&3
(1) Train Room ALSTOM
(1) Small Conf Room Bit-to Byte Converters (16)
128 Redundant Comm Lines
PSNH Supplied Digital Bridging
Corporate LAN
"
(az28) RSIZ32 RTU
Comm Lines to Modems,
PSNH EMS (2) DYMEC 5000, JMUX,
Telco and Microwave
Development System (C)
e-terraModeler Server (1) %:(?:V\Z?Esderg?sgg e-terraComm Server (1)
Dell PowerEdge 2650 9 Dell PowerEdge 1650 PSNH
(=] provided
= 0 = Router/Firewall
Development LAN
Il
[el =] C
3 Cisco 3550 24 Port
= e-terracontrol Dev Server 10/100TX Switch PIIC IT Monitor Server
e-terraNETC Server (1) Dell PowerEdge 1600SC
Dell PowerEdge 2650 §
DigiBoard RS232 Expanders (8) '
A
% S O
ALSTOM 4
Bit-to Byte Converters (1) )/ v )
Drops to Offices (oF Q
(3) Tech Offices 2 h..
(3 quen otte 12 O Camm s VALUE NOW, VALUE OVER TIME NeEs |
(1) Train Room Comm Lines ’ . CONFERENCES |
(1) Small Conf Room 1
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Industrial Data Center Architecture

e 1 Pl Server
— On the business LAN with the EMS Pl servers
— Also serves as API node for business LAN

« 3 API Nodes

— Control Center Network
— Development Network
— DMZ Network

e ~ 6,000 data streams of IT information

VALUE NOW, VALUE OVER TIME | &3 |
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IT Monitor Interfaces Being Used

Performance Monitor

— A single instance on each APl node monitoring all computers on
that network

SNMP

— “Managed” network devices and computers that don’t support
PerfMon

Ping
— Simple, periodic, heartbeat metric

TCP Response

— Application connectivity for Web, FTP, PI, and IP Terminal
Servers

Windows EventlLog

— Security audit events and critical system messages
VALUE NOW, VALUE OVER TIME ™
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IT Organizer

= @ Site Map

E@ Corporate Syzterns
@ Ancillary Servers
-G Netwark Devices
4@ Pl Servers

- Development Systems

- DMZ Syztems

f-4ad Metwork Devices

f-f® Pl Spstems
H- Production Systems

o O O O s O |

M onitored Device List [52 Devices)

Configuration Mode: i

Update List |

Xo|B=|

Device Mame | | azt Update D ate | F'ercentFleportingl Tatal F'u:nintsl Camment :I
al ~ . .PP1[2] 0340942006 33715 P 993 153
all - - -+ “P1[2) 03/09/2006 3:37-32 PM ae% 156
all - - Al ] 0340942006 33724 P 85 104
all: P2 0340942006 33725 P 92% 104 =
all .- 0 PH3M) 03409/2006 3:37:30 PM 93% 145
gl oL PHIC M) 030942006 33732 P 92% 131
;11[ . “-PIN 11 M3A09200F 434732 Phd Q4% 141 I _}ILI
Points { R | Dietails For AN |
Device Mame | Rale Mame
§ itiuniees o Microsoft Windows 2000, %P 2003
@7 T Micosoft 1S B

Part of the MCN Health Monitor and IT Monitor
— Integrated into PI-SMT

Simplifies and centralizes IT Monitor configuration

— Tag and ProcessBook Display templates
— Provides “Role” association capability

Copyright © 2006 OSlsoft, Inc. Company Confidential. All rights reserved.
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ProcessBook and IT Overview

TOwErviEw

EET—

E@ Corporate Spstems [1)
@ Ancillarny Servers (1)
- Metwork Devices [1]
4@ Pl Servers [1]

[H- Development Systems [1)
g DMZ Spstems (1)

----- ¢ Ancilam Servers [1)
- Metwork Devices [1]
@ SCADA Servers [1)
[+l Metwork Devices [1]
-4 Pl Systems (1]

4@ IT Monitar PI[1)
4@ SCADAPI(1)
E-§@ 4P Nodes

&8 Metwork Devices
B Pl Servers
I':'I@ Production Systems (1]

----- Dispatch [1]

& EMP Pair (1)

-9 FEP Pair[1]
G- Metwork Devices [1)

0AG Pair (1]
SCADA Centers [2)

Corporafe Sysfems Overview

Current Last 24 Hours

Fsvers  © [T
vetworkpevices (@ [HINTE
pncilry Servers () [

* Links displays to network elements, greatly
simplifying navigation and access to

contextual information

VALUE NOW, VALUE OVER TIME
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RtAnalytics Adds Value

« Monitor RTU Communication Link Status
— We ACE’'d it!

— Created a calculation that generates batches
for every service interruption

» Create Actionable Information dal;

— Analysis Framework does the work \JOWV
— Red, Yellow, Green — it's that easy IV

RAN
....

R
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s
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-
Advanced Computing Engine

« ACE calculation that uses PI-OLEDB provider
— Parse EMS SysAct messages in Pl string tag
— Open / Close batches based on trigger messages

+ Allows at-a-glance identification of what
communications errors currently exist

« Enables analysis and reporting of overall comm.
system availability, worst offenders, most
Intermittent, etc.

EAN
ST
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L e
Pl ACE Context Configuration

1k RTU

El "% Aliazes

P ‘&, Messages = ESCL.SYSACT.ALLEVENTS. MESSAGE.DSC

N 'Ea} QpenEventCount = ESCC.EventTracker. RTU. DpenE went. Count

El @ Properties

@ AlarmString = FAILEDIREMOVED FROM SERVICE

" Filter = [value LIKE RTU%' OR value LIKE 'SCAN GROUPS' AND [value LIKE "¥RESTORED TO SERVICEX' OR value LIKE "#REMOVED FROM SERVICES OF
@ LastTimestamp = 4/17/2006 7:13:27 AM

@ LookBacklnterval = 25400

@ MomalSting = ONLINEIRESTORED TO SERVICE

@ RegEx = [%RTUISCAN GROUPR:2<DESCH NS+ 7 Melhatual0 A1) 2« STATE>FAILEDIREMOVED FROM SERVICEIDMUINEIRESTORED TO SERVICE)

« Currently 7 contexts parsing messages

Properties define regular expressions for
message parsing, SQL ‘where clause’
filters, and start-up recovery information

VALUE NOW, VALUE OVER TIME
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Communication Outages Batches

13-Apr-06 08:05:16
13-Apr-06 08:05:16
13-Apr-06 08:05:28
13-Apr-06 08:05:28
13-Apr-06 08:05:40
13-Apr-06 08:05:41
13-Apr-06 08:05:41
13-Apr-06 08:06:26
13-Apr-06 08:07:13
13-Apr-06 08:07:14
13-Apr-06 08:07:16
13-Apr-06 08:07:16
13-Apr-06 08:07:49
13-Apr-06 08:07:49
13-Apr-06 08:07:49
13-Apr-06 08:08:05
13-Apr-06 08:08:05
13-Apr-06 08:39:01

SCAN GROUP MNADNOCK C000 FAILED
SCAN GROUP MNADNOCK X336 FAILED
SCAN GROUP MNADNOCK X317 FAILED
SCAN GROUP CHESTNUT X317 FAILED
SCAN GROUP CHESTNUT X300 FAILED
SCAN GROUP MNADNOCK X300 FAILED
RTU MNADNOCK FAILED

SCAN GROUP CHESTNUT CO000 FAILED
SCAN GROUP MNADNOCK C000 FAILED
SCAN GROUP MNADNOCK X336 FAILED
SCAN GROUP MNADNOCK X300 FAILED
SCAN GROUP CHESTNUT X300 FAILED
SCAN GROUP MNADNOCK X317 FAILED
RTU MNADNOCK FAILED

SCAN GROUP CHESTNUT X317 FAILED
SCAN GROUP CHESTNUT CO000 FAILED
RTU CHESTNUT FAILED

SCAN GROUP MNADNOCK C000 ONLINE

Copyright © 2006 OSlsoft, Inc. Company Confidential. All rights reserved.

RTU Outages

TTTITUET 1144915528

"N

sbwslvoon 1144910

4/13/2006 8:05:16 AM

3.29 hours 4/13/2006 11:22:46 AM

/m
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Accelerated InfoQuest (AlIQ)

Outage Events

1/2|* |category OutagelD Duration(MIN) | Device
. Grand Total 61764
Y £ Total ApplicationSet 390
03/17/2006 8:34:43 AM  03/17/2006 12:13:41 PM 5 219 NHPLAA_EMSHOST

ApplicationSet

03/24/2006 1:!

21 PM

HHCOMB_OAGHOST

0372412006 2:44:39 PM 171 NHCOMA_OAGHOST
0372412006 3:50:53 PM 0 NHCOMB_OAGHOST
El Total CFEReader ]
5 3 HHCFEA_A_SIDE_B
CFEReader 2 NHCFEA_A_SIDE_B
5 4 HHCFEA_A_SIDE_A

* Flexible analysis o
underlying Pl data

Outage Events
1/2 * |Device

Grand Total

[] Total BE OAG

Category

starttime

03/03/2006 1

03/20/2006 10:24:37 PM

03/09/2006 11:50:58 AM

BE OAG

Copyright © 2006 OSlsoft, Inc. Company Confidential. All rights reserved.

IntersiteDataPath

03/21/2006 5:3%:36 AM

03/09/2006 11:51:13 AM
03/2472006 1:51:14 PM
03724/2006 1:53:52 PM
03/24/2006 4:50:04 PM

El Total Equipment

Equipment

03/03/2006 2:24:31 PM
03/03/2006 2:34:38 PM

03/03/2006 2:34:41 PM
03/03/2006 2:34:4T PM
03/07/2006 12

03/08/2006 9:25:17 AM
03/08/2006 9:25:20 AM

Duration(MIN)

03/03/2006 2:25:55 PM
03/03/2006 2:36:22 PM

03/08/2006 11
03/09/2006 11:
03/09/2006 11
03/09/2006 11

£

NN SANNNNGSSShREAEBNNNSSS =SS

HHPLAA_TRUETIMEA
HHPLAB_NHD90B
HHPLAA_NHD90B
HHPLAB_NHCONB1
HHPLAA_NHCOHNB1
HHPLAB_NHCOMB
HHPLAA_NHCOMB
HHCOMA_NHCOMB
HHPLAB_TRUETIMEB
HHPLAA_NHD90B
HHPLAB_NHD90B
HHPLAB_ESCCFW2
HHPLAB_HHD30A
HHPLAA_NHD90A
HHPLAA_TRUETIMEA
HHPLAA_NHCOMA
HHPLAB_NHCOMA
HHCOMB_NHCOMA

] Total 3RIVERS 68 HHPLAA_HHCOND
aTu 0310372006 12:41:01 PM_ 030372006 12:43:22 PM 32 NHPLAB_NHCOND
JRIVERS 0310372006 12 03/03/2006 12:49:08 PM 2 NHPLAA_NHCONB1
FEP_COM 0370372006 1 32 A 12 NHPLAB_NHCONBA

HHPLAB_TRUETIMEB

[T atsl ANHERST) B0 12006 8:46:37 AM 03/12/2006 9:03:02 AM 5 7 1T NHPLAA_TRUETIMEA

0314/2006 6:56:28 PM 03/14/2006 6:56:39 PM 0
03/14/2006 8:28:15 PM_ 03/14/2006 8:32:31 PM 1
0315/2006 3:24:56 PM 03/15/2006 3:25:03 PM 1
AMHERST RTU 03/15/2006 3:25:05 PM 03/15/2006 3:25:18 PM L]
03/16/2006 11:11:00 AM 1186
03/16/2006 1:35:00 PM 124
: 03/16/2006 1:35:31 PM o
FEP_COM 0314/2006 §:28:56 PM 03/16/2006 1:35:41 PM 2467
{=] Total AMPAD_INC_TAP_1323 2
AMPAD_IHC_TAP 1321 PoleTopRTU 03/08/2006 10:12:35 PM  03/08/2006 10:13:22 PM 55955 1
03/24/2006 10:04:38 PM  03/24/2006 10:05:26 PM 787 1
(] Total ASH_STREET_1713 1
ASH_STREET_1T13 PoleTopRTU 03A9/2006 10:02:37 PM  03/19/2006 10:03:30 PM 5757 1
[=] Total ASHLAND 5765
03/21/2006 10:13:27 AM  03/23/2006 10:13:2T AM 2880
ASHLAND RTU 03/25/2006 3:; 9 PM 03/25/2006 3:32:45 PM 5
03/25/2006 4:42:05 PM 03/27/2006 4:42:05 PM 2880
[=] Total ASHLAND_TAP_1258 5444
03/07/2006 10:47:07 AM  03/07/2006 11:20:33 AM 27 33

03/07/2006 10:31:06 PM  03/08/2006 10:30:14 PM 1439 §
ASHLAND_TAP_1258 PoleTopRTU 03M44/2006 10:27:36 PM  03/15/2006 4:09:00 PM 1525 1062
03A6/2006 10:26:34 PM  03/18/2006 3:46:56 PM 7 2480




Accelerated InfoQuest Charting

32000 =
30000 =
28000 =
26000 =
24000 =
22000 =
EDDDD:
18000 =
16000 =
14000 =
12000 =
10000 =

2000 =

SDDD:

4000 =

2000 =

0=

[ Duration(hit)
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Analysis Framework to the Rescue!

 AF turns the IT Monitor “instrumentation” data
Into actionable information!

* Models are used to define dependent
relationships and logical groupings

* Every computer process, network device,
communication link, and Pl subsystem is
monitored and has a “Health Rating” tag

* Our custom analysis plug-in calculates a simple
“Normal”, "Warning”, “Trouble” health rating

« Maintenance is simple configuration — no coding!

VALUE NOW, VALUE OVER TIME ! e |
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The Building Blocks of AF

* We defined 45 “Element Templates”

— Each template is meant to describe a specific device
type or process

— Templates contain “Attributes” which can reference PI
Points, Data Tables, or an AF Formula.

— Attributes support automatic Pl Point creation when
new elements are created, which meets a core
project objective

— Templates implement “inheritance”

* Virtually every tag in the IT Monitor Pl system Is
mapped to an attribute of an element

VALUE NOW, VALUE OVER TIME
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AF Templates and Elements

K& AFExplorer,

File Miew Help

Ed AFExplorer,

File Wiew Help

Copyright © 2006 OSlsoft, Inc. Company Confidential. All rights reserved.

By ACENETHostTemplate
By ACENETSchedulerT emplate
Gy ArevalSPE aseT emplate

By ArevalSPComputerB aseT emplate

By ArevalSPProductionT emplate
Gy ArevabEMPB aseT emplate

&y ArevabEMPProductionT emplate
By ArevaFEPDualNICT emplate
&y ArevaFEPSingleNICT emplate
By ArevalAGE aseT emplate

&y ArevalAGProductionT emplate
&y Cisco2I00-L5 witchTemplate
By Ciscod5b05witchT emplate

By Ciscod5B05witchT emplate

@y CustomServerT emplate

@y GPSClockTemplate

@y HealthtodelT emplate

&y ICCPLInkT emplate

@y 1505witchT emplate

By ITMonitorsPINodeT emplate
@y MornitoredElementB ase

T Databaze 5 Check In = @ Datsbase | [ Mew [ Check In .
I Gy Element Templates @ FISERVER
(% Boundaries + @ PISERVER.Complete
& Flows @ PISERVER . PIACEClazsLibraryHozt
E% Measzurements @ PISERVER.PIACEScheduler
=l Gy Modes @ FISERVER.Plalarm

@ PISERVER.Plarchss
@ PISERVER.PIEBaseSS
@ PISERVER.PlntStatus
@ PISERVER.PILogSry
@ PISERVER.PlM=gSs
@ PISERYER.PIMetkgr
@ PISERYER.PIPerftaon
@ PISERVER.PIPESchd
@ PISERVER.FIPing

@ PISERYER.PISezzionStat
@ PISERVER.PISnapss
@ PISERVER.PISMMP
@ PISERVER.PISOLSS
@ PISERVYER.PITCPResp
@ PISERYER.PITotal

@ PISERVER.PIUpdtar
@ PISERVER.PIUpdProd

/y)
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Element Attributes and Categories

General] Elements Attnbutes lF'u:urts ] Derived Templates]

Cizco385805 witchT emplate

|+ | Name Categony Walue Type MOk Data Reference -
EnvtdonFanStatel ReliabilityF actor String <Mones Pl Paint
EnvkonFanStatuzDescr String <Mones Pl Paint
ErnvtdonPresent String <Mones Fl Foint
EnvbdonR edundantSupplyM atification String <Mones Pl Paint
E nvbd anS hutdioswni otification String <Mones Pl Paint
EnvkonSupplySourcel String <Mones Pl Paint
ErvtdonSupplyStatel RehabilityF actor String <Mones Fl Foint
EnvkanSupplyStatuzD escrl String <Mones Pl Paint
EnvbdonT emperaturei atification String <Mones Pl Paint
EnvikdonT emperaturaState ReliabilityF actor String <Mones Pl Paint
ErvtdonT emperatureStatuzDescr String <Mones Fl Foint
EnvkontfaltageM atification String <Mones Pl Paint
FastE thernet0-1ifbdminStatus String <Mones Pl Paint
FastEthernet0-1iflnE rors ReliabilityF actor Lohg TEovnt Pl Paint
FaztEthernet0-1ifln0ctets Double hount Pl Point Z

£ >

Analyzed Pl values can interpolated or standard P! |
summary types (avg, total, min, max, delta, stdev) PN
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Health Rating Limits Table

« Simple table to define the warning and
trouble limits for each monitored attribute

* Allows the use of generic or specific
matching for each element’s attributes

General Table ]D fine Table |
Health Rating Liri
Maodel |Element Template | Attribute TroubleBelawLimit | arningB elowlimit |\ arming&baovelinmit | TroubleAbovelinit YW arningStates TroubleStates [atatgel

APPSETDISABLED 0 il il 0 True il
InterfaceStatus 0 ] ] 0 WOT RECENING DATA |0
PAIRAPPSETSTATUS 0 ] ] 0 2 3 ]
CompreszionA atio 0.05 01 04 0495 i]
OverflowdueueCount 0.1 01 1 2 il
GPSSattdanSigStrength 0.1 01 1 2 i}
FEPFaitHealthR ating 01 01 2 3 i]
PingLatency 01 01 3 4 i]

TANS
x
1%
e
USER
CONFERENCES ||

Copyright © 2006 OSlsoft, Inc. Company Confidential. All rights reserved.



AF Models

 Over 50 “Models”

e The health of EVERY
element and model is
calculated once per
minute

— Each unique element is
only calculated once

* |t takes less than 9
seconds to analyze
everything

« Excellent integration
with ProcessBook!

Copyright © 2006 OSlsoft, Inc. Company Confidential. All rights reserved.

K AFExplorer

File Wiew Help
"iDatabase

- "j PSHH
- Maodels
+ CorpSystems
- CorpSystemns. AncillanS ervers
=l @ Elements
= @ WNodes
@ vIDEORECORDER

Gl Check In ¢

+- @ YOICERECORDER.Complete
+- @ APPSERVERI.Carplete
+- @ APPSERVERZ Carplete
+- 25 Layers
|- g Model Analyzes
+- F Conditiondnalysis
+ CorpSystemns. MetworkDevices
+ CorpSystems. PlServers
+ DevSpstemns
- DevSpsterns. NetworkDevices
=l @ Elements
= @ WNodes
@ LAMSWITCH3
= @ ProdSpstems MetwarkDevices. FirewalPair
@ FIREwWALL-A
@ FIREwWALL-B
+- 25 Layers
|- g Model Analyzes
+- F Conditiondnalysis

VALUE NOW, VALUE OVER TIME




Analysis Plug-In Configuration

() An aIySIS M Od e Condition Based Analysis Configuration f
_ B e St C ase Limit.s Table: | Health Fiating Limits |
Analysis Mode: | Anyhfaming&IIT rouble |
- WO I'St Case Walid Categonies:  F=Tete sl iaeega

[ndication

— Any Warning All Trouble
— All Trouble

Analysis Parent: |

 Valid Categories eS0T
— Allows selection attribute —
categories L |

* Analysis Parent

— Defines which parent
model will control

execution VALUE NOW, VALUE OVER TIME | .22
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Health Monitoring Overview Screens
DMZ Systems

Current i ast 24 Hours
SCADA Servers O “Ill | DAAZ SCADA Servers
Network Devices O H-“ | DIIZ Network Devices

Anciliary Servers O m | Dz Ancitiary Servers |

Pl Systems

Current I ast 24 Howrs

SCADA PI 1 System O =
SCADA Pi 2 System O =
IT Monitor PI System O = | IT Manitor I Sy stem | 4

SCADA P! Sysfents |
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What About Compliance?

 NU’s approach was two fold

— Meet current requirements to provide strong
EMS Availability Reporting to meet ISO-NE
requirements

— Develop a solid baseline Critical Cyber Asset
Monitoring System to be used within our
control centers and with the abllity to expand
to field critical cyber assets.

EAN
ST

VALUE NOW, VALUE OVER TIME ! e |
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| essons Learned

* As always, standards and conventions are
critical

« Use empirical evidence to enlist support
« NERC 1300 is like ISO 9000 or FDA Validation

— Define a corporate standard, follow that standard, and
make sure that you can prove that you followed it

« Compliance is a constantly moving target, so
your system must be able to easily adapt with
little effort

EAN
ST

VALUE NOW, VALUE OVER TIME
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The Path Forward

 More SNMP, SyslLog, and
NetFlow data

* CONVEX Control Center

« Enhancements to AF Model
and Analysis

VALUE NOW, VALUE OVER TIME | &5 |
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DO
Thank You!

Questions?

« Special thanks to:
— Dennis Mullen, PSNH
— Ken Walker, PSNH
— Mark Wunderli, PSNH
— Faisel Ahmed, PSNH
— Phil Ryder, Accelerated Information Technologies
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