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What is OPC Unified Architecture?

* Next generation of OPC technology
— Platform independent
* Designed with SOA principles
— Extensible, discoverable
— Well defined message syntax
* Mapped into Web Services
— WSDL, XML schema, SOAP
— Message exchange over HTTP/HTTPS
* Supports enhanced security
— Certificates, Encryption, Signature
Adopts Information Modeling concepts
—.Browsableand discoverable Address Space model
— Objects, Nodes, Types, Data Variables, Properties
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OPC UA Specification

—

* Part 1- Concepts
* Part 2 — Security
* Part 3 — Address Space = Generic Parts
* Part 4 — Services

e Part 5 - Information Model

* Part6-—Mappings +~———————> Mapping to.Web Services
* Part 7 — Profiles » Supported features

* Part 8 — Data Access 11

* Part 9 — Alarms and Conditions Parts specific to classic

* Part 10 — Programs m OPC mapping

* Part 11 — Historical Access 11

* Part 12 —Discovery » OPC Server discovery

* Part 13 — Aggregates

OSISOft 2 ‘: ? ? gﬁ?hEl RFSR g r?cN |FsEcRoE NeE



OPC UA Web Services

e Defined in OPC UA Spec (Parts 4, 6) and OPC
UA WSDL

* Can be group into service sets:

— Discovery Service Set

* FindServers, GetEndpoints, RegisterServer
— Secure Channel Service Set

* OpenSecureChannel, CloseSecureChannel

— Session Service Set
* Create, Activate, Close Session

— Node Management Service Set
* Add and Delete Objects/References
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OPC UA Web Services (continued)

— View Service Set

* Browse, BrowseNext, Register and Unregister Nodes,
TranslateBrowsePath

— Query Service Set

* QueryFirst, QueryNext
— Attribute Service Set

e Read, Write, HistoryRead, HistoryUpdate
— Method Service Set

e Call

— Monitored Item Service Set
* Create, Modify, Delete, SetMonitoring Mode, SetTriggering

— Subscription Service Set

* Create, Modify, Delete, SetPublishing, Publish, Republish,
Transfer Subscriptions
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Information Modeling

* Representing any data structures and
relationships using standard constructs

— Object nodes, Variable nodes, Type nodes, etc.
— Hierarchical and non-hierarchical references
— Modeling and subtyping rules

/ Object Node \ / W

HasComponent

> Target Node
HasTypeDefinition

> TypeDefinition

JHasProperty

> Property Node
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OPC UA Address Space

* Exposes Information Models

* Provides metadata that fully describe objects
* Can be accessed through Browse services

e Supports Query mechanism

e Allows discoveringiunknown objects and their

types
* Supports View concepts
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Layering of Different Information Models

' OSlsoft AF, Event Frames...
Vendor Information Model - 22 ve

Information Model Specifications - IEC, ISA, ADI, EDDL...

A&E HDA CMDs - OPC Information Model

OPC UA Base Services - All Necessary Services

OPC UA Clients can discover Nodes in the UA Address Space
and access all data from the derived layers
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Message Encoding and Stack Profiles

* Message encoding
— XML + SOAP => XML Schema + WSDL
— UA Binary => UA Binary Schema

* Transport
— HTTP/HTTPS .

mesSSages
— UATCP r[ - - ]\

e Stack prOﬂIES: [ XML Web Services ] [ Native Binary ]

S o YZETY" | — LS

UA Binary

. Encoding Layer XML UA Binary

Secure Channel Layer RNt e

UA Secure Conversation

Transport Layer
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Exposing OPC UA Web Services

 Endpoints
— Address: http//localhost:5477/PIOPCUAServer
— Binding: HTTP or UA TCP

— Contract: IServer (defined in OPC UA WSDL and XML
schemas)

* Hosting Environment:
— Self-hosting (WCF)
— IS, WAS

), XML Web Services . http://...
i b Clic I ®- p://...
.t ] Native Binary o (UG Do
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Discovering OPC UA Endpoints

4 Service Host )

http://...
s.)_ | Vs
/ t\ DISONAEIRY N—
7 /4
S Sernver,
g@G /¢ S \\ /) Register
¢ \Qb z / 0,00
zZ /7 & Server
N4 %0&“
Z 7/
N !
Vil () G, - = = G |
VY4 AN Al BN -y httpf//hostname/Discovery/
- —4———_ '\':_' dportDescr'\pt\onﬂ / \
n .
Proxy *) http://... Service Host
UA (5) opc.tcp:/l...

@m CreateSecureChannel() u_
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Client and Server Communication

* Request
UA S— OPC UA
Client » Server
Response

* Messages are exchanged by
Request/Response mechanism

 Messages are encrypted and digitally signed
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Client and Server Communication

Secure Channel

UA ’ OPC UA
Client OpenSecureChannel <

Validate Server Certificate Validate Client Certificate

* Before creating a session, client and server
should create a Secure Channel

* Secure Channel is'logical channel between client
and server that requires Software Certificates

e Certificates should be validate on both sides
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Client and Server Communication

Session
UA : OPC UA
Client OpenSession o

* Session
— Holds client context in server
— Lifetime controlled by OPC UA client/server
— Survivesshort term disconnects
— Allows rapid recovery of communication failure
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Client and Server Communication

Session
ORCIUA" | > OPC UA
KeepAlive
Client < P Server
* Session

— Holds client context in server

— Lifetime controlled by OPC UA client/server

— Survivesshort term disconnects

— Allows rapid recovery of communication failure
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Mapping OSlsoft technology into OPC UA
/ OSlsoft Technology \ / OPC UA Technology \

% Address Space

‘ AF E|ﬁmﬁmi Bﬁi ‘k—_-> Nodes, Ref.

‘ BﬁﬁHimﬁ ﬂﬁﬁ serv ‘l—_—> Data Access serv.

‘ Hiimiiﬁl ﬂﬁﬁ serv ‘l—-—> \ Historical Access serv.
| PLNotifications | Events, A&C

‘ HA, Failover ‘L——> Redundancy, Robust.

Kmﬂ OPC UA Security /
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Exposing Pl System using OPC UA

" Windows ) (  Linux ) ([ Windows \ ( EmbeddedOS )
OPC UA - WCF OPC UA - Java L?:g;gSMC\IAiIg:t OPCUA-ANSIC
Client 1 Client 2 3y Client 4
\§ v O\l v V2N v J g v
XML Binary XML/Binary Binary
via HTTP/HTTPS via HTTP/HTTPS via HTTP/HTTPS via UA TCP

The Pl System

Pl Server
Subsystems

-
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AF Mapping Example

L4 CelluloseDemo_New - Pl System Explorer

Eile

Edit  Wew Go

"4t Database [ Query Date - | €3 Back

Elements

i Elements

(3 Boler Combuszstible
@@ Caustification
[ Celluloze Plant

Chemicalz

Chipz Digestors

Chipz Production

Chips to Digester

Clearn ' ater

Cormbustible

Condenzate from Turbo A
Condenzate from Turbo B
Digestars Black Liquor
Effluents

Electricty

Erergy from Turbo A
Erergy from Turbo B
Ewaporators

Evaporators Black, Liguor
Green Liquor

k.raft fram Paper M achine
k.raft pulp

Lime

Lime Furnace

Limestone

| irnestone Sunnle

Tools

v

CheckIn %2

Elements

Cellulozelemno_MHew

v |2 | 3 Mew Element -

Group by [] Catege

E Mame & Description Eqony Type

B F Boiler Combustible E buastible Flauey

B F Caustification emicalz; Combustible; Ene... | Mode
(%] Cellulose Plant Other

(F Chemicals g Chemicals: Combustible; Ene... | Mode

(@ Chipz Digesta Chemicalz; Combuszstible; Ene... | Node

(F Chips Production Chemizalz; Combuzstible; Ene... | Mode

(F Chips to Digester Fulp\food Flionea

B F Clean ' ater Chermicalz; Combustible; Ene... | Boundary

H (F Combustible Chermicalz; Combustible; Ene... | Boundary

(F Condensate from Turbo A Wl ater Flom

(F Condenzate from Turbo B W ater Flin

(@ Digestors Black Liquar Chermicals Fliouw

& Effluents Chericals; Combustible; Ene... | Mode

(F Electricty Chemizalz; Combuszstible; Ene.. | Boundary

B G Energy from Turbo & Energy Flinea

Hl 5 Freron brarm Torkn B F rarmn Flrum
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AF Mapping Example (continued)

-

(%% CelluloseDemo_New - Pl System Explorer

File Edt ‘ew Go Tools

" Database [ Query Date ~ |@ Back [ |

Elements

Help

CheckIn ¥} « |#] | (7 MewElement ~ -

& Elemnents

- [ Buoiler Combustible

- [ Caustification
S . Cellulose Plant
Chemicals
Chipz Digestors
Chipz Production
Chipz to Digester
Clear W ater
Combusztible
Condenzate from Turbo A
Condenzate from Turbo B
Digestars Black Liquar
Effluents
Electricty
Erergy from Turbo b,
Erergy from Turbo B
Evaporators
Ewaporatars Black Liguor
Green Liguor
K.raft from Paper Machine
K.raft pulp
Lirne
Lime Furnace
Limestone

OSIsoft

..mmmmmmmmmm

[

Electricty
General | Child Elementsl Attributes |F'|:|rts Yerzion

SE c
AN FRA

Electricty

# 1 B Name 4 alue
@} =] Chemicals 0t
B =] Combustible 0t
B 7 Ernergy kxw'h
H =] Pulpwoaod
B 7 Steam 59 AEFA007373R35
B| ¢ Water 1.31.049835206078 m3

RS FERENCE

ON
NCISCO

Group by [ Cate

Marne: | Chemicals

Description; |

Coanfiguration [ben:

Categories | Maszz
LJOM: torne
Yalue Type: Double
Walue: | Ot

Data Beference: | ¢Mones

Settings...




AF Mapping Example (continued)

B LA Sample Client

File  Task

Discovery
htt 1/ lapsher: : : i w ||

----- ﬁj b pSezzion 1 EIB PISpztem
Elﬁj AFServers
=23 LAPSHER

209 CeluloseDemo_New
[ﬁ Libramy
‘g Refrezh
§-“1% Boiler Combustible
- 1% Caustification
- Celulose Plant
-4 Chemicals
-4 Chips Diges

m

Eter

~%3 Combusztible

~%g Condengate from Turbo A
V‘Eg Condenszate from Turbo B
~{3 Digestars Black Liquor
~{3 Effluents
=g El=ctiicty
----- @ Chemicalz

----- @ Combustible

----- ¥ Pulpwiood

=25 Energy

----- @ EURange

----- @ InztrumentR ange

.. @ EngineeringUrits
L g Diefimition
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OPC UA Product Roadmap

Pl OPC UA Server —Q2/2009

— Data Access : Browse AF database, Read/Write from/to AF
elements and attributes (Pl point data references),
Subscribe for Pl tag updates

 P| OPC UA Server —Q3/2009

— Historical Access : History of AF elements and attributes (Pl
point data references); support for OPC UA aggregates

— Direct access to Pl points: Read/Write from/to point
attributes, data snapshots and history

e Pl OPC UA Interface — Q4/2009

— Automated AF asset and Pl point creation and
synchronization.

— DA and HDA support: Data and history reads, subscriptions
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* OPC UA is the next generation OPC technology
that provides mapping into-Web Services

e OPC UA is designed to be extensible and can
be used to expose any data structures

* Pl System is exposed to third party OPC UA
clients through native Pl OPC UA Server

**Visit OPC'demo pod at the Product Expo for
more info.on Pl OPC UA Server and Interface!
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Questions/Comments?

OSlsoft.




