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Smart Grid Can Deliver...

o= YIYYY AV

Energy Information Drives Conservation through AMI
< Reduces demand by visualizing consumption
<Enables real-time demand and load management

Increase grid stability for T&D
< Remotely monitor system disturbances in advance
< Reduce threats of blackouts

Ability to integrate Distributed Energy Resources
1 DAbility to reduce impact from intermittent resources

!
-
]

Smart Energy Customer Solutions

<Plug In Electrical Vehicles (PEV) and Carbon Credits
< Time Shifting of Demand and Third party load curtailment
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Smart Grid Poses New Challenges

< Protecting privacy and privileged access to smart
meters, gateways and aggregated meter data.

< Power/flexibility of smart meters brings additional
security challenges (e.g. remote disconnect)

< Active involvement of Consumer
@ Segregation Of Duties: billing, meter data access
< Additional regulations...
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Traditional Threats, Risks, Security Challenges for Utilities

 |dentifying and Securing Critical Assets
e Securing Physical Access to assets and facilities

e Securing SCADA and other real-time control
applications

* Risk analysis across operational systems: On-
poarding / Off-boarding and Background Checks

* Privileged User, “Access Creep”
 |nsider threat - monitoring access & behavior
o Situational Awareness (Command & Control)
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Utilities’ Imperative for Security

 Protection of Operating Assets and
Reliability
— Securing Cyber Critical Assets

— Securing Safety Systems for key Grid
Components

— Ensuring continuity of operations and mitigating
risks of revenue interruption

 Regulatory Compliance
— Cost and complexity of regulations is growing
— Imperative to implement a risk-based continuous

comgliance
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Smart Grid is driving the integration of two
Infrastructures...

+ Integration between
plant operations and
business

« Real-time monitoring
for power quality and
reliability

« Demand and
consumption
monitoring

« Integrating alternative
energy sources

Information infrastructure

Securing these combined infrastructures requires a new approach to security
that addresses blended threats through the convergence of IT Security, Physical
Access Security and Control System Security.
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Points To Secure Along the New Energy Supply Chain —IT,
Physical & Control Systems

Control Systems
Communications

High Voltage IT Systems
Transmission Transmission Lines Physical Access
Substation Switchyard
= SR HH“‘“E:::__—:_% \

Control Systems
IT Systems
Physical Access

Distribution
Substation
Control Systems
IT Systems ‘
Physical Access

Smart Meter Access

Distribution Home Area Network

Network
Control Systems

Communications

End User
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Security convergence is the only way to secure the
entire energy chain..

Manage Security and Risk across IT, Physical
Access and Control Systems

*Protecting privacy and privileged access to smairt
meters, gateways and aggregated meter data.

Ildentifying and Securing Critical Assets
«Securing Physical Access to assets and facilities

«Securing SCADA and other real-time control
applications

*Risk analysis across operational systems: On-
boarding / Off-boarding and Background Checks
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Too Many Silos of Information

Background
Checks

Human resources

Silos of user information

Identity Governance risk
management Single system security and & compliance
controls
Communication gaps Certification
Security gaps

Disconnected, manual

authorization process
IT/ERP Physical

security security

Internal Industry

Control SCADA/ Network Specific
Policies Risk Library

OSlisoft. UC2010



Unifying Application Needed to Close Security Gaps

Human resources

Background
Checks

Identity Governance risk
management Enterprise Compliance & compliance

Eliminate Overlaps

Workplace Efficiency

. . Certification
Simplify & automate

onboarding & offboarding

IT/ERP Physical
security security

Industry
Specific
Risk Library

SCADA/ Network

Internal
Control
Policies

OSlsoft. UC2010




Implementing a Risk-Based Approach to Security .

< ldentify critical assets — implement controls in order of
criticality

< Adopt standards and frameworks to augment organization
specific policies

< An integrated risk and compliance automation solution can
combine standards, frameworks and policies in an integrated
approach

< Adopt a solution that can extend beyond just Controls
Documentation and automate controls testing for IT and
Physical Access Controls by breaking down the silos.

< Aggregating risks and events from industrial control systems
completes the risk picture for asset-intensive environments
like the Smart Grid.

< Real-time access to information via roles-based dashboards
and incident management screens with built-in guidance
allows situation managers to address threats as they unfold.
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Toronto Hydro: Smart Grid Security Pilot

¢ Uncover blended threats across IT
Systems, PACS and Industrial | S Vides
Controls | Alert ERS / Physical Surveillance

< Connect to the business systems Enterprlse. HR Access System
like Oracle and SAP to aggregate IT '
access events and employee / 5
contractor background and
certification checks.

%* Link to the PACS (badge system) and
the video surveillance camera @ oSl ‘. ——
systems : e - |'B N

¢ Leveraging the OSlsoft Pl System, 5 " ——

Network Directory
Security Services

. : Toronto Hydro Smart
AlertEnterprise can correlate the ! oronto Ryadro smar

above information with events, ,
configuration changes and alerts
from control system applications HMI / EMS / RPei;S
without impacting their l SCADA DMS otc..

performance.

‘ ‘ Grid Security Pilot
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' Solutlon Architecture (OSIsoft Integration)

P1 ADVANCED COMPUTING EMGIME (ACE) Pl DATALINK

Wrmr e

—— Alertinsight AlertAccess  AlertAction
Cln w
‘_J‘JSharepOInt _____________________________________________________________ sl
EXiStingOSISOftSUite hl'.II'II.lI'l"..'..'..'..'..'..l.IIIII.I..I'II.
o : :
AF P1 WebParts 5 . = :
0 .k AlertEnterprise! | :
Notifications A E :
—> FTP A % ‘ E
=1k ENTERPRISE PLATFORM @
ITMonitor ] 5 6 E RISK ANALYSIS WORKFLOW REPOSITORY g
& : -Adaptor Framewo_ :
@ oslf:‘t,l\.: XML *"ll'l‘ll'l’.l'l‘ll'l‘ll'l‘lI'I‘I-'I‘IIIIIIIIII-IIIII.IIII'.Ii
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PLC/Instrument

Manual Data SCADA/DCS
Systems

LIMS Systems
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OSlsoft Provides the Conduit to the
Real-Time Applications

* Non-invasive access to time-sequenced data from
real-time applications - DCS, EMS, DMS,
SCADA/HMI etc.

e Additional tags populated in the OSlsoft PI
System for security configuration

o Combined with AlertEnterprise software OSlsoft
Information can be correlated with ERP and
Enterprise Applications

e For organizations who drive to optimize demand
and supply, a mirror OSlsoft installation may be
required on the corporate network

Real Time Information — Currency of the New Decade
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Maximizing Efficiency for the Real-Time Enterprise

™ ERP Intercon Video
@ oSl | Alert / Physical Surveillance
EnterTrlse. HR T System
_.-_—_—_.+'
Network Directory
Security Services

@@ os
\ \

HMI / EMS / PLCs
Relays
SCADA DMS otc.
- Y Y Y Y Y Y Y W W W WYY Y W W W mm wm P m e o e_e_o -, N
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' Deployment

mmmi CONFIGURING TO ORGANIZATIONAL SYSTEMS

mmmi ENABLING FULL INTEGRATION WITH OSISOFT SYSTEMS

mmmi CONNECTION TO PI NOTIFICATION

sl SUBSCRIBING TO REQUESTS
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Connecting to Multiple Systems

_ toronto hydro
W electric system

ADOUT [ CONTSCT [ CNans PAssword ||
Welcome AlertEnterprisd

Home Insight  Certify = Dashboards Reports Setup Help
T e [
Systems Connector Name Connector Description Type
P> Data Acquisition . :
O AD Active Directory LDAP
O INTERCON FAC BADGIN... InterCon Facility Badging Custom
r LOG FILE CONNECTOR Log File connector Splunk
] PI - AEDEMO PI server on AEDEMO PI
r PI AF CONNECTOR PI AF Connector PI Analysis Framewo...
I SAPCRM SAP CRM SAP
r SAPECC SAP ECC SAP
O SENSOR SYTEMS Sensor Sytems WSDL
O TH PACS SYSTEM Access Control System Lenel
Next

<<

Real Time Information — Currency of the New Decade
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Configuring a Data Source

toronto hydro
¢ electric system

Home  Insight = Certify = Dashboards Reports = Setup  Help

-0——

- -
P Systems Definition Parameters Attributes Owners
Data Acquisition
Modify System Connector
* SystemType  ODBC DATA SOURCE
* Connector Name PI - AEDEMO
Connector Description PI server on AEDEMO
PI server on AEDEMO ]
Connector Long Description _J
Connector Type PI

Cancel ‘ Back | Next | Save |

Real Time Information — Currency of the New Decade

© Copyright 2010, OSlsoft LLC. All rights reserved.




Configuring Connection to PI Notifications

. toronto hydro
= glectric system

Home  Insight = Certify = Dashboards = Reports = Setup = Help

~0

P Systems Definition

Data Acquisition
Set Connection Parameters

Name :PI - AEDEMO

Cancel| Back ‘ Next | Save |

¢ =
Farameters Attributes Owners
User Name  piadmin
Password ~ eeesese
ODBC Data Source PI-AEDEMOD1

| Test
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'Trigger set in Pl to monitor Set Point
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‘Monitoring Threshold Changes to Pl Tag Data

TH-Substation1-FB1CBR 00:00.0 59.995

TH-Substation1-FB1CBR 00:00.1 59.993 0
TH-Substation1-FB1CBR 00:00.1 59.993 0
TH-Substation1-FB1CBR 00:00.1 59.997 0
TH-Substation1-FB1CBR 00:00.2 59.999 0

TH-S

TH-S .

| H-Substation1-FB1CBR 00:00.6 59.993
TH-S

"TH-Substation1-FB1CBR 00:00.6 59.997
TH-S

ms{TH-Substation1-FB1CBR 00:00.6 77.001
TH-S

TH-S .

ws{ I H-Substation1-FB1CBR 00:00.7 76.996
TH-S .

ws|T H-Substation1-FB1CBR 00:00.7 76.995
TH-Substation1-FB1CBR 00:00.6 77.001 0
TH-Substation1-FB1CBR 00:00.7 76.996 0
TH-Substation1-FB1CBR 00:00.7 76.995 0
TH-Substation1-FB1CBR 00:00.7 76.997 0
TH-Substation1-FB1CBR 00:00.8 76.991 0
TH-Substation1-FB1CBR 00:00.8 76.992 0
TH-Substation1-FB1CBR 00:00.8 76.995 0
TH-Substation1-FB1CBR 00:00.9 76.996 0
TH-Substation1-FB1CBR 00:00.9 76.996 0
TH-Substation1-FB1CBR 00:00.9 76.998 0
TH-Substation1-FB1CBR 00:01.0 76.996 0
TH-Substation1-FB1CBR 00:01.0 77 0
TH-Substation1-FB1CBR 00:01.0 76.995 0
TH-Substation1-FB1CBR 00:01.1 76.994 0
TH-Substation1-FB1CBR 00:01.1 76.995 0
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AlertEnterprise integrates security into the process

Are your transmitters Is the configuration

/ calibrated? / right? / Is your network ok?
I Interface
Node

Risk Level:  Hiah

Is the destination
identical to the
source?

« Do the people have\ ﬁﬁ_ —

right level of Access?
Is this a good quality
* |s the authorization value? Is the current value
being certified by o ey O /
someone? Q\ Q\ D\ o
J il §\J [} S il Remote

Do you know - who ; A SRR ' Login

changed the set point |
2 i Pl-to-PI
Value ’ And was It Server Server \ Is your performance

authorized? ok? |

» Are the Privileged
Users being watched? /

| Do you dare to

propose a set point

value?
i A B

Real Time Information — ( - S ) rights reserved.
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Pre-configuring Rule Sets, Physical Configuration Screen,

Configuring RAS

. toronto hydro
(¢ electric system

Home Insight Risk Library Action Dashboards Reports Setup Help

AUUUL | LUILELL | LIIDIYE PauhwWury |

Welcome AlertEnterpris:

e

Functions

* g B . = o
G Rule Id PI Notification Manager High Al

Control Sets Rule Description |PI Generated Very High A
\Alert- Relay Set Point
Controls Change J
Mitigation
upload Category |Mon|tor|ng Rules j
Sownload Analysis Priority  [High |
Rules

P Action Rules

Test Plans Sl
Test Steps Name Event 1
Schedule Assessment It - I - L
and |Historian = is
and Activity is
and |value =l |Greater than =
and | Description = |Equals =
e

Modify | Clear

Real Time Information — Currency of the New Decade

Short Description
Status

PI Motification High Alarm

| Control System

| TH-5ubStn1-Prd-PI

| SensorDataread

75.001

TH.SUBSTN1.FB]

© Copyright 2010, OSlsoft LLC. All rights reserved.
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Malicious Insider Scenario — Detect and Monitor

e Scenario: Attempt to shut down grid by disabling
two levels of protective relays and defeating
Interlocks.

e Toronto Hydro Requirement
— ldentify and confirm incident
— Initiate notification workflow
— Invoke Geo-Spatial Monitoring
— Initiate Lockdown Sequence
— Notify first responders for dispatch

Real Time Information — Currency of the New Decade © Copyright 2010, OSIsoft LLC. Al rights reserved.



Toronto Hydro: Converged Dashboard

. toronto hydro
= glectric system

Home Reports Set Up Help

Settings | About | Contact | Sign Qut &«

Welcome Chris Bayton

Incident User Risk Analysis Live Video Feed

oy Network 1

oy Network 2 & Joneshia

oy Network 3 2 Brownt

B i Users o

Sub-station 1 SCADA 4 DavisAn

A Risks

& MieDa
a Change Logs

' Incident Confirmation

Task 1D #1
Task:

Assigned To:
Start:

Precedence:

Comments:

Manual Task has been successfully closed

Situation Analysis and Incident Confirmation

Tom Hopkins Priority:  High
25 Feb 09 10:45PM Status: | Closed ¥
1 Due By: 25 Feb 09 10:50PM

Incident: Canfirm v

Incident Report = =

r"a High Alert- PI Notification

Severity: [ a2 ’J vetails | Events | Logs

High Alert — PI Notification Manager
Protective Relay Set Point Change

Last Physical Access: JonesMa
TIME: 15:26

Incident Location

Real Time Information — Currency of the New Decade

© Copyright 2010, OSlsoft LLC. All rights reserved.




Geo-spatial View Of Substation

toronto hydro
G electric system

| Home | meports | setup | Wel ... \‘elcomeJoeBlack

Settings | About | Contact | Sign Out

-

Sumniary:

Impact:

Personnel:
DatefTime:
Location:

Organisation:

Unautharized disabling of 2-lavels of protaction relays at the
Salinas Generation Facility perforrmed. This may be 2
sabotage attermnpt.

Dizabling of protective relays could cause a blackout and could
lead ta equiprnent damage at the sub-station.
Unknown
02/09/2009 19:56 FM
Duplex Ave, Toronto Substation 1

Transrission

Remediation Scripts

4 Initiate Utility Inter-connection High apen
procedures to avoid blackout, -

# Task  Priority Status Task ID # 2

1 | Situation Analysis and Incident High Closed - Task:
Confirmation

Assigned To:

3 Send Emergency Alerts to personnel, High Closed Precedence:
Law Enforcernent and Managerient

Comments:

[ CREATE NEW TASK ] SAVE TASK

Marual

Initiate Area Lockdown and Dispatch Security Personnel

Tom Hopkins Priority: High
25 Feb 09 10:52PM Status: Open | -
2 Due By: 25 Feb 09 10:57FM

[ PREYIOUS TASK J[ HEXT TASK J

st | | merect | | nold | | rorward ]| oreote cose || pack | -
-

OSlsoft. UC2010




Substation — Sabotage Risk!

tﬂrﬂl‘ltD hvd ro Settings | About | Contact | Sign Qut =
& electric system

Home Reports Set Up Help

Welcome Joe Black

alert Sabotage Risk detected

Unauthorized disabling of 2 level=s of protection relays
in the control center.

Description

Option 1 YWiew Rizk details
Option 2 Zoom into Centrol Center

[- l Submit J l Reject J l Hold J l Forward H Create Case H Back ] =

RﬂﬂlTil'l'I'E |ﬂfﬂ!‘l’l’!ﬂﬁﬂl‘l— Currency @f theNEW Decade © Copyright 2010, OSlsoft LLC. Al rights reserved.



Access Live Video & Initiate Physical Lockdown

Settings | About | Contact | Sign Qut =

- toronto hydro
= glectric system

Home Reports Set Up Help Welcome Joe Black

Geo-spatial Monitoring

"
Camera Options

D oorn @ptions

Live Video Feed

|
d

<

- =

l Submit J | Reject | | Hold | | Forward || Create Case || Back |
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ldentifying Users Associated with Critical Change

e Scenario: John has privileged physical and control
system access to conduct a critical change.

e Toronto Hydro Requirements:

— Conduct Correlative Risk Analysis Across IT Applications,
Physical Access Systems, And Control System Operation

— Assign Mitigation Controls

— Generate Alerts, Investigate, Respond, & Revoke Access
In Real-Time to reduce property or human loss

Real Time Information — Currency of the New Decade © Copyright 2010, OSIsoft LLC. Allighs reserved.
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ldentifying Threat Scenario Visually

toranto hydro
(¢ electric system

Home Reports Action Risk Library Setup Help

Settings u n ign Ou

Welcome Gary Higgins

Home # Compliance Visuals ¢ Insight

search A [ citical assetd

o Network 1

Risks
ﬂ, Sub=station1 Contral Centéé

& lsers
ﬂ, Sub-station 2 Control Cente

A\ Gritical Assets D, Generation Station 1
ﬂ, Generation Station 2

ﬂ, Sub-station 3 Control Center

Position Cortrol

Al

Real Time Information — Currency of the New Decade

‘O‘John Doe
& MooreCh
i?.TaonJo

& Anderi
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Access Risks Identified, Mitigated

o d4hr | 1 alert Enterprise [ | (i g - ok Page v 1k Tools -
Request Category: MewHire FirstMame: John
UserId: 1Cce LastMame: Doe
Telephone: validFrom: o09/16/200%9

Assign Mitigation Gontrol

= Control Id

Control Description

Business Owner

Saarch Jl Cancel J

L [ ctose

Real Time Information — Currency of the New Decade

Risk Description “0ility ©

Risk Id

Control Id Description Business Owner
) MIoi Enhanced video surveillance monitoring for control room access ALAMN RICHARD
) MIoz Revoke access if remote disconnect excesds threshold PATRICK SMITH

© Copyright 2010, OSlsoft LLC. All rights reserved.
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Monitoring Progress of Security & Compliance Initiatives

toronto h"p"d ro Settings | About | Contact | Sign Qut »

& electric system

Home Reports Risk Library Setup Help Welcome Tom Higg

My Tasks i Yiolations by Functional Area pon
ID Task Type Description Created By Due Date
765 Assessment 10 ensure reliability entities have clear Gary winters 12/01/2009 lual
decision-rmaking autharity and capabilities TOP.(189:6)
to take appropriate actions or direct the z:q‘:mlatmns
TOP (18%
269 Action Item  Enlist Organization charts of Power Matthew Brown 12/01/2009 5
Operations business unit for decision i
making authority
169 Action Itemn  For list of actions take for operating David Jacksan | 12/01/2009 =
ernergency OEA1 with duration of each
- -
action BAL (27%)
307 Action Itemn  For list of personnel involved in mitigation Justin Brown 12/01/2009
of operating emergency provide the L |
oroanizational designation ]
Percent of Requirements Completion Yiolation by Requirement Y ]

Line Chart | w

S0%

Average 24

0% 1009%

Real. Til'l'le Infﬂrmatiun —_— currency Uf thE NEW Decade © Copyright 2010, OSlsoft LLC. All rights reserved.
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Continuous Program for Security, Risk and Compliance
Delivers Value

 Integration with OSlIsoft Pl enables organizations to extend
risk analysis to real-time control system information

e Continuous compliance processes are sustainable and
can adopt to emerging regulations, organizational policies

 Accommodate new security demands created by Smart
Grid deployments

e Contain costs for audit and compliance

 Reduce Bottom Line Cost, Streamline Operational
Processes

Real Time Information — Currency of the New Decade © Copyright 2010, OSlsolft LLC. Allrights reserved.
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