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Securing your Pl System

Jay Lakumb Bryan Owen Greg Wright
Product Manager Cyber Security Manager Energie NB Power
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Agenda

* Pl with Windows Security
— Demo
— Recommendations

 Waterfall™ and New Brunswick Power
* FAQs about Security
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Authentication — The Weakest Link

Hacking Breach by Type

Default or Shared Credentials h

SQL Injection
Improper ACLs |
Stolen Credentials | _
Authentication Bypass | -
Privilege Escalation
Brute Force
Buffer Overflow

Session Variables

Cross-Site Scripting

0 2 4 6 8 10 12 14 16 18
Source: 2009 Verizon Data Breach Report
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Windows Security

Windows Pl Server

8

Mapping

Pl Identity
HHIS

M Nancy
¥ Bob
M Jim

L4

AD GROUP
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Single Sign On

* One-time mapping for Active Directory groups

1

2 Add New Mapping @ § P1 Server Login B
B soft, |
Windows Account:  OSIDFAMuGreen Operators | | —
Windows 51D 5-1-5-21-33474 456-15524955 Urllae: i 5 o
. Password: |
Dezcription: Hep
Mode: asterc
Fl Server: DFF - |
T TS —
FI |dentity: FlQperators | |
M apping iz dizabled
ak. | | Cancel |
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PI OPERATORS

Read M
Write [

OPERATORS

g 8
8 53

AD GROUPS PI SUPERVISORS
Test
Read O
Bob can read and write to Test Tag Write ™
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':i PI System Management Tools

File  Wew  Tools  Help

=10l x|

Syztern Management H I£“| (7]
I5|E..-'.l.-"|‘.'.-"'.l 2

Alarme —Server - owendd 10 ozizoftint

Batch - % APl trusts are disabled

:::1?;.3:33 — - % SOE trugtz are dizabled

IT Paints - | Explicit lagin dizabled

Operation P o e

Paints d Ewplicit login for piadrmin dizabled

= Security - \,;’3 Blank pazsword naot allowed
Database Secunty _ G o |
Firewall
|dentities, Users, &
Mappings & Trusts

Rl e

Secunty Settings

| Q5T bryan || piadrmin "
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Demo

« Ease of Administration
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?ﬂ. PI System Management Tools
File  Miew  Tools  Help

Collectives and Servers

System Management Toals
Saarch 2

Sezzion Record

W R R R R

Search
e D atabase Firewall |dentities. b appingz & Security
Security Uszers, .. Truzts Settings
DFPIZ0T0RC
[ dfpizerver

i QS0P kanderson Ilpiadmin, piadmins, PT¥i¢arld ||




Demo

* Single Sign On
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@ u @ ,i;} http://dfpiweb2010/NuGreen/SitePages/Home.aspx v ‘ +5 | X l ‘ Bing P~
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NuGreen > Home NUGREEN

w Operations ¥  Manufacturing®  Engineering®~  Reports<  Marketing Sales  Accounting Search this site...

m

Corporate Portal

£ o Oy

manufacturing and process
companies, NuGreen is

| uniquely suited to meeting
in rapidly chkanging market o
conditions. Our goal is to -

=% provide world-class .
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while maintaining our own

= Houston Plant

= |ittle Rock Plant
s Tucson Plant

= Yfichita Plant

o core values of excellence, [ Type Edit URL
ngineering i ;
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B 3 Manufacturing
[] Title Start Time End Time all Day Event )
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Financial
Results % Add new link

Executive 4/10/2010 12:00 AM 4/11/2010 11:59 PM Yes
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€ Local intranet | Protected Mode: Off oy HI0% v
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How can | use Windows security?

* Install Pl Server 3.4.380 or 2010
* Map from Active Directory to Pl Identities

* Use client or data access application with
Pl SDK 1.3.6 or higher. Examples:

— P

— P

— P

ProcessBook 3.1 or higher
DatalLink 4.0 or higher
WebParts 2.2 or higher

« See Configuring Pl Server Security manual
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Pl with Windows Security

* Enhanced Security

» Better Manageability

* More Control

* Less Maintenance R
» Lifecycle Support Ay A
micresoft 1d info on AF Security & A

Windows Server 2008

CERTIFIED FOR CERTIFIED FOR
GOLD CERTIFIED Windows Windows
Partner Server*2008  Server®2008r?2
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Securing your Pl System

CASE STUDY
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Innovative Waterfall
Implementation at NB
Power

Gregory L. Wright

gwright@nbpower.com

IT Specialist, NB Power Generation
2010/03/30

L5\

Energie NB Power

Production Generation



mailto:gwright@nbpower.com

About NB Power

- Located in New Brunswick, Canada

- Approximately 2700 employees

- Diverse Generation (Nuclear, Hydro,
Thermal and Wind)
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The Challenge

- Complying with NERC Critical Infrastructure
Protection (CIP) standards (CIP-002 to
CIP-009)

- Ensuring that assets are protected from
external threats

Production  Generation



The Solution

- To address this, we used Waterfall from
Waterfall Security Solutions Ltd

Production  Generation



What i1s Waterfall?

Production  Generation

- A one-way (or uni-directional) Security

Gateway.

- Because the information can only travel

one way, It iIs impenetrable to external cyber
security threats

- This Is ensured by using Waterfall

hardware.

- The software is customizable to any

protocol.



What 1s Waterfall?.. .(cont’d)

e Software agents deployed on both side of the H/W core
e Mediate the integrated solution with the surrounding network

e Mediate the integrated solution with the surrounding gpplications

Receiving
Network

Sending Network

Unidirectional

Fiber Optic Channel —*

Transmitter m —f Receiver m

Software Agent Software Agent

A

Energie NB Power
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The Implementation

Internet







| essons Learned

- Take time to ensure how the data Is
transferred between your DCS and PI.

- Thermal Heat-rate calculations were designed to
be written to the DCS from Pl

- This was beneficial because all information was
on the DCS while still keeping the same look and
feel for the operators

- By adding Waterfall, the data being written to the
DCS was no longer possible.

- The solution was to add a kiosk type pc to display
Pl readings from the centralized PI server.

Production  Generation



Lessons Learned (contd)

Production  Generation

- Use PI Performance Monitor with Waterfall

- Since you cannot directly control servers behind
a waterfall (unless you are on the protected side
of the network) use Pl Perfmon

- Since Pl works with Waterfall, the information
related to the servers will still be sent to the
centralized server for monitoring.

- It Is helpful to understand the state of the
systems while at the same time having no access
to them.



Lessons Learned (contd)

Production  Generation

- Have procedures to document when and
why Waterfall has to be bypassed.

- Sometimes a system needs to be need accessed
for various reasons (maintenance,
troubleshooting, etc) but with Waterfall, this is not
possibly if you are external to the protected
network.

- Have procedures to identify who can make a

change to the configuration as well as;
- Anticipated length of time for by-pass

- Informing appropriate people so that the
change is not forgotten

- Use Waterfall Secure Manual Uplink (WF-SMU)

to provide a secure temporary bi-directional
connection



Conclusion

Production  Generation

- The Waterfall solution is a very innovative

solution to address external cyber security
concerns.

- NB Power Generation is now in compliance

with NERC CIP standards

- With a little bit of planning, a Waterfall

Implementation can be achieved with
virtually no impact to users.
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How can | do a Cyber Security Audit?

 “Bandolier”
— Nessus scanner for Pl
— Audit security settings

* “PortalEdge”
— Detect cyber attacks
— IT Monitor + Pl ACE

Funded by U.S. Department of Energy
See www.digitalbond.com
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Security Is more than Compliance

« 2009 Certificate of Networthiness (CoN)
— US Army Network Command

« 2009 Windows 2008 R2 Logo Certification

« 2008 Windows 2008 Logo Certification
— Microsoft ‘Server Core’

« 2006 National SCADA Test Bed
« 2004 EPRI and Utility Partner
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Our Commitment to You

Leverage security infrastructure

Minimize risk to critical infrastructure

Promote safe defaults and user experience
Maintain vetted and highly skilled support staff
Collaborate on effective security solutions

Advanced

Security is
integrated

/ Customer risk is
controlled
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FAQs on Security

 What if Pl Server is not part of a domain?
 Can we use more than one AD domain?

 How do we grant access to users outside
the organization?

 What if there is a firewall between users
and the Pl Server — Is there a list of ports
required to be open?
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More FAQs on Security

* We are using pidemo with no password for
read only access — what are the risks?

e How do | audit user access — are there
alerts for unauthorized access?

* |s data encrypted in the Pl System?
* |Is the Pl Server NERC CIP compliant?
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