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AV Martin Bryant is a field service engineer and trainer based in
VA OSlsoft’s Houston office. Martin has twenty years
of Pl System experience and has been a Field
Service Engineer for OSlsoft since 2003.

Welcometo

© Copyright 2011 OSlsoft, LLC






 Connectivity —firewalls - what
computers can connect to what
computers (with what protocols, etc..)

« ldentity — authentication - making
sure you are who you say you are

 Access — ACL /security rules - who
can do what, who can access what
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JAVAVAY

VAV

Y
Va Firewalls..

y

 Today they are largely software - creating logical
networks (VLANS)

 Permit/deny connectivity between nodes by IP
subnet, port, protocol, MAC address & more

 Record connectivity events

« Changes are necessarily bureaucratic, require
approvals, and record-keeping

© Copyright 2011 OSlsoft, LLC A



Intranet - Other Office /
Corporate Networks

’

Office / Corporate Network g Loy 4

e
v
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1. Computers in the control

network should be captive or
controlled access and not for
general use

Office / Corporate Network Lo '(E,‘gg’;?;geoﬁ,g‘f@?ﬂf o
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1. Computers in the control network
should be captive or controlled
access and not for general use

2. No messages connect directly
from the office / corp network
to plant / control network

Office / Corporate Network intranet - Other Office /

@ “ Corporate Networks

-~
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1. Computers in the control network
should be captive or controlled
access and not for general use

2. No messages connect directly from
the office / corp network to plant /
control network

=4 | | | |

3. Messages from the DMZ/PIN to the

process network should be replies

to requests from the plant and not
originate in the DMZ or office

Office / Corporate Network
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1. Computers in the control network
should be captive or controlled
access and not for general use

2. No messages connect directly from
the office / corp network to plant /
control network

=4 | | | |
3. Messages from the DMZ/PIN to the
process network should be replies to
requests from the plant and not originate in
the DMZ or office

Best not to use well-known,
standard protocols: DCOM/OPC,
port 80/http, etc.. through firewalls
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JAVAVAY

VAV . . .
JAV. Connectivity / Firewall Security Overview

VA

y

Reliability




{%X OSlsoft’s Pl System plays an important role... (‘

@ Pl Data Acquisition Software

Plant / Control Network Interfaces & buﬁering

PI C|IentS, Office / & “ Intranet - Other Office /
Pl AF’ & ; - AN Corporate Networks
Pl Analytics = @; Pl Webparts

Pl Coresight
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JAVAVAY

VAV (‘
[%X OSlsoft’s Pl System plays an important role... (v

Move your people to the domain / corporate network and retain
your commitment to continuous process improvement

y

Recommended Pl System architectures have either a Pl Server or PI-
to-Pl interface node (with a plant Pl System) in the DMZ / PIN so there
are no direct messages from the process to the corporate network or

visa versa

Pl Interfaces request tag updates from the server and then send
(buffered, reliable) data to the server

All data communications use our proven, highly efficient, proprietary
port 5450 protocol. (Pl AF uses port 5457 & 5459)
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JAVAVAY

VAV
[%X OSlsoft’s Pl System plays an important role...

@

Move your people to the domain / corporate network and retain your
commitment to continuous process improvement

y

Recommended Pl System architectures have either a Pl Server or PI-
to-PI interface node (with a plant Pl System) in the DMZ / PIN so there
are no direct messages from the process to the corporate network or
visa versa

Pl Interfaces request tag updates from the server and then send
(buffered, reliable) data to the server

All data communications use our proven, highly efficient,

uuuuuuuuuuuuuuuuuuuuuuuuu



JAVAVAY

VAV ( v
AV But even if you have done all of this... \d
}VA

The biggest problem with the security in most Pl
Systems today are that firewall / connectivity
security is the only good part of the security, the rest
of itis

not-so-good

PN
2 (B9

c
G)
f
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JAVAVAY

VAV
AV Typical “Old School” Pl System Security

VA

Pl Data Acquisition Software

Interfaces & buffering m Pl Trusts — usually giving full
Plant / Control Network PIADMIN access to the interface

% computer by any of TCP/IP
DMZ / PIN Pl Server @

y

address, hostname, or FQDN

Intranet - Other Office /
Pl Clients, Corporate Networks
Pl AF, &

Pl Analytics

© Copyright 2011 OSlsoft, LLC A



JAVAVAV
\/\4
%X Typical “Old School” Pl System Security

P1 Data Acquisition Software
Interfaces & buffering ;
@ All or most system admin work

Plant / Control Network done with PIADMIN account
secured by a single password

y

Pl Server / \
DMZ / PIN B!

Intranet - Other Office /

PI Clients, Office / Corpgrg Corporate Networks
PI AF, & i
PI Analytics E
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JAVAVAV

VAV

AV Typical “Old School” Pl System Security
}VA

Pl Data Acquisition Software

Interfaces & buffering m .
(@ End users access with read-
O only PIDEMO or like account

% with no password
DMZ / PIN Pl Server L

Intranet - Other Office /
Corporate Networks

Pl Clients,
Pl AF, &
Pl Analytics

© Copyright 2011 OSlsoft, LLC A



JAVAVAY

\/\4
%X Typical “Old School” Pl System Security

y

So, what’'s so wrong with this?



/N4
VA

Typical “Old School” Pl System Security

P1 Data Acquisition Software
Interfaces & buffering

Plant / Control Network

NNA7 |/ DINI Pl Server m

Anyone sitting at the interface computer has full
- cier P ADMIN access rights to reconfigure the Pl Server
PIAF & even change the Pl Server security for others. This

PAlis not required by the interface.

T Pl Trusts — often giving full PIAdmin
Access to the interface computer by
TCP/IP address, hostname, or FQDN

© Copyright 2011 OSlsoft, LLC A



/N4
VA

Typical “Old School” Pl System Security

P1 Data Acquisition Software

Interfaces & buffering m

Plant / Control Network

Pl Server (‘3

4y
=

All or most system admin work
done with PIADMIN account
secured by passwords

DMZ / PIN

Pl Passwords are not that secure, and shared
passwords are even less secure. There is not
enough accountability for system changes and often
only one “full rights™ type of Pl Administrator.

© Copyright 2011 OSlsoft, LLC A



JAVAVAV

VAV

AV Typical “Old School” Pl System Security
}VA

Pl Data Acquisition Software

Interfaces & buffering m .
(@ End users access with read-
AL SN NETES only PIDEMO or like account

% with no password
DMZ / PIN Pl Server ( g

(i

PI Clients, Office / Corpgrg

ﬁ: ﬁgﬁ;ﬂcs E @ %

Usually, this usage does not
€O o\en check to see if the user
IS logged on with a domain
account — there is nothing but
firewall security here.

© Copyright 2011 OSlsoft, LLC A




JAVAVAY

\VAY
AV But | have trusts!
\/'\

y

Although trusts are rule-based and better than passwords in
that respect, trusts are always permissive, never restrictive
and so the security is provided by passwords and those are

not-so-good.

Trusts are just too...
trusting.

© Copyright 2011 OSlsoft, LLC A



JAVAVAY

VAV
AV Typical “Old School” Pl System Security

VA
and none of this is likely
to stand up to any sort of

|.T. audit...

y




JAVAVAY

\VAY
AV So what do | do about it?
\/'\

y

What if | told you that you could have easier
to manage, much more secure Pl System
security and it would only take a few
hours...”?

well, it may also take something else
(we’'ll come back to that)

© Copyright 2011 OSlsoft , LLC A



JAVAVAY

\VAV
AV  First, better secure your interfaces
VA

y

Our interface software currently does not yet

support Windows Integrated Security, (itis unlikely
you would have a domain which could authorize to the Pl Server

in the plant anyway) SO we must continue to use trusts
In the plant/process network.

But there are some things we can do, and you
are already likely using trusts for your interface
S0 you just have to improve them a little...

© Copyright 2011 OSlsoft, LLC A



JAVAVAY

VAV

AV  First, better secure your interfaces

VA
y

1. First, using the Pl System Management Tools (Pl SMT)
create a new identity (or user), say “Interface” to assign
the interface node privilege

T Identities, Users, & Groups - PI System Management Tools (Administra

File  View Tools Help
Collectives and Servers
Search o
Servers
MEryartEG410

System Management Tools
S o

Identities, Users, & Groups
Mappings & Trusts
Security Settings

2% =B E aE

Plldentities | P| Users | Pl Groups

Idertity Server

B PlEngineers MBryantE6410
@ Ploperstos  MBryantE6410
H\ PlSupervisors  MBryantE6410
B Fiword MEBryartES410

Colle

‘ r?l New Identity...

,ﬁ Refresh
Q Export List...

r& MNew Identity l 7 &r

|dentity: Irterface

Server: | MBryantE6410 -

Description  for process-side trust assign with read-write priv to

[] Identity cannot be deleted

[ Identity cannot be used in a Mapping
[ Identity cannot be used in a Trust
[ Identity is disabled

[ Creql:\g_] [ Close
© Copyright 2011 OSlsoft, LLC A




JAVAVAY

VAV |
AV  First, better secure your interfaces

VA

y

2. Using the PI SMT tag builder, set one interface tag so

that your new identity has read/write privilege to it.

(note: PIADMIN can always write to the tag, you can’t change it’s privilege
so this tag will continue to update, even before you change the trust).

& Point Builder - PI System Management Tools (Administrator) = & Da‘ta SECUF":!"'
\\\\\\\\\\\\\\\\
Collect nd Ser [ 7] £ i i
Slehemddnes (v Q23 @ ] & piadmin ﬂ Interface
= Server Point Point Source  Point Type  Point Class Descriptor  Point Securty i
Servers MBryantEE410 Reactor Feed Anabsis Component10 < Foat32 classic piadmin: Afw) | piadmins: Af) | PIV) E I:liEIlelil'IS
MBiyartE6410 : Al
. . B Pword
System Tools
Search General | Archive | Classic | Securty | System
»Mams  +!l Point Secur ity Data Securty
B:Zh & pad & piadmn
h 84 piads &4 piadmins
Interfaces N N
IT Poi a8 v 8 Pivord Add ] [ Fe = ]
8 select D ||
o (o) -
7
Pefomance Equstions S — . Permissions for Interface Allow
Poirt Buider Per o i Alow
Poirt Classes Rel | Type
Fort Source Table . Read
Totalizers 1 MName: Deseription 3
4 Securty L1 8 inteface for process-side trust assign with read-write priv to interfa @ T
Database Securty Sas:] 8 PiEnginsers  Any individual with enginsenng dutiss Write
Firewal 11 [ S —— e it st =
Idertities, Users, & Groups d b, 4
bormitos ) || )
mmmmmmmmmmmmmmm B rteface
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AV  First, better secure your interfaces

3. Use the PI SMT Tag builder for Microsoft Excel to copy the
DataAcess tag attribute from this tag to all of the other tags in the
interface — in minutes — even if there are tens of thousands of them.

A B L
f FLSMT 2l 1 select(x) Tag datasecurity Home Insert Pag
- 2 x Reactor Feed Analysis.Component10 piadmin: A(r,w) | piadmins: A(r) | Interface: A(r,w) | PIWorld: A(r) [y
Module Databaze Builder 3 |x Reactor Feed Analysis.Component100 piadmin: A(r,w) | piadmins: A(r) | Interface: A{r,w) | PIWorld: A{r) PI-5MT =
- 4 x Reactor Feed Analysis.Component1l iadmin: A(r,w] iadmins: A(r) | Interface: A{r,w) | PIWorld: A{r] .
¥ . P o {rw) | p_ . 1 ) {rw) | . tr) Module Database Builder »
Import Tags.. 5 |x Reactor Feed Analysis.Component12 A(r,w) | piadmins: A(r) | Interface: A(r,w) | PIWorld: A{r)
M = 6 |x Reactor Feed Analysis.Component13 A(r,w) | piadmins: A(r) | Interface: A(r,w) | PIWorld: A{r) Impart Tags
L Export S Import Pl Tags @’ | Analysis.Component14 : A(r,w) | piadmins: A(r) | Interface: A{r,w) | PIWorld: A(r) M : "
lh Analysis.Component15 : A(r,w) | piadmins: A(r) | Interface: A(r,w) | PIWorld: A{r) = Expart Tags... B
View Log Messages Import from { Analysis.Component16 A(r,w) | piadmins: A(r) | Interface: A(r,w) | PIWorld: A(r) = | s Vi M ‘
. . MBryantEs410 < Connections... { Analysis.Component17 (r,w) | piadmins: A(r) | Interface: A{r,w) | PIWorld: A{r) yiewLog Messages...
View PIDff Output Analysis.Component18 (r,w) | piadmins: A(r) | Interface: A{r,w) | PIWorld: A{r) View PIDIff Output Fil
— is.Compon tew FLI utput File nterface: A{r,w) | Piworld: A(r) |
. What to import Analysis.Component19 A(r,w) | piadmins: A(r) | Interface: A{r,w) | PIWorld: Afr) ). c — — - Frworla A H
— f=t (" Tags and atiributes on spreadsheet nalysis.Componen : A(r,w) | piadmins: A(r orld: A(r] ,,IS'CDm o 11 iad —— Inten(ace.A o PIWUrIdIA g
Tag Attributes... Analysis.Ci 120 A iadmine: A(r] | PIWorld: A o P e : : (r,w) : (1)
1 Tag 5 h & Al atiributes fo I« specif Analysis.Component21 piadmin: A(r,w) | piadmins: A(r) | PIworld: A(r) =-Lompanen pfa m, - — = S
— lag search... I e iy g e serEaira 5 5 B is.Component12 piadmin: Export PI Tags.
i { Analysis.Component22 piadmin: A(r,w) | piadmins: A(r) | PIworld: A(r) 5. Component1a
4 Select All Tags (¥ o { Analysis.Component23 piadmin: A(r,w) | piadmins: A(r) | PIWorld: A(r) - P Export to
- Tag mask specification N ~ - ~ is.Componentld piadmin:
K| { Analysis.Companent24 piadmin: A(r,w) | piadmins: A(r) | PIWorld: A(r) 6. Component1s Jadmin: PI Server - M
Deselect All Tags Tag Mask: |= | Analysis.Component25 piadmin: A(r,w) | piadmins: A(r) | PIWorld: A(r) = P p_ .
4 " " . N N is.Component16 piadmin: PI Server
| Analysis.Component26 piadmin: A(r,w) | piadmins: A(r) | PIWorld: A(r) B R . Moryanttesn |
p Clear Sheet pantsource: [oPC | — = ,-Is.Component17 piadmin: [Meryantes10 -
~ 11 x Reactor Feed Analysis.Component18 -
£ Connections... Point Class: |dassic - 12 x Reactor Feed Analysis.Component19 Jassic - —
5 . 13 x Reactor Feed Analysis.Component20
P Settings... 14 x Reactor Feed Analysis.Component21 piadmin: Mode
: oK Cancel ‘ | Help 15 x Reactor Feed Analysis.Component22 piadmin: Edit :"
Help 16 x Reactor Feed Analysis.Component23 piadmin: Ly
C " iadmin:
3 . | [ 17 x Reactor Feed Analysis.Component24 piadmin: Help
1 About TagConfiguri Ready 18 x Reactor Feed Analysis.Component2s piadmin:
Y - 19 x Reactor Feed Analysis.Component26 piadmin: I‘leadv
20 x Reactor Feed Analysis.Component27 piadmin:
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JAVAVAY

\VAV
AV  First, better secure your interfaces
VA

y

4. Change your trust(s) so they no longer give privilege to PIADMIN,

but rather to your new identity. Verify you are still getting updates
(Tag Search / Pt Values can do this from any tool)...

1 Management Tools (Administratq w Trust Properties | ? g |] @@ Tag Search ‘ _ E@u
‘ Basic Search | Adyanced Search | Alas Search |
F - Trust Name: OPChbylP Pl Server: Paint Type: Point Class:
Lo e il
-G X | — |MBryamE9fl1D jl‘ v”‘
Mappings | Trusts Select PI Identity, PI Group, or PI User . M Tag Mask: Paint Source: Engineering Uinits:
Trust - oFC. .
Select from server MBryantEE410
5 1Prosy_1271 Descriptor: CIT
¥ Isi3piarbsvrd1_FQDN! Type: | Pl Identities -
% 1SL3PIARBSVROZ_FQDN!
= fl Defining against a Pl |dentity is the preferred method of configuring a Pl
bf0PChyFQON Trast
= OPChyIP (| |
b OPChyName || | Name Description
| B Inteface for process-side trust assign with read-write priv to interface tags |
I PlEngineers  Any individual with engineering duties c..
[l 8 PlOperators  Any individual with operational duties Reactor Feed Analysis C...
- Con . . Reactor Feed Analysis C.__
3 PlSupervisors Ay individual with supervisory duties Reactor Feed Analysis C.
Reactor Feed Analysis C. .
Reactor Feed Analysis C. .
Reactor Feed Analysis C. .
Reactor Feed Analysis C.
Pl Identity piadmin D
[] Trust is disabled
oK Cancel Ready [t Court: 1 [Percert 100 % A:l
\ = = —— — — ~ |
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JAVAVAY

VAV

AV  First, better secure your interfaces [Srera ==
}vA Trust Name: PI_ICU
Note: PIICU (Interface Configuration | __ P— g

Utility) still requires more privilege (build
tags, edit PI MDB), so you may have to
connect as a privileged user on those
few occasions when you are running the
Pl ICU. You could make a trust for this,
using the application name Pl ICU.exe
and limit it to that workstation.

Collective Name:
IP' Information

Metwork Path:
IP Address:
MetMask:

Domain:

Account:

MName:

Pl ldentity:

Windows Account Information

Application Information

[] Trust is disabled

152 . 168 . 23 . 23
255 . 255 . 255 . 255

PICU Exe
PLICU
[ oK D@J[ Cancel |
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JAVAVAY

\VAV .
JAV. Now for your admins & end users —

}" Windows Integrated Security

More secure — each new connection is required to
present a Kerberos compliant expiring token from a
Windows Active Directory domain controller to prove
they are who they say they are.

Easier to Manage - not restricted to three access

=~ rules (Owner, Group World) per tag or object — you
E ge can have as many as you need. Identities don't just
2
E

get one best fit ruleset as with a trust — they get all
they are entitled to. No need to have individual PI
Users, no need to have passwords.



JAVAVAY

\VAV
AV What will | need? Won’t | have to upgrade everything?

VA

y

Pl Server 3.4.380 (fall 2009) or PI System 2010
Interfaces are not affected
Pl Clients - Pl SDK 1.3.6

Pl ProcessBook 3.1 (fall 2008) or higher

Pl DataLink 4.0 (summer 2008) or higher

Pl WebParts (RtWebParts) 2.2 (summer 2008) or higher

© Copyright 2011 OSlsoft, LLC A



JAVAVAV
\VAV
AV Two new things in Pl Windows Integrated Security:

VA
y

* |dentities - are role-based “place holders” used to create
access rules for tags & database rights in the Pl System.

Easy to build — easy to apply (only three possible privs: Read,
Read/Write, and none) .

 Mappings - tie an Active Directory domain user or group
to a Pl Identity. Easier to build than and less complicated

than a trust (five mouse clicks) .

© Copyright 2011 OSlsoft, LLC A



JAVAVAV
VAV
AV Mappings require a domain controller

VA
y

Mappings require Kerberos token validation to a domain controller.

You must be able to connect to a valid domain controller to gain access
through a mapping and you must be logged into the domain that that
controller supports.

© Copyright 2011 OSlsoft, LLC A



JAVAVAY
\VAV

V%V Sample Active Directory Groups for PI System Applications...
k‘ e lintendedwse; . _______________________________________

' HEEEIAETEIn R o= i Primary process interfaces, usually assigned to service accounts allocated to interfaces and buffer system
services- given read/write to process data tags

SREEIAEEIn R B ® (s i System managers and others configuring the Pl tag database - could be given read/write on almost all tags
and PIPoint Database and Pl digital states database. May also include read/write privilege to PI MDB and
batch. May be used to configure interfaces and assigned to service accounts supporting Pl APS.

Pl_servername_LabEntry Low volume/frequency interfaces (like lab or Html) or privilege to users who enter data into Pl through PI ML
or other application.

PI_servername_PISysMgr System managers responsible for security, backup, archive management, tuning parameters, collective
management and troubleshooting the Pl system may not imply or require direct application to Pladmin.

Pl_servername_ProcAnalyst Engineers, integrators, and others developing PlI MDB, PI AF, Sigmafine, Pl Notifications, PI ACE and
potentially Pl Performance Equation and totalizer tags. May be used to permit specialized access for batch
configuration datasets for RtWebParts or RtReports.

S EEEIAETEInERSICIREERO1)AS Broadbase read-only user population for the site (analogous to current usage of PIDemo)
P

SEEE eI EEEGOQINAS To provide data viewing to those at other sites in the same organization - may be assigned to a
Pl-to-Pl interface through a system service

Pl_servername_Restricted Pl viewers in another organization (partners, suppliers, regulatory agencies) or others with a access to read
data for only a subset of Pl tags - may be assigned to a PI-to-PI interface through a service account.
© Copyright 2011 OSlsoft, LLC A




JAVAVAY

VAV

AV But maybe it doesn’t have to be that complicated...

VA
y

« Do you already have some of these groups? If you already have

Windows Active Directory groups for any of these needs — you could
just use those geographic or functional groups that your I.T. dept. is
already maintaining and create your mappings to those.

« Maybe you only need two groups: Pl Administration & Pl End Users.

Seardh

MBryantE6410

File View Tools Help

System Management Tools

_—
AXFREEHE9
Mappings Trusts
Mapping Pl Server Callectivi
j?;_ 0OSMNOSIHoustonGm MBryartEE410
B Mapping Properties @

> Alams
> Batch

=
@
=
=3
@
)
[
@
@
@
e
o

.....

‘wiindows SID

Description:

Pl Server.

Pl Identity:

‘Windows Account: | SEJREE[ERIE e
5-1-5-21-2084324470-18901373: | &

MBryantEG410

[T] Mapping is disabled

cel

% Can
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JAVAVAY

\VAV
AV I’'m not sure | want I.T. to manage this....

VA

y

You don't want to have someone else manage your groups?
Make local groups on the PI Server - put Active Directory /
Windows domain users in the local group and Windows
Integrated Security / Kerberos will still validate the users and
you can manage the groups...

© Copyright 2011 OSlsoft, LLC A



JAVAVAY

VAV

/N4
VA

y

Remember...

Mappings are cumulative, not
exclusive, so if Bob has a
mapping made for his individual
user (to say, LABENTRY so he
can write to a tag) and Bob is a
member of a group (maybe for
the Houston office) who can read

o

PIOPERATORS

OPERATORS

g 8

SUPERVISORS

d

TestTag

Read ™
Write O

o

a different tag. He gets both e — PISUPERVISORS
privileges. By comparison PI Trusts -‘
only allow one “best fit” association Bob can read and write toTest Tag ~ Wiite

based on a scoring algorithm.
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JAVAVAY

}X#V And .
VA

Tags and Pl System databases
(PIADMIN functions) aren’t limited
to three rulesets (Owner, Group,
World) — you can make as many
simple rules as you need.

y

Old Model

Test Point
Data

Owner:

Group: Q

New Model

Test Point
Data

Pl Engineers

Ay
"y
83

PI Operators
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JAVAVAY

}X#V Now about Pl Server administration...

WA You really shouldn’t be using PIADMIN for everything

S O Wh at d O I d O r) "TA Database Security - Pl System Mansgement Tool: (Administrator) AT T -y

File View Tools Help

1. Create an identity or use the ClmsriSones (515,40

Table Name Server Collective  Security

Servers
ﬁPIAFLINK MBryantEG410 piadmin: Ajrw) | piadmins: Afrw) | PIW
P |/ \DM I NS g rou p MEryartEE410 ZWPIARCADMIN  MBryargEB410 pizdimin: Aftw) | pizdmins: Al | PIWgi

iystem Management Tools i ya
2. SSIgn erte prIVIIege tO -“'ff:- ot gg:::c:w m:fﬁ Database Table: PIPOINT
> AMlams 1 (= Tyl

Pl Server. MEryantEE410

Databases (which are really Pl e Bresr " | o o

. . . > Imerféces “&J PIDBSEC MBrya Poirts, Pairt Classes, and
Admin functions) using the Bros el
. . "20"'“3_ W PIMAPPING MErya sﬁ‘“;'lf'z:::
Database security tool in PI Y oy | Bt v |8

SMT... This change will allow

3. Associate the individuals or the members of the PIADMIN - «osme e
groups who should have these 9group to build tags...
PIADMIN privs with a mapping | | ey
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JAVAVAV

}X#v And even if you don’t use Windows Integrated
WA Security / Mappings...

y

With PI Server 3.4.380 (and higher)-
The Pl Server captures the Active
Directory account of Pl Server MBryant as PIADMIN. .

. i ] BRerry as PIADMIN=
changers /admins (if available) and

records them in the Pl Server log.
Even if they are all connecting as PIADMIN
(which they really shouldn’t).
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JAVAVAY

\/\4
AV For end-users

VA

y

The same basic process

1.
2.

3.

Create an identity or identities as needed

Grant Read access to databases (PIARCDATA, Pl MODULE DB, PIBATCH,
PIDS, etc..)

Map to groups in Active Directory — either those you had I.T. create,
those that already exist and are maintained by I.T. or local groups of
domain users...
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iy PI Connection Manager
Server Tools View Help

O® cramsepds20
O® deslatteds20
O @ LPayneD&20
O = FI3437533

O® rkoonceds20
O @ SPONGEBOEB

— Server. bdeslattelaptop
Metwark Made:

Part Mumber:
Drefault User Mame:
Cannection timeout:

Data access limeout:

Connected Uzer:
Server [D:
Connection Type:
IF Address:

Pl Version:

Operating System:

[ m] 3

bdezlattelaptop

5450 |
pidemo

lm— seconds
Ign— seconds

05[4bdeslatte as Alwinl sers, Plworld
4fed40c0b-b3fE-4a97-b777-c9c1 coBESbOd
FI3 protocol 3.4

192.168.120.187

Pl 3.4.380.36

‘windows NT %88 £.1.7600

bdeslattelaptop connected as 051%bdeslatte since 7427 /2010 4:54:49 P

| Default Server: SPONGEROR

Save | LCloze I

7wt PI Connection Manager

Server Tools ‘iew Help

v| ® BdeslatteLaptop
:| ® brianvpc

[1% spongebob
e starlight

Bdeslattel aptop dz

.‘Q Connection Options

r— Default Tir its

Connection timeout

10 seconds
60 seconds

Data access timeout

— Default Server Settings

Default Server

IBdesIaneLaptop

[~ Overide the default for current user (OSl\bdeslatie)

IE-:I':s\atIELapIDp

—Server Name R

[¥ Automatically add unknown servers

[* Resolve network name before adding

— Specify ication P
[+ Allow login prompt

Available protocols: Protocol order:

'Windows Security =4 ||Windows Security
PI Trust PI Trust
Default User 4= || Default User

«

oK Cancel | Help
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[%X Pl Server 3.4.380 & beyond gets more too...

y

_ B H|@ [~ Refresh displ
R 1t| ServerlD FiNettdgr Version | O5SyshName OSVersiDnl OSEluiIdl Iclentity | O5User Trust | MumConnectio
0 Fl3.4.380.36 Windows MT x86 6.1.7600 FlSupervisors | Phorld  OShbdeslatte
- S S — . i
« Pl Network Management Statistics in PISMT e eamnes el G e
shows you more Information.. @ pidamo
- Create a trust from a Network Mgt e
Connection =
- Convert a Trust to a Mapping i
« Identities, Users have more options " s o e
« Trusts, mappings can be disabled AT
e PIWorld (“everyone”) can also be managed W sl et 2 s

and disabled...
[ o | cancar |

4
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VAV

N4 After your groups and mappings and rules are in place...

Disable Pl World (identity) and Pl Demo (user)

« Raise the Security settings slider bar to disable explicit logins
(requires a Pl System restart)

* No need to change the PIADMIN password

y

* No need for passwords Bris s et I L=
rie yiew Joois nelp

* No need for users prentegmen i 4| @
@ Alaims i Server - owendd10.osisoft.int

- No need to manage either |z b <Lt
# Interf“aces \gﬁ ” ' fus svale' S

1 +# IT Points - 4 Explicit login disabled
* B ett € r’ more convenien t g g;'a“lm - 9 Ex:ics: Ic;in for piadmin disabled
I b d . t E gz:;:fily = ..’) Blank password not allowed
rules-based security | = uesen _ o |

| =

[ OSI\bryan H piadmin ” \.:E
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VAV
AY Two more great reasons to use

VA Windows Integrated Security:

y

@ Pl AF (Asset Framework)

and

@ Pl Coresight

Both require Active Directory
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}X#V So if this is not that hard...

VA and I’'m not likely to have to upgrade everything
and in the long run it’s going to be less trouble
and I'll be so much more secure
and I’'m going to wind up doing this anyway because |
want the new products...

y

Why doesn’t everyone just do this?

Well... remember that other thing | mentioned?
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\A
%X Firewalls present challenges for Kerberos

y

Most firewalls aren’t set up to permit Windows / Kerberos
validation — very often you can’t use Windows Integrated
Security through a firewall. So if your Pl Server is the
DMZ/PIN, you may not be able to get tokens to it if it can’t
“see” the Active Directory Domain Controller.

There are ways to deal with this —
a trusted domain in the DMZ is one
very specific firewalls rules are another
But that means even if you made your own local groups

In the Pl server Firewall
you may have to...
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Get some help from I.T.
(they respond well to offers of food)
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VA

y

\4 | \1
AV Two other tips

X

You can install Pl AF in the corporate/domain network, it
doesn’t have to be on the same computer as the Pl
System. In fact, one Pl AF server/Pl System can support
the module databases of several Pl System 2010 data
servers (even through firewalls) and if it is in the domain
you'll be more easily able to use the Table lookup
databases to get data from other relational database
sources.
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VAV
}ﬁ Two other tips

VA
y

Be careful if you are using Pl AF with Pl WebParts

and/or Pl Coresight so that you get a big enough
Pl WebParts / Pl Coresight server to handle the Pl
AF client software for multiple users.
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Thank you




