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ELECTRIC POWER
RESEARCH INSTITUTE

Presented by Paul Myrda - Technical Executive EIZEI
Herb Falk — Solutions Architect  [SISCO|
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EPRI Smart Grid Substation Lab

Bringing key industry resources together to explore real-world
application of standards

 Environment to test drive approaches and solutions

» Tailor work to focus on high impact areas
— industry need is great
— standards are nearly ready for prime time

— need to explore interoperability or refine understanding with a proof-of-
concept

* Vision reflects utility reality & best practices
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EPRI Smart Grid Substation Lab

e Currently supporting:

— Synchrophasor demos (C37.118 and 61850-90-5), exploring
PMU data sharing without phasor data concentrators

— LEMNOS, implementing multi-vendor router security
interoperability

— Multi-vendor 61850, demonstrating integration of data from
multiple vendor relays

— Transformer Performance, focusing on standards integration &
visualization for the Control Center
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SGS Lab Spans 3 Geographic Locations

3

;(.sghaﬂotte
..(Substation). ..
oogle

| Resources-PAMAP/USG s
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Architecture of the Lab

Knoxville

Pl Server

2 T Charlotte
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Equipment View

Historians
(Knoxville)
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EPRI Transformer Performance Project

« Demonstration project to bring transformer performance information to the
Control Center

« Initial phase will be completed in 2011 — expanding activity in 2012 to
include additional information

« Combination of EPRI general funding and sponsorship by AEP, Southern,
FirstEnergy & CenterPoint

« Driven by:

— desire to get meaningful asset performance information into the hands of Operations & other utility
staff

— desire to demonstrate how industry standards (61850 and CIM) play key role in deployment and
maintainability
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EPRI Transformer Performance Project

« Data from a variety of sources

— classic EMS power system telemetry (MW, MVar, Amps)
— newer temperature and dissolved gas telemetry

— routine DGA sample test results

— leading edge field transformer health monitoring device

 Visualization environment that supports geo-based
displays, a rich graphing environment and
deployment on tablet devices...
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EPRI Transformer Performance Project

« Real value is in the infrastructure

— 61850 substation device information
— translated into CIM SCADA messages
— consumed by historian

— presented in visualization tool via CIM model based
access to historic real-time data
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Key Benefit of IEC 61850 Data Model

Typical Legacy Protocol Data Model — DNP3
| need to find the MW loading on Transformer 123 -
Is it in register 1154 or 5411 IEC 61850 Protocol Data Model

ase to Ground Voltage

Phv
Functional Constraints
WX WX
A I Logical Nodes «— Measurement Unit
I : I: V MMxUT 0 MMXU2

Logical Device

Object Name =
Physical Device MMXUZSMXSA =
ddddddddddddd Feeder #2 Current Measurements

Device I MNetwork

| need to find the MW loading on Transformer
123 -MMXU1$MX$PhV$PhsA$cValmag$f

IEC61850 makes the Power System context visible and
reduces long-term operating cost

OSlsoft. USERS CONFERENCE 2012 (® @OSIsoftUC | #UC2012 10



EPRI Transformer Health Project

nd
held
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CM in : -
) =
Visualization History Historian
Database
CIM SCADA CIM SCADA

CIM SCADA
61850to CIV1 SCADA
Converter

61850

WAI\! >,

61850
Substation
Gateway

61850
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EPRI Transformer Health Project

Logout

sl &KL gle) @ l=]) @

XF3 transformer requires maintane, |

Substation
Transformer

S Canton
XF3

Nominal Voltage High

Side

Nominal Yoltage Low

ide

High Side MvA
Hinh Side M

5868.484
-SA1 1247

History: - From: 08/12/2010 (;§ 08:00:00 | To: 08/13/2010  08:00:00 | & @ (=[] (& @)
Bl citemprh1 ] xfmva
60 - 1200
—__/——\_‘/——\_ﬁ—‘_‘“—'—‘fﬂ—\_%\ .
s0 ‘ I Y7 1 so0
600
40 400
200
S 30 0 ,%
-200
20 -400
-600
10 -800
-1000
0 -1200
08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 00 01 02 03 04 05 06 07 08
08/12/2010 08:00:00,000 24.00 hrs 08/13/2010 08:00:00,000

g =2l-] (@ @

B oil Temp Ph1 XFMVA
W . 1200
47.2
1100
471
1000
S a7 K
900
46.9
800
46.8
46.7 700
08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 00 01 02 03 04 05 06 07
07/07/2009 08:00:00,000 24.00 hrs 07/08/2009 08:00:00,000
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EPRI Transformer Health Project

EPRI Logout

e ew 2w e)d=) e

XF3 transformer requires maint, |

TRANSFORMER XF3 _Fl [

DGAEQ_TESTID 1.001848409E9

EQID 1.001683617E9
SERIAL_NUMBER 1210204.0

wed Oct 26 00:00:0(
PDT 2005

DTE_SAMPLE

B DG (SUM) - PH1

|| TDG (SUM) - PH2

B DG (suM) - PH3

Measures | TDG (SUM) -
PHASE | (show All) v
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EPRI Transformer Performance Project

CIM Model in Model History Database is Key

« Model contains

— Equipment (Transformers)

— Network topology

— Substations

— Links to historic real-time data
— DGA sample test data

 Allows model-driven visualization tool access to historic real-time
data

* Visualization tool retrieval based on industry-standard model ->
reusability

OSlsoft. USERS CONFERENCE 2012 (® @OSIsoftUC | #UC2012
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Model Extensions
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Group Participation:
 Who has PMUs being installed or installed?

 Who has more than one PDC in the deployment
architecture chain?

* Who intends to use PMU information for automatic
control decisions?

« Who knows about IEC 61850-90-57

OSlsoft. USERS CONFERENCE 2012 (® @OSIsoftUC | #UC2012
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What is the impact of PDCs and Control

« What latency is introduced?

* What is the deployment considerations for
security?

OSlsoft. USERS CONFERENCE 2012 (® @OSIsoftUC | #UC2012
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PMU and PDC Typical Exchange Architectures

North NERC __ At least 4 tiers of PDCs
America
* National
* Regional
« Utility
Regional » Substation
Utilities > Substation
PDC (SPDC)
[Sums |

Substation 1
OSlsoft. USERS CONFERENCE 2012 (® @OSIsoftUC | #UC2012



Primary Purpose of PDCs

PMUs have a limited number of consumers that can be supported*

Most non-multicast stream PMUs are limited to 4 consuming
applications.

Provide Time-Alignment of multiple PMU streams for applications.

Minimizing the number of streams that need to be consumed by the
N+1 tier.

OSlsoft. USERS CONFERENCE 2012 (® @OSIsoftUC | #UC2012
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How PDC'’s perform time alignment
.

— S B | . :
AT — — — : ]
— PDC Reporting wil General Guidance

Jitter

1/Report Rate > AA_, + AP

- PMU Reporting (1/Report Rate)
- Time Alignment Delay (AA,,)

- PDC Processing Delay (AP)
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Need to avoid data “loss”

i ;3_ * |

E C37.118

= s ™ =) |
AT —— e 1 ;

Time alignments and mechanisms need to be determined on a application by
application basis (2 prevalent buffering/reporting algorithms):

* AAis small (slightly greater than reporting rate).

« AAis large (1 second typical).
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Hierarchy and PDC impact on Operational Performance
( AAsmall)

AA(msec) AP(msec) Reporting Rate

43 +5 10 16-17 ( 58 — 60 msec)
National
28 +5 10 20-23 (43 - 50 msec)
Regional
N 14 +5 10 30-35 ( 28 — 29 msec)
Utility
Substation ) 10 60-70 ( 14 —- 16 msec)
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Need to understand network utilization
What if AAis large?

* Re-emission Time (AE) is small (e.g.

approaching 0) AE (T1) for 30 reports/second

for 256 bytes/report is

— Limited by Bandwidth of media approximately: 30 msec

— Decreases “average” latency

— May have un-anticipated results What would this do to
to receiving applications visualization?

e AEis1second (e.g. same as AB)

— Assume that reporting rate is

equally distributed. AE for 30 reports/second

— More likely to be tolerated by
receiving applications

OSlsoft. USERS CONFERENCE 2012 (® @OSIsoftUC | #UC2012 24



Operations include control (e.g. Remedial Actions Schemes
and Others)

A RAS Case Simulation

JI ? — ‘,9 ' ‘,4 ' T 5’,4 T 5,3 T ' ' I5C' 1 cycle = 16.7 milliseconds
0|123456 8 9 10 11 12 13 14 15|16
Time in Cycles
Time Operational Events
Step 7 @ 0 Cycle 3 Phase Fault on the Bus
Step 2 @ 1cyde | rggreessnetme sl | L Event Detection Fault 5 Cycles
Clearing:
Step 7 @ 5 Cycles Open CBs for lineAransformer out
, RAS Logic P ing for trip signal .
Step 4 @7 Cycles | (I Chatotrip generators o } RAS Processing: 2 Cycles
_ _ 3
Step 54 | @10 Cyeles | OPED CDs emcriated v 12 o |
Mitigation Generation
~ Open CB iated with 4 Tripping / Load
Step 58 @ 12 Cyeles | O tore (I Batch Mitigation) ; Shedding: 9 Cycles
Step 5C @ 16 Cycles Open CBs associated with 2

generators (III Batch Mitigation) Y,

Total Elapsed Time: 16 Cycles
RAS Processing Target: 3 Cycles (50 msec)
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Testing and

understanding

Is key:

(Current thought
process for research
test architecture).

Being extended to have
multiple PMU/PDC
vendors.
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Knoxville
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GRID %

Omicron CMC 256

geailunl
orn bd BRI

eives control signal at T6 ) )
 Other PMU ‘A’ signal to PMU B 7) PMU B receives signal at
PMUs SEL-487E _
! I ==
\ -
PDC 1 \ -
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'

B

1

: PDC 4: | PDC 3: SEL-3373
| other vendor: | -
o T
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v
Pl Historian
Analytics /

A
Control Signal @%‘Gﬂl

——
Simulated i
PMUs A J,ﬂTlme Al 6) PMU Areq
Other Sends contro

Scenario 3
Two Substation PDCs feeding Central PDC

Note: 1) Time A1=B1

L.

2) 3373 calculates at Time 2:
Time B2-B1
TimeA2-A1

3) Received @ I/F =Time 3
Time B3-B1
Time A3-A1

4) Received @ Historian = Time 4

5) Received @ UAP =Time 5
Sends control signal to PMU A

Charlotte

1) Time B1

T e
GRID %

Simulated
PMUs

7|

-

Other
hardware
PMUs

PMU ‘B’
SEL-487E

Y A

PDC 2
@ o2PDC.

Knoxuville

verlzon

Cisco CGR
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Control issues: Events vs Streams

« Consider reporting a digital state in a synchrophasor stream 30
times/second.

— This means that the transmission of a change of digital state is delayed by at
least 30 msec. XX actually AT MOST 30 MS + PROCESSING TIME

« The implication of this is that this stream reporting rate is not useful
for high-speed control/critical applications (e.g. RAS). In order to use
streams for control, faster report rates are required if events are not
implemented.

* Indicates the need for event driven messaging for digitals as well as
streaming analogs.
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Next steps after C37.118 Testing

 Evaluation of IEC 61850-90-5.

« Harmonization of synchrophasor measurements
with CIM and 61850 model.

OSlsoft. USERS CONFERENCE 2012 (® @OSIsoftUC | #UC2012
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Comparison of C37.118.2, 61850, and 61850-90-5

Function C37.118 IEC 61850 GOOSE IEC TR 61850-90-5
and SV
Streaming Protocol Yes Sampled Values is streaming
GOOSE is event driven
Rate of 10 -30 80-256 samples/cycle 10 — 15360
Measurement/Reporting samples/second (4800 — 15360
samples/second)
Natively Routable using IP Yes No. Must use Yes
bridged-routing
(brouting)
Application Focus Situational Control ( 3 msec) Control and Situationa
Awareness Awareness
Standard Addresses Security | No Yes — Authentication Yes — encryption and Z
(62351-6) authentication
Communication profile fully No Yes Yes
specified
Measurement Specification Yes No Reference C37.118.1
for synchrophasors <
Event Driven Capability No GOOSE Z
Protocol is semantically No Yes
driven (e.g. object oriented)
Standardized configuration No Yes

language

OSlsoft. USERS CONFERENCE 2012
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What 90-5 Looks like

Synchrophasore Measurements per IEEE C37.118.1

IEC61850-7-4

IEC 61850-7-2 Objects

IEC 61850-7-2 Services

IEC61850 SCSM

IEC61850-90-5

Configuration via

IEC 61850-6

Transport Layer

Network Layer IP QOS: DSCP

OSlsoft. USERS CONFERENCE 2012 (® @OSIsoftUC | #UC2012
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How Synchrophasors integrate with CIM and 61850

Corex Function
IdentifiedObject

<FNCT{/ 0.1
+memberOf +SubFNCT (0..*
+belongsTo 0..* RemolaTiH P - o cubFun

IED-IED PowerSystemResource

0.* «Harmonizations ¢ &

+ configVersion :String

+ manufacturer :String
\ i i
- type :String +PSR- 0.* ~SubfunctionFNCO.1 0.+
<lED Uee
+Contained
0+Contains
0.* Collectionsz DataObject

. FunctionalCollection
«Harmonizations <}

«Harmonizations

+DataObject | 1..*

<Server 1.+ ~Ninst “LNode-LNode 0..% +LNClass|0..#
Measurement ValueSource [ | ] - = 7
N LogicalDevice . LandardicedDelinitionClass
DS ECoRIneRy; ~ContainedBy ~Contains - <LNInst +LNClass LNClass
0.#31850» & 0.1 «61850% 0.¢|* inst :String [0.1F 7 )
LNinst

= prefix :String [0..1]
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Security and appliance impact?

IP Priority Enabled

10 Meg

3 Meg
3 Meg
PMU’s
(=]
N~
N
Netwrok
Impairment
Tool

N

Q

S S5GOOSE1

WS5GOOSE3 Wireshark

Wireshark
Two Network Cards Running y
Wireshark On Each Card For

Latency Measurements

Courtesy of Pacific Gas and Electric
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ombining CIM, 61850, and Comms

«enumerations
Communication:
PhyConn_ENUM

unknown
10Base-T
1000Base-TX
10000Base-TX

TypeOfC

«enumeration»

Switch
Router

100Base-FX
1000Base-FX

CommunicationEquipment

EquipmentType :TypeOfCommunicationEquipment

FunctionalCollection
IEC61850:
LogicalDevice

+Contains

+ContainedBy {/ 0..1

I~
1.4

«61850»
-Containslo‘.* 618505
FunctionalCollection
IdemtifiedObject
IEC61850:LNode - ~ContainedBy
+ inst :String [0..1}_ 0.*
. o
0.. \-PSR
~~ IdentifiedObject
(L Core:

IEC61850:LNInst

PowerSystemResource

+ prefix :String [0..1]

< configVersion :Stiny

IdentifiedObject

SCADA:RemoteUnit

+RemoteUnits -ationLinks | icationLink

Communication:
IPv4_AccessPoint

<~ IP-Gateway :String

X + IP-Subnet :String
SCADA: PR . raaress String

0..* «Harmonization» ] _.*

IEI=belongsTo 0..%
~memberOf 0..*

+Connection2 0..1

+CommunicationLink | 0..*

«Harmonizations
~PhyConn\ (L

ldentifiedObject

Communication:
Layer2_AccessPoint

Communicationinterface
<+Connectionl 0.1 — |
+ InterfaceType :TypeOfComminterface

«Harmonizations

|EEE_Priority :int
MAC_Address :String
VLAN_ID :int

% +Interface  0.*

Communication=PhysicalConnector

TypeOfPhyConn :PhyConn_ENUM

+AccessPoint t0..%)..*
i

IdentifiedObject

<AccessPoint| IED:zAccessPoint

+ manufacturer :String
+ type :String

—IED, e

«Harmonization»
1

0.1 «Harmonizations +AccessPoint

-
0.*

«Harmonization»

MeasurementValueSource
IED=Server

“ldentifiedObject

aliasName :String [0..1]
description :String [0..1]
localName :String [0..1]
mRID :String [0..1]
name :String [0..1]
pathName :String [0..1]

+Server
=

0.1
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10M Ethernet
100M Ethernet
1G Ethernet
MPLS
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Impact on OSlsoft users

* New interface to support 90-5 for secure
synchrophasor exchange.

* Modeling in AF for CIM+ other information.
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Synchrophasor, CIM, and 61850: in AF

= C Substation(I:14)
=} I AMHERST (Substation)
A EquipmentContainer.Contains_Equipments
A EquipmentContainer.has_units
A PowerSystemResource.Contains_Measurements
I dFreq (Analog)
I Hz (Analog) :
=- I PhaseAngle (Analog) Standardized
= A Analog.Contain_MeasurementValues Names
I AMHERST9/MMXU 18MX$PhVénetscVal$angsf (AnalogValue)
[=-- A Measurement.DataObject
= I PhV (DataObject)
= A DataObject.LNode
I MMXU1 (LNInst)
A DataObject.Measurement

[0+
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CIM, 61850, and Comms if AF

¥ 5150 Model Explorer =101 x|
File Tools Help
(- C Server(I:165) ;I Py
(- C ShuntCompensator(I:17)
C SiscoUnresolvedInstance(I:376)
C StaticvarCompensator(I:3) Name: IAMHERST_AMHE‘IOOSUBNET_XCBR_CommunicaﬁonLink_MMS
C SubGeographicalRegion(I:5) Description: l
- C SubloadArea(I:2)
- C Substation(l:14) ID: |a4aa4516~eb28—4932-b071~fedc67929daa
& A:H;:tsrwn( ::tl::s:a::\)er.Contams_Equupmens URI: Ionet.com/tempuri#_a4aa4516-eb28-49a2-b07l-fedc67929daa
[=- A EquipmentContainer.has_units
I AMHERST_Router (CommunicationEquipment) Properties
= I AMHERST_Switch (CommunicationEquipment) T g
A Remotelnit.ContainedBy (CommunicationLink.ProtocollnUse IEC61850 a
& A RemoteUnit.PhyConn IdentifiedObject. aliasName
I Port-1 (PhysicalConnector) IdentifiedObject.description
B I Port-2 (PhysicalConnector) IdentifiedObject.localName
I Port-3 (PhysicalConnector) IdentifiedObject.mRID
& I Port-4 (PhysicalConnector) IdentifiedObject.name AMHERST_AMHE400SUBNET_XCBR_C...
A CommunicationInterface.Connection2 [dentifiedObject.pathName
&= A Communicationinterface.Unit Pv4_AccessPoint.IPAddress 192.168.10.6
& I AMHERST_AMHE400SUBNET_XCBR_IED (IED) 1Pv4_AccessPoint.IP-Gateway 192.168.10.1 =
- A RemoteUnit.CommunicationLinks
I AMHERST_AMHE400SUBNET_XCBR_CommunicationLink_Layer2_RX (Layer2_AccessPoint) Associations
I AMHERST_AMHE400SUBNET _XCBR_CommunicationLink_Layer2_TX (Layer2_AccessPoint) Name iption
) EAMHERST_AMHE400SUBNET_XCBR_CommunicationLink_MMS (ISOUpperLayer) — -
- A RemoteUnit.PhyConn Commun!catfonL!nk.AccessPolr,t AMHERST_AMHE400SUBNET _XCBR _Acc...
I AMHERST_Switch (CommunicationEquipment) |CommunicationLink.RemoteUnits AMHERST_AMHE400SUBNET_XCBR _IED
[#- I Port-5 (PhysicalConnector)
#- I Port-6 (PhysicalConnector)
[ I Port-7 (PhysicalConnector)
- I Port-8 (PhysicalConnector)
- I Port-9 (PhysicalConnector)
[#- I WAN (PhysicalConnector) LI
P B Ptim ek e e ki Mmoo mm .
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Once in AF, can use the rest of OSisoft

Tooling for visualization and analysis
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