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2 US Power Plants 

affected with Malware 

In both cases the malware 

was delivered with a USB 

drive. 
January 16, 2013 

By Jeff Goldman, eSecurityPlanet.com 

Chinese Hackers Blamed for Intrusion 

at Energy Industry Giant Telvent 

 
A company whose software and services are used to 

remotely administer and monitor large sections of the 

energy industry began warning customers last week that it 

is investigating a sophisticated hacker attack spanning its 

operations in the United States, Canada and Spain 

Saudi Aramco Restores Network 
After Shamoon Malware Attack 
 
Hacktivist-launched virus takes out 75% of state-
owned oil company’s workstations, signals the 
growing power of attackers with social or political 
agendas. 

Matthew J. Schwartz 
Updated: 12:22 p.m. August 27, 2012 
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OSIsoft Technical Support (2012)  
•  8 Cyber incident cases handled 

–  Some false positives 
–  Most were not 

•  Observation 
–  Very disruptive 
–  Trending higher (3 in 2013.Q1) 
–  We take it serious 
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What happened, is my PI System ok? 

•  Malware discovery (3) 
–  File sharing (2) 
–  Web browsing (1) 

•  Missing 3rd party security update (2) 
•  Anti-Virus false positive (2)  
•  Compromised credential (1) 
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Emergency Preparedness is Key 
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Regulatory Uncertainty 
continues for Power Generation 
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NERC CIP version 4 and version 5 
NRC 5.71 and NEI 08-09 
Presidential Policy Directive PPD-21 
Executive Order - Improving Critical Infrastructure Cyber Security 
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Support Capability Levels 
•  Personnel surety 

–  Background checks 
–  Role based cyber security education 

•  Multi-factor authentication 
–  Extend beyond services and admins  

•  Incident response plan 
–  Design and exercise the plan 
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Managed (MIL3) 

Initiated (MIL1) 

Incomplete (MIL0) 
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Threat Interaction Categories 
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Pattern 1: DMZ PI 
Control Network DMZ Corporate Domain 

PI Interface 
Service 

Critical Usage 
5450 
5457 
5459 

Web Apps 
PI Coresight 
PI Notifications 
PI WebParts 

5450 
5457 
5459 

Desktop Apps 
PI ProcessBook 
PI DataLink 

Web Server ASSETS THREAT ACTORS 
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Pattern 2: PI High Availability 
Control Network DMZ Corporate Domain 

PI Interface 
Service 

Web Apps 
PI Coresight 
PI Notifications 
PI WebParts 

Desktop Apps 
PI ProcessBook 
PI DataLink Critical Usage 

5450 
5457 
5459 

5450 
5457 
5459 

Web Server ASSETS THREAT ACTORS 
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Pattern 3: DMZ PI to PI 
Control Network 

DMZ 

Corporate Domain 

PI Interface 
Service 

PI-to-PI 
Interface Critical Usage 

Web Apps 
PI Coresight 
PI Notifications 
PI WebParts 

Data Traffic Only 
(no user queries) 

5450 5450 

Desktop Apps 
PI ProcessBook 
PI DataLink 

Web Server ASSETS THREAT ACTORS 
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Pattern 3+: Absolute Enforcement 
Control Network 

Enforcement 
Zone 

Corporate Domain 

PI Interface 
Service 

Critical Usage 

Web Apps 
PI Coresight 
PI Notifications 
PI WebParts 

Desktop Apps 
PI ProcessBook 
PI DataLink 

Web Server ASSETS THREAT ACTORS 
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Wednesday 
(2:40 PM – 3:10PM) 

 

WECC Reliability Coordination 
Security Baselines and 

Configuration Management 

Thursday 
(11:20 AM and 11:50 PM) 

 

Reference Architecture 
for a Reliable 

PI System Infrastructure   
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Security Development 
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Trusted Advisors: 
•  Idaho National Lab 
•  Microsoft 
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Security Engagements 
•  Idaho National Lab 

–  2005 Assessment 
–  2008 vCampus Live! 
–  2009 vCampus Live! 
–  2011 Cooperative Research 
–  2012 vCampus Live! 

•  US Army NetCom 
–  2009 CoN #201006618 
–  2013 CoN (recertified) 

•  US NRC 
–  2010 DISA, NIST 

•  SAP QBS Certification 
–  2012 Veracode 

•  Microsoft Information Security 
Consulting 

–  2009 PI Server 
–  2010 PI Agent 
–  2011 PI Coresight 
–  2011 PI AF 
–  2012 PI ProcessBook 
–  2012 Products in Design (3) 
–  2013 Engineering Management 
–  2013 Products in Design (1) 

•  Windows Logo Certification 
–  2008 Server Core 
–  2011 Server Core R2 
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PI System Network Ports and Services  
Service Endpoint Platform 

Library 
Port 

(TCP) 
Transport 
Security 

Comment 

MS SQL Server Winsock 1433 See MS189067 to enable SSL 

Managed PI Agent WCF 5449 ü 

 
PI Server 

 
Winsock 

 
5450 

Secure authentication via SSPI 
Post assessment mitigations  

Transport security on roadmap 

ACE Web Service ASP.Net 5456 PI Web Services alternative 

AF Server WCF 5457 ü 

PI Notifications WCF 5458 ü 

AF Server (Streaming) WCF 5459 ü 

PI SQL Data Access Server WCF 5461 ü 

19 
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Open Communication on Cyber Security 

20 

Bottom line: OSIsoft is actively finding and fixing issues. 
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Wednesday 
New Technologies for 

Cyber Security 
 (3:20 PM – 3:50PM) 

 

Product Expo PI Security Pod 
(12:35 PM - 5:20 PM)  

Friday 

PI System Security Workshop 
(8:30 AM and 12:00 PM) 

  
Migrating to PI Server 2012 with 

PI AF and WIS 
(8:30 AM and 12:00 PM) 
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Summary 
•  What happens to one company affects us all  
•  Security is better with newer versions 
•  Let’s work together on resilient data infrastructure 

–  Start now at #UC2013! 
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Get hands on knowledge of how to 
use and get value from the PI System PI 

System 
Admins 

Developers 

Power  
Users 

System 
Integrators 

Anyone 
technical 

OSIsoft 
Partners 
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