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Cyber Security

4> 010 ey W
o B e B B an > J oo
33 el
e «d 3
u 3 O s @ -
N “ /M_T mADmM%o{ B < 6.._M_o i
‘ LBV o fa O W BB, g AE A, WE
i i P %gu o i 81 193¢ &E,m@tu g Ww 0
o_sJ\I ~ W— D0 =9-O s
RS LA {1l Sl g Soc
m_____d ..m AA.WM\\\@ ’/un A.W.An&A“-m « = ﬁl%
_Hé < @] - @m\[ \.I.JE .”’
S 1F- # & S WJwos

o & B S . "
m G > =3 El o 0O Woo @ g5 > e @.ﬁim_hjmo@gf.:o,_-
o 323 G Yk F18 T I O 2 o o I D% &

Em “agm wa* i :
v, o y

& mmm%. o w&m, .______llmm_
? o a» € wi>»

o I <5 % o DY C)%, il 38

S €6 R

" s 00l e (| Ry KO U

p L CEr 0| Pt KT ol Mo S

o o € o Bk g R yelD0lagg o8 Sk

| box © R Gy fH

Presented by Bryan S. Owen PE

OSlsoft — Cyber Security Manager

© Copyright 2013 OSlsoft, LLC.

® @OSIsoftUC | #UC2013

a0
o
~
m
O
Z
m
o
m
m
Z
o)
O
v
4
m
%
-
5
=
0
o



InformationWeek § / @@@N .
3

/ 7‘5 TN .
- 2 C -

Saudi Aramco Restores Network y COn; HN ( WS
After Shamoon Malware Attack seco,,p"ter ) OG),

9 ene, Tus hi,
Hacktivist-launched virus takes out 75% of state- Co/np el'gy P Its
owned oil company’s workstations, signals “=-. "?asGa Uty O Il',h
growing power of attackers with social 0 - Omp Mo toms

agendas.

Matthew J. Schwartz
Updated: 12:22 p.m. August 27, 20
-

>
4

OSlsoft. USERS CONFERENCE 2013 ® @OSIsoftUC | #UC2013 © Copyright 2013 OSlsoft, LLC. (K]



Emergency Preparedness is Key
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Eugene Kaspersky e kaspersky 24 Jan
Khalid Al Falih, CEO Saudi Aramco: "We won't understand our
dependence on IT till a disaster. It's like blood without oxygen" <- so
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Pattern 1: DMZ PI

Control Network DMZ Corporate Domain
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Pattern 2: Pl High Availability

Control Network Corporate Domain
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Pattern 3: DMZ Pl to PI

Control Network Corporate Domain
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| DMZ
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@ | Pl-to-PI
I Interface
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! Data Traffic Only
I (no user queries)
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Pattern 3+: Absolute Enforcement

Control Network

Corporate Domain

Enforcement
Zone
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Wednesday
(2:40 PM - 3:10PM)

\

WECC Reliability Coordination
Security Baselines and

KConfiguration Managemery
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(11:20 AM and 11:50 PM)

Reference Architecture
for a Reliable
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Wednesday Friday
New Technologies for Pl System Security Workshop
Cyber Security (8:30 AM and 12:00 PM)

(3:20 PM — 3:50PM)

Migrating to Pl Server 2012 with
Product Expo Pl Security Pod Pl AF and WIS
\_ 235PM-520PM) /) \_ (830 AW and 12:00 PW)
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