Cyber Threats:
What Should | Do
to Harden my

Pl System?

Presented by Vadim Sizykh
Omar Mohsen

OSlsoft. EMEA USERS CONFERENCE 2014



OSlsoft.

USERS®

CONFERENCE ~
The Power of Data
E M E A

OSlsoft. EMEA USERS CONFERENCE 2014




The Top 4

1: Use

-

4: Least Privileges
OSlsoft. EMEA USERS CONFERENCE 2014 © Copyright 2014 OSlsoft, LLC. 3]




Hmmm...

How do we get started?
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Excellent!

We are just getting started.
What else should we know?
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Learning from history...

Steelmaking |

* Very expensive prior to 1860’s
— knives, swords, armor, etc.

* Engineering innovation

* Now basic to the world
industrial economy
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Hardened in Development

Steel

Fe, C, Mn, Ni, Cr, etc...
Heat treating
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Software

Input validation, Least privilege

SDL process

/DYNAMICBASE (ASLR)

/NXCOMPAT (*)

Pl Server Version PR1 wis 2010 2012
SDL Defense 3.4.375.38 3.4.380.36 3.4.385 3.4.390
PointerEncoding Future
Cod /Analyze Adhoc
ea
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Hardened in Deployment

Epoxy coated pipe Connection Tunnels

\ 4
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Build Complimentary Knowledge

Domains

« Software Development
« System Integration

* Operational Excellence
» Security Research
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IT Security Baselines

- : - L Security
Micresoft | Solution I%%) Benchrarks"

Socurity Compience | Accelerators T oo | S

INTERNET SECURITY

v' Multi-Platform + Device
v' Limited Free Download

v' Subscription Model*

v" Hardened Virtual Images*

v Microsoft Products
v Free Download

v NIST + FISMA

v" Multi-Platform + Device
v" Free and Government Only Download

4
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http://technet.microsoft.com/en-us/library/cc677002.aspx
http://benchmarks.cisecurity.org/
http://iase.disa.mil/stigs

HD Moore’s Law

Corollary:

Metasploit won’t tell you you’ve done “enough”
but it just might prove if you haven’t.
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Cyber Attack Simulations

[EC’s Cyber-Gym toughens up
Israel’s infrastructure

Cyber-defenders at the Israel Electric Company have to mitigate up to

6,000 ‘fake’ hacker attacks per second, helping them practice for the
real thing
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Cyber Challenges

Q
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Hardened Image Challenge Series

Project “Hard Rock PI”

* Internal OSlsoft Challenge
— Create virtual images in Azure
— Prizes!

 Enable security features
— Operating system
— Pl System
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Hardening Features in “ACDC”

Development Deployment
 Windows Server 2012 R2  « Whitelisting
« Pl Coresight 2013 « Configuration
Pl Server 2012 « Security Tools

Secure by Secure by Secure in
Design Default Deployment
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&2 Windows Azure PREVIEW €3

mmmm all items

NAME TYPE STATUS SUBSCRIPTION LOCATION p e

“Hardrock”

“ACDC”

“Pl Server 3.4.390.18” //

“ACDCTNT” “ACDCBackInBIaCk”

> “ACDCHighVoltage”

“SQL Server 2012”

“P| AF 2.6.0.5804” “PIl Coresight 2013”

wf= NEW
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Securing Pl Coresight with SSL certificates

1. Open lIS and click on your Web Server name
2. Open “Server certificates”

3. Import the “Personal Information Exchange”
certificate and place it in the web hosting store

4. Select the newly imported certificate in the
Pl Coresight website bindings
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Bl Windows Server 2012R2

Wirsdows Server 2012 R2 Datacenter Preview

Iwabaatson copy. Baaic 9411
¥




Server Core

PS C:\> get-windowsfeature -name #¥guix

Display Name Name Install State

Graphical Management Tools and Infrastructure Server-GQui-Mgmt-Infra Available
1 Server Graphical Shell Server-Gui-Shell Available

GUI is add/remove feature as of Windows Server 2012

Eg. Add the management GUI without full desktop:

Install-WindowsFeature -name Server-Gui-Mgmt-Infra
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Whitelisting with Applocker

* Run only approved files
— By user or group
* Rules based on:
v Publisher
v Path
v’ File hash
» Action modes
v Audit only
v Enforce allow or deny
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Publisher Exceptions

Edit the values below to modify the scope of this rule.

Publisher:
|D=OS|SOFT, LLC, L=SAN LEANDRO, S=CALIFORNIA, C=US I

Product name:
L |
File name:
B |
File version:
|° | |And above VI
More about publisher rules
OK || Cancel || soply |

© Copyright 2014 OSlsoft, LLC.
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Pl Server Authentication Policy

-Server - My_Pl
92 API trusts are disabled

— QD SDKtrusts are disabled

D Explicit login disabled

(4 Explicit login for piadmin disabled
(4 Blank password not allowed

,‘« . = f *-""'-..,\_“
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PISYSAUDIT Configuration Baseline

AuditltemMame AudititemValue|Severi
Severe
° 16 Criti Cal CheCkS Domain Membership Check Severe
Domain Membership Check Severe
Operating System SKU Severe
. Operating System SKU Severe
- W I n d OWS S e rve r Operating System SKU Severe
Firewall Enabled Moderate
P I S e rve r Firewall Enabled Moderate
Pl Data Archive Table Security Moderate
_ P I AF S e rve r Pl Admin Trusts Disabled Severe
Pl Server SubSystem Versions Severe

Edit Days Severe

—SQL Server

Impersonation mode for AF Data Sets
Pl AF Server Service privileges

0L Server Adhoc Queries Check
QL Server DB Mail XPs Check
QL Server OLE Automation Procedures Check

4
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WI n d O W S F I r eW aI I Windows Firewall with Advanced Security on Local Computer

‘ Windows Firewall with Advanced Security provides network secur

» Control inbound and Gverview
Domain Profile is Active

outbound network © Widons Frowal s on

© Inbound connections that do not match a rule are blocked.

t raﬁl C ® Outbound connections that do not match a rule are blocked.

Private Profile

» Connection security @ WidwsFrnetis

® Inbound connections that do not match a rule are blocked.
r u I e S ® Outbound connections that do not match a rule are blocked.

Public Profile

@‘ Windows Firewall is on.

© Inbound connections that do not match a rule are blocked.
® Outbound connections that do not match a rule are blocked.

Windows Firewall Properties

© Copyright 2014 OSlsoft, LLC.
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Securing the network with IPsec

1. Open “Windows Firewall with Advanced security”

2. Open “Connection security rules” and create a new
connection security rule

3. Create a new inbound rule for port 5450 and choose
“Allow the connection if it is secure”

4. Add more restrictions such as allowing only specific
users and computers
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Windows Security Tools

1. Security Compliance Manager (SCM)

2. Microsoft Security Baseline Analyzer (MBSA)

3. Enhanced Mitigation Experience Toolkit
(EMET)
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1. Security Compliance Manager

» Baseline configuration database and tools
— Microsoft recommendations
—Industry best practices
— Guide documents and attack surface reports

« Group policy objects
— Customize baseline settings
— Import and export capability
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Name

# Protocol Configuration 50 Setting(s)
Domain controller: LDAP server signing requirements
Domain member: Digitally encrypt or sign secure channel data (always)
Domain member: Digitally encrypt secure channel data (when possible)
Domain member: Digitally sign secure channel data (when possible)

Domain member: Require strong (Windows 2000 or later) session key

Interactive logen: Number of previous logons to cache (in case domain controller is n

Interactive logen: Require Domain Controller authentication to unlock workstation
Microsoft network client: Digitally sign communications (always)

Microsoft network client: Digitally sign communications (if server agrees)
Microsoft network client: Send unencrypted password to third-party SMB servers
Microsoft network server: Dhgitally sign communications (always)

Collapse Severity: | Critical
Value must be equal to Enabled.
Comments:

Customize setting value Enabled |~

v Setting Details
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v

Default

Mot defined
Enabled
Enabled
Enabled
Disabled

10 logans
Disabled
Disabled

Disabled
Disabled

Customize this setting by duplicating the baseline

Microsoft

Mot Defined
Enabled
Enabled
Enabled
Enabled

4 logon(s)
Disabled
Enabled

Disabled

Customized

Mot Defined
Enabled
Enabled
Enabled
Enabled

4 logon(s)
Disabled
Enabled

Disabled
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Severity

Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical

Critical




2. Microsoft Baseline Security Analyzer

* Checks for missing —

Administrative Vulnerabilities

security updates and s e

¥ GuestAccont  The Guest accountis not enabled in any of the databases.

common configuration , =~ e
issues o

g
ﬂ CmdExecrole  CmdExecis restricted to sysadmin only.
What was scanned
9 Registry The Everyone group does not have more than Read access to the SQL Server and/or MSDE registry keys.
Permissions What was scanned
¥  Doman SQL Server and/or MSDE is not running on a domain controler,
Controller Test  hat was scanned
¥ sysdtslg Sysdtslogs90 table does not exist n the Master or MSDB databases
What was scanned
¥  SSISRoes  The BUILTIN Admin does not belong to the SSIS roles.

— Operating System
—SQL Server
—Web Server

a
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3. Enhanced Mitigation Experience
Toolkit (EMET v5.0)

* Microsoft ‘bolt-on’ tool for Windows
— supports management with group policy

« Guards common memory corruption exploits
— DEP, ASLR, SEHOP
— EAF, return-oriented programming

« “certificate trust” feature
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It’s ok to enable EMET with Pl System.

o A Enhanced Mitigation Experience Toolkit

B Import ﬁ m Ei

B export Wizard  Apps  Trust

Quick Profile Name:
Maximum security settings ~
Skin: EMET Dark Style v

System Status

Data Execution Prevention (DEP)

Structured Exception Handler Overwrite Protection (SEHOP)

Address Space Layout Randomization (ASLR)

Certificate Trust (Pinning)
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v Windows Event Log
v Tray Icon

v Early Warning

éAlwa ys On

Alwa ys On

Application Opt In

Enabled

Process Name « Running EMET
pialarm - PI Alarm Subsystem
piarchss - PI Archive Subsystem
pibackup - PI Backup Subsystem
pibasess - PI Base Subsystem
pibatch - PI Batch Subsystem
pilicmar - PI License Manager
pilogsrv - PI log server

pilogsry - PI log server

pimsgss - PI Message Subsystem
pinetmar - PI Network Manager
pipeschd - PI PE Scheduler
pisnapss - PI Snapshot Subsystem
pisglss - PI SQL Subsystem

pitotal - PI Totalizer

piupdmgr - PI Update Manager

random - random

A A A L R AR R R E LR RN R
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My takeaways from the Hard Rock PI

« Cyber security became a passion

« Helped me in protecting myself against Cyber
attack

* Improved my field service experience
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Summary

A

A

N

Collaborate

Whitelisting

Security
Compliance
Manager

Trainings

Colleagues
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Vadim Sizykh

vsizykh@osisoft.com

Systems Engineer,
Russia

OSilsoft, LLC
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Omar Mohsen

omohsen@osisoft.com

Computer Software
Specialist, Bahrain
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Questions

Bryan Owen bowen@osisoft.com
Principal Cyber Security Manager

Jim Davidson |jdavidson@osisoft.com
Principal Cyber Security Advisor

Mike Lemley mlemley@osisoft.com

Senior Cyber Security Developer
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Please don’t forget to...

Complete the online survey for
this session Share with your friends

eventmobi.com/emeaucl4

#UC2014

ELf Lin
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KB00994 - Whitelisting with AppLocker

KB01062 - Anti-virus Software and the Pl System

OSlsoft Users Community — Forums — Cyber Security
PISysAudit - Introduction of a new security tool

vCampus — Downloads — Extras
Live 2012 Hands-on Labs:
Security for Pl System Admins
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