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4: Least Privileges
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Hmmm…
How do we get started?
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Knowledge Base “Step by Step”
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Excellent!
We are just getting started.

What else should we know?
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Learning from history…

Steelmaking

• Very expensive prior to 1860’s

– knives, swords, armor, etc.

• Engineering innovation

• Now basic to the world 

industrial economy
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Hardened in Development

Steel
• Fe, C, Mn, Ni, Cr, etc…

• Heat treating

Software
• Input validation, Least privilege

• SDL process
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PR1

3.4.375.38

WIS

3.4.380.36

2010

3.4.385

2012

3.4.390

Pointer Encoding Future

/Analyze Adhoc

Heap corruption detection 100%

Safe function migration 80%

Linker SEHOP (*) Win 2008+ Win 2008+ Win 2008+ Win 2008+

/SAFESEH (*) 100% 100% 100% 100%

/DYNAMICBASE (ASLR) Win 2008+ Win 2008+ Win 2008+

/NXCOMPAT (*) Win 2003 SP1+ Win 2003 SP1+ Win 2003 SP1+

/GS /GS V2 /GS V2 /GS V2 /GS V3

Compi ler Vers ion VC++ 2005 VC++ 2005 SP1 VC++ 2008 SP1 VC++ 2010 SP1

Windows Server Core Win 2008+ Win 2008 R2 Win 2008 R2+

Native x64 (*) Supported Supported Supported Supported

PI Server Version

SDL Defense

Code

Compiler

Platform
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Hardened in Deployment

Epoxy coated pipe Connection Tunnels

Windows Advanced Firewall

Connection Security Rules

PINET Traffic

TCP 5450
PI Data Archive
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Build Complimentary Knowledge

Domains

• Software Development

• System Integration

• Operational Excellence

• Security Research
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IT Security  Baselines
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 Microsoft Products

 Free Download

 Multi-Platform + Device

 Limited Free Download

 Subscription Model*

 Hardened Virtual Images*

 NIST + FISMA

 Multi-Platform + Device

 Free and Government Only Download

http://technet.microsoft.com/en-us/library/cc677002.aspx
http://benchmarks.cisecurity.org/
http://iase.disa.mil/stigs
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Moore’s Law
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Corollary:

Metasploit won’t tell you you’ve done “enough” 

but it just might prove if you haven’t.

HD
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Cyber Security (301) - 5 days

http://ics-cert.us-cert.gov 
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Cyber Attack Simulations
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Cyber Challenges
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Hardened Image Challenge Series

Project “Hard Rock PI”

• Internal OSIsoft Challenge

– Create virtual images in Azure

– Prizes!

• Enable security features

– Operating system

– PI System
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Hardening Features in “ACDC”

Development

• Windows Server 2012 R2

• PI Coresight 2013

• PI Server 2012

Deployment

• Whitelisting

• Configuration

• Security Tools

Secure by 

Design

Secure by 

Default

Secure in 

Deployment
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“ACDC”

“ACDCTNT”

“ACDCHighVoltage”

“ACDCBackInBlack”
“PI Server 3.4.390.18”

“PI AF 2.6.0.5804”

“SQL Server 2012”

“PI Coresight 2013”

“Hardrock”
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Securing PI Coresight with SSL certificates

1. Open IIS and click on your Web Server name

2. Open “Server certificates”

3. Import the “Personal Information Exchange” 

certificate and place it in the web hosting store

4. Select the newly imported certificate in the 

PI Coresight website bindings
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Server Core

22

GUI is add/remove feature as of Windows Server 2012

Eg. Add the management GUI without full desktop:

Install-WindowsFeature -name Server-Gui-Mgmt-Infra  
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Whitelisting with Applocker

• Run only approved files

– By user or group

• Rules based on:

 Publisher

 Path

 File hash

• Action modes

 Audit only

 Enforce allow or deny
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PI Server Authentication Policy

24



© Copyr i gh t  2014  O SIs o f t ,  LLC .

PISYSAUDIT Configuration Baseline

• 16 Critical checks

– Windows Server 

– PI Server

– PI AF Server

– SQL Server
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Windows Firewall

26

• Control inbound and 

outbound network 

traffic

• Connection security 

rules 
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Securing the network with IPsec

1. Open “Windows Firewall with Advanced security”

2. Open “Connection security rules” and create a new 

connection security rule

3. Create a new inbound rule for port 5450 and choose 

“Allow the connection if it is secure”

4. Add more restrictions such as allowing only specific 

users and computers
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Windows Security Tools

1. Security Compliance Manager (SCM)

2. Microsoft Security Baseline Analyzer (MBSA)

3. Enhanced Mitigation Experience Toolkit 

(EMET)

29
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1. Security Compliance Manager

• Baseline configuration database and tools
– Microsoft recommendations

– Industry best practices

– Guide documents and attack surface reports

• Group policy objects
– Customize baseline settings

– Import and export capability 

30
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2. Microsoft Baseline Security Analyzer

• Checks for missing 

security updates and 

common configuration 

issues

– Operating System

– SQL Server

– Web Server

32
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3. Enhanced Mitigation Experience 

Toolkit (EMET v5.0)

• Microsoft ‘bolt-on’ tool for Windows
– supports management with group policy

• Guards common memory corruption exploits
– DEP, ASLR, SEHOP

– EAF, return-oriented programming

• “certificate trust” feature

33
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It’s ok to enable EMET with PI System.
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My takeaways from the Hard Rock PI

• Cyber security became a passion

• Helped me in protecting myself against Cyber 

attack

• Improved my field service experience

35
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Summary

Top 4 Whitelisting
Software 
Updates

Operating 
System 
Updates

Least 
Privileges

Theory
Security 

Compliance 
Manager

Security 
Benchmarks

NIST

FISMA
Metasploit

Practice Trainings Simulations
Cyber 

Challenges

Collaborate Colleagues Peers OSIsoft
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Summary

Learn 
More
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Vadim Sizykh

vsizykh@osisoft.com

Systems Engineer, 

Russia

OSIsoft, LLC
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Omar Mohsen

omohsen@osisoft.com

Computer Software 

Specialist, Bahrain

OSIsoft, LLC

mailto:email@osisoft.com
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© Copyr i gh t  2014  O SIs o f t ,  LLC . 39

Questions

Bryan Owen bowen@osisoft.com

Principal Cyber Security Manager

Jim Davidson jdavidson@osisoft.com

Principal Cyber Security Advisor

Mike Lemley mlemley@osisoft.com

Senior Cyber Security Developer

mailto:bowen@osisoft.com
mailto:jdavidson@osisoft.com
mailto:mlemley@osisoft.com
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Please don’t forget to…
Complete the online survey for 

this session

eventmobi.com/emeauc14

Share with your friends

#UC2014
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