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Harden the Pl System
against cyber threats
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Hmmm.

How do we get started?
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Excellent!

We are just getting started.
What else should we know?
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Learning from history...

Steelmaking

* Very expensive prior to 1860’s
— knives, swords, armor, etc.

* Engineering innovation
* Now basic to the world
industrial economy
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Hardened in Development

Steel Software
* Fe, C, Mn, Ni, Cr, etc... .

Input validation, Least privilege
« Heat treating

 SDL process

Pl Server Version PR1 WIS 2010 2012
SDL Defense 3.4.375.38 3.4.380.36 3.4.385 3.4.390
PointerEncoding Future
Code [Amalvze o Adhoc
|Heap corrupt fion_
Safe fu nctj_g n
Linker SEHOP (*)

/DYNAMICBASE (ASLR)
/NXCOMPAT (*)

Compiler

Windows Server Core
Native x64 (*)

Platform
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Hardened in Deployment

Epoxy coated pipe Connection Tunnels
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Build Complimentary Knowledge

Domains

Software Development
System Integration
Operational Excellence
Security Research
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Early days of
Cyber
Hardening...

® @OSlIsoftUC | #UC2014 © Copyright 2014 OSlsoft . LLC.

4

11



ldeas based on physical security

Portable Media

SHUTTER

MEDIA ACCESS
HOLE

o * Flash (R/W)

WRITE PROTECT/ HIGH-DENSITY . .
WRITE ENABLE
i MEDIA INDICATOR * Mobile Devices (R/W)
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Physical and logical hybrids

PLC5 Key Switch
* Program
* Run

e Remote
— Remote Program
— Remote Test
— Remote Run

~
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Security I1s Evolving

@ Logical

-Server - My_Pl
- 52 APItrusts are disabled
g J= @ SDK trusts are disabled
s e i - (2 Explicitlogin disabled
- (Q Exglicit login for piadmin disabled
- (2 Blank password not allowed
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Software Based
Hardening
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Hardening Objectives

Maintain a sustainable system
 |ncrease difficulty of cyber breach
* |ncrease detection capability

* Reduce conseguences

~

© Copyright 2014 OSlsoft, LLC. KG

Yy

OSlsoft. USERS CONFERENCE 2014 (® @OSlIsoftUC | #UC2014




HD Moore’s Law

Corollary:

Metasploit won’t tell you you’ve done “enough”
but it just might prove if you haven’t.
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Cyber Attack Simulations

gecurity HaK s

N SWERBAR s0LD ouT

IEC’s Cyber-Gym toughens up
Israel’s infrastructure

Cyber-defenders at the Israel Electric Company have to mitigate up to

6,000 ‘fake’ hacker attacks per second, helping them practice for the
real thing
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US Cyber Challenge

http://luscc.cyberquests.org/

Infrastructure/Application Security Challenge (April):

Date Description

Wed. Apr. 2, 2014 10:00am EDT

Registration opens

Wed. Apr. 16, 2014 7:00am EDT

Quiz opens

Tue. Apr. 29, 2014 9:00pm EDT

Registration closes

Wed. Apr. 30, 2014 11:59pm EDT

Quiz closes
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Hardening iIs hard

Technical dependencies Cyber criminal methods

* Platform and network « Bogus configuration

« Application stack « Software vulnerability

¢ System integration * Post exploitation and pivoting
 Critical information « Data exfiltration

* Operational mission « Command and control

~
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IT Security Baselines

- Security

Micresoft | Solution ./ Benchmarks®
ooty Corennns | Accelerators

INTERNET SECURITY

Multi-Platform + Device
Limited Free Download
Subscription Model*
Hardened Virtual Images*

v" Microsoft Products
v Free Download

AN

v NIST + FISMA

v' Multi-Platform + Device
v" Free and Government Only Download
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http://technet.microsoft.com/en-us/library/cc677002.aspx
http://benchmarks.cisecurity.org/
http://iase.disa.mil/stigs

Before you start...

* Asingle mistake can « Harden before
result in total system acceptance testing
failure and commissioning

» Test on virtual » Verify hardening in
machines maintenance testing

~
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Call to Action
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Hardened Image Challenge Series

Project “Hard Rock PI”

* Internal OSlsoft Challenge
— Create virtual images in Azure
— Prizes!

 Enable security features
— Operating system
— Pl System
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NAME

A | STATUS

| SUBSCRIPTION

LOCATION

' DNS NAME P

ACDCBackInBlack
ACDCTNT

Brass
HARDROCKDC1
HardToHandle
HighVoltage
JUPITERO1
MLOEFFPISYSTEM
Percussion
SETUPKITS
StonesVM1
StonesVM2
TalksToAngels
TNGAZRAFO1

TwiceAsHard
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- &/ Running

+/ Running

+/ Running

B Stopped (Deallocate...

+/ Running

B Stopped (Deallocate...

+" Running
+/ Running

+/ Running

B Stopped {Deallocate...

+/ Running

+/ Running

B Stopped (Deallocate...
B Stopped (Deallocate...

B Stopped (Deallocate...

+' Running

MSDN-HardRock-Project
MSDN-HardRock-Project
MSDN-HardRock-Project
MSDN-HardRock-Project
MSDN-HardRock-Project
MSDN-HardRock-Project
MSDN-HardRock-Project
MSDN-HardRock-Project
MSDN-HardRock-Project
MSDN-HardRock-Project
MSDN-HardRock-Project
MSDN-HardRock-Project
MSDN-HardRock-Project
MSDN-HardRock-Project
MSDN-HardRock-Project

MSDN-HardRock-Project
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HARDROCK (West US)
HARDROCK (West US)
HARDROCK (West US)
HARDROCK (West US)
HARDROCK (West US)
HARDROCK (West US)
HARDROCK (West US)
HARDROCK (West US)
HARDROCK (West US)
HARDROCK (West US)
HARDROCK (West US)
HARDROCK (West US)
HARDROCK (West US)
HARDROCK (West US)
HARDROCK (West US)

HARDROCK (West US)

acdcbackinblack.cloudapg
acdctnt.cloudapp.net
brass.cloudapp.net
hardrockdcl.cloudapp.ne!
hardtohandle.cloudapp.nt
acdchighvoltage.cloudap
jupiterOl.cloudapp.net
mioeffpisystem.cloudapp.
percussion.cloudapp.net
setupkits,cloudapp.net
stonesvml.cloudapp.net
stonesvm2.cloudapp.net
talkstoangels.cloudapp.ne
tngazrafOl.cloudapp.net

twiceashard.cloudapp.net
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Top 4 and More...

Applocker

Firewall Input Rules .

Firewall Output Rules

Server Core .

OSlsoft. USERS CONFERENCE 2014
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Applocker — OSlsoft Publisher Rule

Publisher | Exceptions

Edit the values below to modify the scope of this rule.

Publisher:
I:’.):OSISOFT. LLC, L=SAN LEANDRO, S=CALIFORNIA, C=US I

Product name:
l' |
File name:
L |
File version:
I‘ | |And above v I
More about publisher rules
OK || Concel || mooy |
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Windows Firewall

@& Windows Firewall with Advance
&3 Inbound Rules
&5 Outbound Rules
E"!. Connection Security Rules

Pl Server Properties Lx ||

Inbound Rules

Name Profile Enabled Action Local Port QOverride
a Pl Server All Yes Secure 5450 No

| Protocols and Ports | Scope | Advanced | Local Principals | Remote Users Select one of these options to determine which action Windows Firewall with Advanced

General I Programs and Services | Remote Computers Security will take for the incoming or outgoing packets that match the firewall rule criteria.
Senoal @® Allow the connection if it is authenticated and integrity-protected
w Name:
% |P| Server | Allow only connections that are both authenticated and integrity-protected by using
T |Psec. Compatible with Windows Vista and later.
Description:
N
lv; () Require the connections to be encrypted
[ Enabled 'I:\'fquire privacy in addition to integrity and authentication
[_| Allow the computers to dynamically negotiate encryption
Action This option allow cated but unencrypted network packets to be sent
<5 (O Alow the connection while encryption is being negotiated Compatible with Windows Vista and Iater
R M ® Allow the connection i it is secure
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Server Core

PS C:\> get-windowsfeature -name #¥guix

Name Install State

Graphical Management Tools and Infrastructure Server-GQui-Mgmt-Infra Available
[L 1 Server Graphical Shell Server-Gui-Shell Available

GUI is add/remove feature as of Windows Server 2012

Eg. Add the management GUI without full desktop:

Install-WindowsFeature -name Server-Gui-Mgmt-Infra
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Least Privilege...

Data Archive ACDC Black Crowes Metallica

Authentication Policy

Disabled piadmin

Audit trail
Configuration Changes

Buffering & Interface .
Service Hardening

OSlsoft. USERS CONFERENCE 2014
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Recommended Authentication Policy

~Server - My_PI
- 2 APl trusts are disabled
% —~ |4 SDK trusts are disabled
3 - (@ Exicit login dabied
- (Q Explicit login for piadmin disabled
- @ Blank password not allowed

API trusts can be disabled for servers without classic interfaces.
Eg. Receiving all data from PI Cloud Connect

@ @OSIlsoftuUC | #UC2014 © Copyright 2014 OSlisoft, LLC.
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Extra, Extra...

Pl Security Audit

Baseline Security
Analyzer

Security Compliance
Manager

EMET

OSlsoft. USERS CONFERENCE 2014
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Security Compliance Manager

Micresoft | Solution
ooty Coremss | Accelerators

Airrocoaft Sartiritvvy Comnlizance Mananer
ICrOSOTL >ecurity compiliance wvianager

ACDCHighVoltage-V2 0.0 215 unique setting(s)

Windows 2012 Server Baseline — 215 Critical Items!

~
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Enhanced Mitigation Experience Toolkit

E Import ﬁ DEII‘

B Export Wizard  Apps  Trust

E‘i Quick Profile Name:

Skin: EMET Dark Style

System Status

Data Execution Prevention (DEP)
Structured Exception Handler Overwrite Protection (SEHOP)
Address Space Layout Randomization (ASLR)

Certificate Trust (Pinning)

OSlsoftt USERS CONFERENCE 2014

Maximum security settings ~

Process Name « Running EMET

v Windows Event Log pialarm - PI Alarm Subsystem
wo
piarchss - PI Archive Subsystem
v Tray Icon :
pibackup - PI Backup Subsystem

v/ Early Warning pibasess - PI Base Subsystem

Reporting Info pibatch - PI Batch Subsystem

pilicmar - PI License Manager

pilogsrv - PI log server

pilogsry - PI log server

éAlwa ys On

pimsgss - PI Message Subsystem
pinetmar - PI Network Manager
pipeschd - PI PE Scheduler

pisnapss - PI Snapshot Subsystem

A['/'\'&YS On

Application Opt In
pisglss - PI SQL Subsystem
pitotal - PI Totalizer

Enabled piupdmar - PI Update Manager

random - random

A A A LR R ERERLERREREDNEDR.)
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What about the
grand prize?
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Hard Rock PI

A

/\

Omar Mohsen
OSlsoft Bahrain

ACHBL

Be BRotk For Slory.
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Microsoft Security Applocker  EMET GUI

Baseline S... Complian...

ACDC

We VBork For AL,




Summary: Hard Rock Pl

* Increases domain knowledge
* Transforms learning and advice
« Strengthens collaboration

fj- o
// F\
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Brought to you by @ OSl:-of.
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Bryan Owen

bryan@osisoft.com

@bryansowen
Cyber Security Manager
OSlsoft, LLC
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