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What Should I do to 

Harden my PI System?
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Hardening Agenda

• Architectural Patterns

• Web Server Tips 

• Operational Countermeasures
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Architectural Patterns:

External Connections
with the PI Infrastructure
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VPNs are General Purpose

A network tunnel between two large companies:

…what could go wrong?
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PI to PI Interface

VPN Tunnel
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PI Cloud Connect is Purpose Built

• Data Sharing Service for PI System Data

– PI connect nodes publish and subscribe to the service
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PI Connect Node PI Connect Node
PI Cloud Connect
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Overall Security Architecture
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PI Connect Node

PI Cloud ConnectPI Cloud Connect 
Subscriber

PI Connect Node

PI Cloud Connect 
Subscriber

PI Connect Node

CORPORATE NETWORKDMZCONTROL NETWORK

Proxy Server
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Delegating Security

• Select the publication data 
source from AF

• Delegate management by AF 
permissions
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Architectural Patterns:

External Connections
with PI Coresight
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More and More Passwords?
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Bad Idea
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• Foreign user logon to Active Directory (eg NTLM)

AD
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Map External Users to a Local Account (ADFS)

External User External Domain piclaims.local

<any> osisoft.com GuestOSIsoft

piapple onmicrosoft.com GuestPIApple
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Windows Azure Active Directory (WAAD)

Example of WAAD as a foreign Identity Provider
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Demo: Accessing PI Coresight
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• Logon using a foreign identity
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Coresight

Windows Application 
Proxy

ADFS

Domain

AD

Domain

Azure AD
Domain

Foreign Id Provider

MaryJo UPN PIapple Guest
UPN

PIapple Guest
UPN

PIapple Guest
Windows

Token

MaryJo UPN

MaryJo UPN

Piapple.OnMicrosoft.com
DMZ Local Domain

Web Application Proxy
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Fewer Passwords!

• Manage AD credentials for internal employees only

• Avoids unnecessary Personally Identifiable Information

• Stronger authentication
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Avoid account resets for 1000’s of external accounts! 
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WAAD Teaser

What is Azure Active Directory?
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Foreign Identity Provider (IdP)

• Synchronize with foreign Identity Provider (DirSync)

• Individual users added to your Azure Active Directory
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Identity Types

• Locally created domain in Azure (piApple)

• Foreign Identity Provider (osisoft.com)

• Microsoft Live account
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Configure as Trusted Claims Provider in ADFS

• Windows Azure Active Directory

• Active Directory
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Multi-factor Authentication
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Intrusion Detection Reports
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Web Server Tips
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SSL Certificates for PI Coresight / PI WebAPI
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Who do you and your users trust?

(…for key management)

– Public Certificate Authority

– Private Certificate Authority

– Web Server (Self-Signed)
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Installing a SSL Certificate for PI Coresight

25



© Copyright 2014 OSIsoft, LLC

Web Application Configuration Analyzer (WACA)
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PI WebAPI Hardening – Disable Writes
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Operational 
Countermeasures
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Modern Web Attacks

A good reason for 
intense monitoring on 
web servers.
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Sysinternals Sysmon 3.0

Sysmon
Event ID

Description

1 Process create

2 File creation time

3 Network connection detected

5 Process terminated

6 Driver loaded

7 Image loaded

8 Create remote thread detected
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Good Idea

31

• Automate alerts on unexpected changes!

– PI System Interfaces & Notifications

– System Center Configuration Manager

…
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Hardening is Hard
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Objective: Deploy with secure defaults that just work.  Harder for us, not you.

Secure

Configuration 
Maintenance
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OSIsoft Security Advisor Team

Bryan Owen

bryan@osisoft.com

Principal Cyber Security Manager

Jim Davidson

jdavidson@osisoft.com

Principal Cyber Security Advisor

Mike Lemley

mlemley@osisoft.com

Senior Cyber Security Developer
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mailto:email@osisoft.com
mailto:email@osisoft.com
mailto:email@osisoft.com
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Questions

34

Please wait for the microphone
before asking your questions

State your 
name & company
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Bonus Material
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Tag Level Permissions for Interfaces

Task Service
DBSecurity
(PIPOINT)

PtSecurity DataSecurity

Find points Interface R R -

Buffered Write Bufss - - W

Read Event Triggers Interface - R R

Read Source Tag Events for Outputs Interface - R R

Unbuffered Write Interface - R W

Create points Interface RW RW -
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Tag Security Checker
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Code Snip: FindPIPoints
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Code Snip: Load,Set,Save Attribute
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