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with OSlsoft Pl System for the U.S.
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PPC is a recognized and responsible
leader in innovative and cost-effective CONTRACT VEHICLES
Technology and Management

Solutions. General Services Administration Schedules

Information Technology Professional Services (IT 70)

. . Management, Organization, and Business Improvement Services (MOBIS)
PPC is ever mindful to be at the

forefront of Green Thinking and Government-wide Acquisition Contract (GWACs) & Multiagency Contracts
Sustainability in our key customer (MACs)
markets of: Energy, Environment, Chief Information Officers — Solutions and Partners 3 (CIO-SP3)
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USNRC

United States Nuclear Regulatory Commission

Protecting People and the Environment

NRC ERDS Example
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Story of the PPC ERDS project

On March 28, 1979, Three Mile Island Unit 2 (TMI-
2) reactor, near Middletown, Pa., had a partial melt
down

This was the most serious accident in U.S.
commercial nuclear power plant operating history

The NRC tightened and heightened its regulatory
oversight

In 1985 the NRC deployed the first Emergency
Response Data System (ERDS)

In 2006 the NRC decides to replace an antiquated
system with a new modern ERDS
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Solution

* In 2006, PPC deploys an integrated architecture based on

the Pl System that is designed to collect nuclear power Plants s |
plant performance and environmental data for analysis by Interface i"
NRC and State emergency response personnel.

¢ Jtincludes:

HQ Region 4
— Secure connectivity to all plants and State Regulators Interface | Interface
Server Server

— Redundant and high availability capabilities
— A common interface for situational awareness

— Stores and present data from nuclear power plants for
the purpose of review and analysis — All 103 NRC

licensed commercial nuclear power plants can be HQ HQ Region 4 Region 4
displayed Primary Secondary Primary Secondary
Primary Data Path ————————9>
— Leverage PPC expertise in OSlsoft, nuclear expertise, Secondary Data Path — — — —

. . ) Failover
and best practices to design solution ARRVSL RIS

@ OSIsoft. USERS CONFERENCE 2015 © Copyright 2015 OSlsoft, LLC



US NRC ERDS PI System Fact Sheet

More than 38,500 PI Tags configured to receive data
from nuclear facilities

Web-Based System
Internet

— SSL/VPN

Interface
Server

*  Connectivity with most plant systems that converts the
hardware communication protocol used by a PLC into the
OPC protocol

Web Server/
Share Point

Approximately 350 concurrent licenses of
Pl ProcessBook

Collective

Collective \\‘ Server B

Server A

77

. More than 150 concurrent web end users

. Customized PI to ERDS Interfaces with HA

Collective
Server D

. Custom code behind links to module database

 Calculated tags

‘ ProcessBook Based
System

— + 500 PI Totalizer tags

— + 250 PI Performance Equations
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Pl System Architecture at US NRC Today

* (4) node Collective - 64 Bit Pl Servers (Higher performance, high availability, and
redundancy)

* Pl Agent (mPI) and PI Diagnostics monitoring (Alarms and Notifications)
* Enhanced global support with Enterprise Agreement and OSlIsoft NOC monitoring
* Remote centralized support via Citrix

* Pl Batch and Pl Manual Logger enables users to easily and securely collect and input
data manually

« Pl WebParts provides visibility, navigation, and presentation of Pl System data
* PI System Access - Pl SDK, PI OLEDB, PI API, PI OPC

* Introduction of Simulator server to alleviate shutting down Production systems for
licensee drills, exercises and training
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OSlsoft in the Nuclear Power Industry
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Solution Architecture - I —

NRC supplied Cisco VPN
hardware with
IPSEC configuration and
VeriSign certificate State Emergency

Operations Centers

Licensee DMZ Firewall ——py
—>

% Exist Corporate Site

Edge Device
NRC Regional Offices

ERDS client end users Verisign
A server

Line of encrypted Useraccess to ERDS web site using
VPN tunnel traffic 443 PKI VeriSign certificates

443

443

Exist NRC
HQ Firewall

NRC SSL
Proxy

[l
NRC HQ DMZFirewall

e
o

Exist NRC HQ
Edge Device

NRC backup facility firewall —_——— ——
NRC DMZ
Backup link only used
during NRC HQ filover

|
1 1 | |
- 1 € NRC HQ Enterprise LAN Infrastructure* | I |
(== ] IRC HQ Enterprise LAN Infrastructure 0 e
DMZlocated | 1 ASA VPN devices 443 |
ERDS = | |
CiscoVPN | : i
device h
HQ failover VPN devices | |
,,,,,,,,,,,,,,, with| IPSEC configuration |
! I
gﬁﬁt;’;‘,",,g | Cisco VPN Standby pair |
\/ P - B = — S |
SharePointwes @ €~ 0 @24\ Fr - —-—---"-""--"—-"-"-—"-"-—-"-—-"-—¥-—-—----—--\$—-—————————
server in DMZ
HQ Backup HQ Domain I-
Domain Controlier HQ SaL server, 100 MB b
Controller Pl Interface CatSe - |

NRC Operations Centers using client
l Process Book Application

- e = =]

J SQL Server,
Pl Interface

HQ primary
Pl server

Availability
Architecture

NRC ERDS Management

Backup Domain Workstations

Controller

Endpoint Protection
Virus Server, Image
server archive 2
HQ secandary ERDS Design

server

Version 10.0
Updated 01-9-2015

HQ Simulator Pl server,
Backup E xec, Cisco Pl Interface Server
Management Server
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Single Pane of Glass

GENERIC BWR - Overview
41712015 3:51:28 PM
SITE TIME

loverview| | csr | [ rap | | meT | [ map | |

ALL | ‘MANUAL! ) ADHOCI 4/712015 3:52:00 PM

RCS-PRESSURE

REAC-VES-LV1

[ 1019.0Psic |

[ 323w ]

NI-POWER-RNG

NI-INTER-RNG

NI-SOURC-RNG

7.93063E+05 CPS | )4

HQ TIME
| RVLIS ] | KEY TRENDING CHARTS | SIMULATED
MN-STM.RAD EFE GASRADA Exercise
9.58280E-05 Ci/SEC

% 6.22750E+02 mR/HR
5.42120E+02 mR/HR

@ Bad Input

U.S. Status Map I

Link to Unit PWR E

LP Turbines

DW.-FD-SP-LV1

MN.FD-FL
11 3 MLEHR == COND-AE-RAD1
e 6.19080E+02 CPS
NOT SENT _|
SP-TEMP1 e ————
81.4 DEG F NOT SENT -
1 umps
m’ H2.CONC1 - Y .‘
; CTMNT-PRESS HP Heaters
SP.LEVEL1 [ noTsent | NCTSENT
-2.62IN CNMT.TEMP RFWPs . Condensate/Booster
NOT SENT O7CONC Pumps
DW.TEMP1 DW-RAD1
[ 1359DEGF ]| [ 6.50080E+00 R/HR | 02.CONC2 " —

DW.PRESS1

NOT SENT NOT SENT

Generic Nuclear - 2

The integration of the
Pl System:

Pl Data Server,
* Pl ProcessBook,
* P| WebParts

delivers to decision
makers a single pane
of glass dashboard of
critical data to make
informed decisions
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Critical Safety Function Monitoring

GENERIC BWR - CSF |OVERVIEW] | csF | | rap | Cwer | [map| | AL I | MANUAL] |Aonoc[ 4’7’20;2 3_;1%?0 PM
4/7/12015 3:52:18 PM °
SITE TIME | RVLIS | | KEY TRENDING CHARTS | SIMULATED Pl SySte m has over
Exercise i
400 pre-built
Critical Safety Functions .
interfaces to
Reactivity Control Core Cooling RCS Integrity Radioactivity Control Containment Miscellaneous I d t . | C t |
NI.POWER-RNG REAC.VESLV1 RCS-PRESSURE EFF.GAS-RAD1 Dol FAee naustria ontro
826% | [ 323l [ 1019.0ps16 | [9.58280E.05 CiSEC| Svstems
NLINTER-RNG REAC-VES-LV2 HPCI-FLOW EFF-LIQ-RAD1 | versic | WINI; P y
NOT SENT 0.0GPM | NOT SENT | DW-TEMP1 : . T
NI.SOURC.RNG REAC.VES.LV3 LPCLFLOW1 COND-AE-RAD1 [ 32ms | Provide flexibil |ty to
NOT SENT 0.0 GPM SP-LEVEL1 WIND-DIR1 .
- MAIN.FD-FLW1 PCLE DW.RAD] customize
11.3 MLB/HR 0.0 GPM | 6.50100E+00 RIHR | SP-TEMP1 AB-CLASS1 . .
;
MAIN-FD-FLW2 LPCLFLOW3 MN.STM.RAD1 S R mon |t0 rn g tO yO ur
6.22750E+02 mR/HR H2.CONC1 needs
MAIN-FD-FLW3 RCIC-FLOW1 MN-STM.RAD2
NOT SENT 0.0GPM | 02.CONC
CR-SPRAY.FL1 MN.STM.RAD3
0.0GPM | [5.421206+02 mR/HR]
CR-SPRAY.FL2 RADA

Generic Nuclear - 2
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Trending at Component Level

GENERIC BWR - RAD loverview | [ csr | [rap | [ mer | [map| [ are | [manvar | aokoc| 4"'20;23.;15';’:0 G . .
mmg:?; '1?;'28 e | RVLIS ] | KEY TRENDING CHARTS | 52;:‘;:;":: * Trendin g with the

Pl System will require
integration with existing
instrumentation and
metering or installation of
new equipment to deliver
data.

* Function, failure, and risk
will need to be

08 determined in order to

o I —— — 1 optimize trending.

Approximate
Level
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(1)RV levelg paiitounc'?hogens. Generic Nuclear - 2
V1 spans: +400“to — 268.” Reactor Vessel Level Indication
Source - E-Library
TAF =-162." &ERDS Data Point Library
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Situational Awareness: is the perception of environmental elements with respect
to time or space, the comprehension of their meaning, and the projection of their
status after some variable has changed, such as time, or some other variable,
such as a predetermined event.

Source: Wikipedia

Solutions for
Situational Awareness
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Pl Systems for US NRC
Scheduled for 2015/ 2016

* Standardized
architecture

— VMWare
implementation

— Mobile connectivity

— Alternative network
paths and
redundancy failover
utilizing load
balancers

* Pl Server 2012
— Notifications
— Asset Framework
(AF)

— SAQL server clusters
and HA

Data Access
— PI OLEDB Enterprise
— PI'Web Services

Pl OPC Server

Pl Visualization Suite

— PI DataLink 2012

— PI ProcessBook 2012
— Pl WebParts 2012

— Pl ActiveView

— PI Coresight

Navterance Seadeers
mlant wvel agp serven

e e

Sniens

I'Ep e

Marvaai Dot

it Mot
b TRl
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Opportunities for Enhancing User Experience

* Goal #1: Improve emergency response coordination
 Goal #2: Expand situational awareness out of the control room
 Goal #3: Improve trend analysis to support root cause analysis
* Expected Result

— Leverage Internal and External Plant Sensor Data

— Enhance coordination and communication

— Improving situational awareness by expanding the community of
users who can use the data to make informed decision.
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Goal #1. Improving Emergency Response

* This radioactive plume

of radiation travel can be.

fi

measured via aerial " g
surveillance on March 31,1979 ) _f9 __
'.::;I£>AIJF'HIN - 7

shows just how narrow the path

Releases passing between the = 2 " l

stationary ground-based vercA F’"

monitors went undetected in m%f‘é“ Island

1979. The narrow plume path | — % Loncogst
also explains why health effects ' mm"
can be found in one _ o .

neighborhood and not another.
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Improving ERDS through ArcGIS Integration

¢ Limited functionality GEN‘E"I:’IZCOE\;\.I;;;V;E’ITMAP 4nlzoﬂg?¥lﬁé:om
SITE TIME \ rvus | | KEY TRENDING CHARTS ] S'E"ﬂztﬁi;?
* Emergency = j - :
Response Mangers [ (S —
view multiple :
screens
« Expansion of “The o
Internet of Things”
provides e
tremendous
opportunity
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Action: Pl Systems and ArcGIS Integration

7
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7
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Crystal River |
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N /
e

St. Lucie1 ||| St

Turkey Point3 | |

Incorporation of
Google Earth,
NOAA, HURREVAC
and other existing
tools to create a
single view, will
provide a better
visualized concise
analysis

Integration with
modeling products
such as RASCAL
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Results: Actionable Data through ArcGIS Integration

Exploring - CA Fire Perimeters Map2
Fle Vew Toos Hep
Task Center - Find Address

* Isolate the location

*  Model the impact

*  Monitor the event

* Leverage data
— Plant Sensor Data
— Emergency Responder Locations
— Weather Patterns e

— Regional Monitors

— Traffic Management

* Improve response and minimize impact

Improving Health, Safety, and the Environment
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Goal #2: Expand Situational Awareness Community

. How do we better answer: Who? What? Where? When? How?
— By improving information sharing
— By improving data accuracy and reliability

— By expanding the reach of situational awareness out of the
operations center

— By enabling resources on the ground
— By integrating disparate data sources
. Access Pl System data from any device and from anywhere.

. Combine PI Coresight displays with other web applications to gain
even more insights and drive new innovations.

. Pl Coresight allows users a quick and easy way to share displays
and encourages collaboration across the enterprise.

. Give all your users secure access to the data they need with one
simple installation and no special software on users machines.
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Action: Implement Pl Coresight

*  Will complement existing Pl System and
SharePoint

* Leveraging Coresight to easily
incorporate new data and displays by the

]
|
|
|
|
|
|
Operations Center staff | .
|
*  Will allow for better timestamp trending i —
for exercises, drills and training to i
|
|
|
|
|
|
|
|

visualize what is happening / PI Caresigh
cresignt

@ App Server

Pl Clients

* Opens data to a larger audience to share
displays while maintaining security

* Resolve existing limitations of available
browser support
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Result: Expand Situational Awareness Community

* Integration of data to provide
resources in the field or at the
plant with more insights and
situational awareness.

* Allows ad-hoc customization to
allow individual analysis which
can then be shared dynamically.

* Provides emergency response
teams to make informed decision
in the midst of an emergency with
real-time data on hand held or
mobile devices.

Access Pl System data from any device and from anywhere.
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Goal #3: Improve Root Cause Analysis

. GENERIC BWR -ALL ‘OVERVIEWI csF | ‘ RADl METl MAPI ‘ ALL | ‘MANUALI 41222015 12:06:00 AM
° Cu rrently, first g lance of 412212015 12:05:52 AM | 1 | HQ TIME
« ” ) SITE TIME RVLIS KEY TRENDING CHARTS SIMULATED
ALL” points, team members Exercise
don’t know what is up-to-the- | o 02 foke
i CR_SPRAY_FL1 0.0 GPM RCIC_FLOW1 0.0 GPM
minute unless th ey CR_SPRAY_FL2 0.0 GPM RCS_PRESSURE 1019.0 PSIG
. CST_LEVEL1 ABFEET | REAC_VES_LV1 323IN
recognize the values that are BB TAPSG REAL_SIM
DW_RAD1 6.5045E+00 RIHR SP_LEVEL1
out of range and then launch Sy - i —
a trend DW_TEMP1 135.9 DEG F STAB_CLASS1 4.0 STAB CLASS
EFF_GAS_RADI 9.5828E-05 CilSEC STAB_CLASS2 5.0 STAB CLASS
. . H2_CONCH [ Badinput | STAB_CLASS3 2.0 STAB CLASS
* Implementation of a trending e WIND_DR 1838 DG
H H H H H LPCI_FLOW1 0.0 GPM WIND_DIR2 148.6 DEG
indicator will provide quicker . i o o —
analysis and lead to better MAIN_FO_FLW1 1.3 MLBIHR wiNo_speeDt [ 28WS |
. . . MN_STM_RAD1 6.2276E+02 mRIHR WIND_SPEED2
trouble shooti ng to |dent|fy MN_STM_RAD2 Bad Input WIND_SPEED3
F : MN_STM_RAD3
the origin of the issue i e
NLINTER_RNG 278% -
NLPOWER_RNG 26 % Generic Nuclear - 2
NI_SOURC_RNG 793128.4 CPS
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Action: Improve Root Cause Analysis

* Addition of
indicators that
show how points
are trending on
specific screens

* Quality tags
identify problem
areas
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Result: Improve Root Cause Analysis

GENERIC BWR -ALL ‘ovsnwewl CSF | ’ RAD l ‘ MET| MAPI ‘ ALL | !MANUALJ 412212015 12:06:00 AM
H & HQ TIME
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PPC Pl System Solutions for Situational Awareness

* Provides a
comprehensive situational
awareness tool to capture

< Approved . .
Data e (‘ T - Information and maintain an accu rate,
Sources : ® Sharing

ERR— shared common operating

Data Warehouse

Data Infrastructure Ve piCture
-/ * Applicable to:
Analysis ErEis Events *.' Raur:ils - LifecyCIG
Interface " Queries Maintenance
Correlation Engine .
— Cyber Security

New Rules and Queries

— Energy Management

— Emergency
Preparedness
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Technical Consultant
Project Performance Company, LLC
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Questions

Please wait for the microphone
before asking your questions

State your
name & company
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