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Gartner Symposium IT Expo 2015



REGIONAL SEMINAR



REGIONAL SEMINAR

IBM Infographic for IoT and Sensors
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 Requires participation from IT & 

OT with full support of 

Executives

 The PI System serves as the 

infrastructure that creates a secure 

“bridge” between IT and OT
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Saudi Aramco Restores Network 

After Shamoon Malware Attack

Hacktivist-launched virus takes out 75% of state-

owned oil company’s workstations, signals the 

growing power of attackers with social or political 

agendas.

Matthew J. Schwartz

Updated: 12:22 p.m. August 27, 2012

Confirmation of a Coordinated Attack 

on the Ukrainian Power Grid

After analyzing the information that has been made 

available by affected power companies, researchers, 

and the media it is clear that cyber attacks were 

directly responsible for power outages in Ukraine.

Michael J. Assante, January 9, 2016
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“32% indicated their control system 

assets or networks had been 

infiltrated or infected at some point”
-The State of Security in Control Systems Today, SANS Institute, June 2015
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1. Use Whitelisting Techniques

2. Upgrade Your Software

4. Reduce Your Attack Surface

3. Implement Least Privileges



REGIONAL SEMINAR

All Applications: A, B, C

Blacklist: Allow All, Deny A, C

Whitelist: Deny All, Allow B 

All Applications: A, B, C, D, E, F, G, H, I,

J, K, L, M, N, O, P, …

Blacklist: Allow All, Deny A, C, E, F, G, H,

I, J, K, L, M, N, O, P, …

Whitelist: Deny All, Allow B, D 
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• Run only approved files

– By user or group

• Rules based on:

– Publisher

– Path

– File hash

• Action modes

– Audit only

– Enforce allow or deny



REGIONAL SEMINAR



REGIONAL SEMINAR

• Idaho National Lab

– 2005 Assessment

– 2008 vCampus Live!

– 2009 vCampus Live!

– 2011 Cooperative Research

– 2012 vCampus Live! “Detect & Defend”

• US Army NetCom

– 2009 CoN #201006618

– 2013 CoN (recertified)

• US NRC

– 2010 DISA, NIST

• SAP QBS Certification

– 2012 Veracode

– 2013 Veracode

• Windows Logo Certification

– 2008 Windows 2008 Server Core

– 2011 Windows 2008 R2 Server Core

– 2012 Windows 2012 Server Core

• Azure Penetration Testing

– 2014 PI Cloud Connect (Utility Partner)

– 2014 PI Cloud Access (IOActive)

• Microsoft Information Security Consulting

– 2009 PI Server

– 2010 PI Agent

– 2011 PI Coresight

– 2011 PI AF

– 2012 PI ProcessBook

– 2012 Products in Design (3)

– 2013 Engineering Management

– 2013 Products in Design (3)

– 2013/2015 SDL for Security Champions

– 2013/2014/2015 Defensive Programming (Cigital)

– 2015 PI Connectors

– 2015 PI Transport Security (IOActive)

– 2015 PI System Security Review

– 2015 Advanced Tools provided by Microsoft
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https://ics-cert.us-cert.gov/advisories

https://ics-cert.us-cert.gov/advisories
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Only the latest version of software contains 

the sum of all development efforts.
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GUI is add/remove feature as of Windows Server 2012

Eg. Add the management GUI without full desktop:

Install-WindowsFeature -name Server-Gui-Mgmt-Infra  
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Process Read Access Write Access

Interface (No 

Output)

PIPoint, PtSecurity None

Interface 

(Output)

PIPoint, PtSecurity, 

DataSecurity

(output source points)

None

Buffering PIPoint, PtSecurity, 

DataSecurity

DataSecurity
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OSIsoft Resources

Integrating OT and IT with the Modern PI System

Integrating IIoT Sensors with Industrial Data Ecosystems

PI System Cyber Security Page

KB00994 - Whitelisting with AppLocker

KB01160 – Securing PI Interfaces with Service Hardening

KB01092 - PI System and Data Encryption

Configure PI Security Youtube Playlist

Other Resources

SANS Institute:

The State of Security in Control Systems Today: A SANS Survey

ICS-CERT:

Seven Steps to Defend Industrial Control Systems

NSA:

Application Whitelisting Using Microsoft AppLocker

http://www.osisoft.com/enterprise-intelligence/otit.html
http://www.osisoft.com/enterprise-intelligence/iiot.html
https://techsupport.osisoft.com/Troubleshooting/PI-System-Cyber-Security
https://techsupport.osisoft.com/Troubleshooting/KB/KB00994
https://techsupport.osisoft.com/Troubleshooting/KB/KB01160
https://techsupport.osisoft.com/Troubleshooting/KB/KB01092
https://www.youtube.com/playlist?list=PLMcG1Hs2JbcsDxzkxPbocAKKA3JvRe5Lo
https://www.sans.org/reading-room/whitepapers/analyst/state-security-control-systems-today-36042
https://ics-cert.us-cert.gov/sites/default/files/documents/Seven Steps to Effectively Defend Industrial Control Systems_S508C.pdf
https://www.nsa.gov/ia/_files/app/Application_Whitelisting_Using_Microsoft_AppLocker_FINAL.pdf
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