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Hardware Virtualization (‘(, OSIsoft.
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Operating System Virtualization {0 osiot

* Why are OSIsoft customers using Virtualization?
Server consolidation

Improved availability and provisioning

« OSlsoft supports virtualization
OSlsoft Knowledge Base article 30620SI8

Consider shared resources implications
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Virtualized Pl @0 OSlsoft.

Pl Server Pl Server
Secondary Primary

ACE Server AF Server

Virtual Host A

Virtual Host B

Virtual
Desktops
(Clients)

Interfaces

Virtual Host C
VM Host Farm
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Operating System Virtualization* {0 osiot

_ Bestpractices

» Treat virtual machines as if they were physical
machines

* |nvest in Enterprise-level hardware and
software

* Do not mix virtual and physical on the same
host

» Use qualified Virtualization support personnel

» Test on the target platform

* OSlsoft Center of Excellence
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Application Virtualization {0 osiot

[ Overview ]

« Applications centrally installed and managed
« Users are remote

« OSlsoft customers are successfully using Microsoft and
Citrix virtualization products ===
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64 Operating Systems

Overview ]

* Why 64-bit?
. Access to larger memory footprint

. Reduce limitation to applications
. PI ACE contexts was limited due to 32 bit

9
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Pl System 64 bit operating system support ((, OSlsoft.

Several products support native 64-bit operation

Examples: Pl Server, Pl Web Parts, Asset Framework

Windows compatibility layer enables 32-bit programs to run

on 64-bit

Example: Interfaces, Pl ACE

Future product releases will support native 64 bit

Pl ACE, Pl Notifications

10
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64-bit Application Support - Exceptions {9 osisort

« Certain components work only with 32-bit
versions of applications

* Pl Add-ins for Microsoft Excel
 DatalLink for Excel
« RDBMS interface and 64-bit drivers

* Pl ActiveView & Pl Graphic (SVG) require
32-bit Internet Explorer
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Pl System 64 bit operating system support (‘(, OSlsoft.

_ Bestpractices

 Verify support

Release Notes

Technical support

* Scenarios to watch out for

Applications that are plug-ins or run by another application

. Microsoft Internet Information Server

. Office 2010

Where 34 party libraries (dlls) need to run with another
application

- RDBMS interface

12 Empowering Business in Real Time. © Copyright 2010, OSIsoft, LLC. All rights Reserved.
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Interface Buffering

[ Overview ]

 Ability of interface node(s) to store data in
the event of disconnection from Pl Server(s)

 Goal: Minimize data loss

» Two flavors . g
. Pl Buffer Subsystem *_

PI Buffer —
Subsystem

Pl interface(s)

. Pl Bufserv

Interface Node
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Interface Failover

[ Overview ]

 Support failure of data collection

* Goal: Minimize data loss

* Synchronization is with the data source
or

» Synchronization is between the interfaces

Failover mechanism

Pl Buffer Eﬁ Pl Buffer r.
Subsystem Subsystem .
Pl interface ) g Pl interface

15 Empowering Business in Real Time. © Copyright 2010, OSIsoft, LLC. All rights Reserved.



Interface Failover {0 osiot

* Interfaces “watch” each other’s Heartbeat
and Status

» Failover Types
. Hot = No data loss
. Warm = Maybe data loss

. Cold = Some data lost
(Hint: minimize data loss by using disconnected startup)

16 Empowering Business in Real Time. © Copyright 2010, OSIsoft, LLC. All rights Reserved.



Interface failover - Hot (‘(, OSIsoft.

Send
data
to PI

from the last 2 intervals

(4 & 5) and this one (6)
Primary AHeartbeat: Heartbeat: & Backl 0

Interface N \ Interface
Device 95) Device
Status: Status:

Send
data
to PI

FailureDattdh Data
communic@dedagar Collection

Timeline :3 (interval) —  Possible overlap of data
during intervals 4 and 5
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OPC Server Failover and Interface Failover {g, OSlsoft.

Pl SDK, PI API Pl SDK, Pl API
BACKUP

INTERFACE

PRIMARY
INTERFACE | o

W et!

_

T

PRIMARY BACKUP
DATA SOURCE \‘5 DATA SOURCE
(e.g. OPC X (e.g. OPC
SERVER) SERVER)

-_—

PLC /INSTRUMENT SYSTEMS
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Pl Interfaces ((, OSlsoft.

» Configure Buffering

. Pl Buffer Subsystem
» Consider implementing failover support
* Disconnected start-up
* Create interface health points

* Do not authenticate to Pl using piadmin

19 Empowering Business in Real Time. © Copyright 2010, OSIsoft, LLC. All rights Reserved.
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Pl Server High Availability (Pl HA) {0 osiot

[ Overview ]

* Redundancy with multiple Pl Servers as one
collective

« Goal: Maximize data access for clients

21 Empowering Business in Real Time. © Copyright 2010, OSIsoft, LLC. All rights Reserved.



Pl Server — High Availability Architecture

Thin clients: Pl WebParts
Smart clients: ProcessBook, DataLink, Custom

System
Management
Tools

Pl server collective

( 1
- _ _ - i : i
Secondary g5y W |_Configuration | Primary oF | Secondary e
Pl server @‘ i changes Pl server @‘ : | . Pl server(s) . J
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Pl HA and security architecture @ ostsott

NERC CIP-002 Critical Electronic Business User
Cyber Assets Security Perimeter Domain

Protected User
Domain DMZ

Desktops and
Pl Server Da;a Access
(HA) ervers

Pl Server
(HA)

Pl Interface
Node

Data Only Conduit  _

«==  Configuration Data
—- Time Series Data

== Application Data



Pl deployment across security zones (@ osisit

CIP-002 Critical Electronic Business User
Cyber Assets Security Perimeter Domain

DMZ

Desktops and
Data Access
Servers

Pl Interface Node
or
OEM with PI-to-PI

Pl Server
Data Only Conduit

(o) Originator
—p [IMe Series Data

_> Application Data



Replication of Pl data

CIP-002 Critical

Cyber Assets
Protected User
Domain
Pl — SCADA Pl Server
Interface _
=

Electronic
Security Perimeter

DMZ

Pl-to-PI

Business User
Domain

Pl Server

(o) Originator
—- Time Series Data



Pl Server High Availability @ ostot

« Maintain availability during scheduled maintenance

« Redundancy of data

 Locate Pl Server member close to consumers of the data

_ Bestpractices

* Implement Pl Server High Availability
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Pl Server Security {0 osiot

[ Overview ]

Pl Server 3.4.380.36 (2009) introduced support for Windows
Integrated Security

Microsoft Active Directory (AD) integration

Map AD users to Pl Identities

Pl Identities are roles on the Pl Server

PlOperators, PIEngineers, PlSupervisor

28 Empowering Business in Real Time. © Copyright 2010, OSIsoft, LLC. All rights Reserved.



Comparing Pl Users and PI Identities 1(‘ OSlsoft.

Old Model

Windows Pl Server

Q New Model

@/-,/e
,/o iy .
g” Windows Pl Server
1
1
" 1
1

Pl Identity

P AD GROUP

-)(-* (o33
*
&/
&
£
3
£
M W AN AN A A O B A O B B T B B B T O S S O S e e .
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Authorization: Object Level Security Model 1(, OSlsoft.

Old Model New Model

Test Point Test Po n
Data Data

w2

8

Owner: % ‘&
pi_BOB Pl Engineers

: 83

Group: &

Pl Operators
pi_Engineers

b, 07
e

e &
World: "f?"oe Q 4

Pl Admins

o

pi_BOB

30 Empowering Business in Real Time. © Copyright 2010, OSlIsoft, LLC. All rights Reserved.



Automatic Backward Compatibility @ ostot

sinusoid \O:'W g:rW wW:r pi_users

Tag datasecurity

sinusoid pi_users:A(r,w) | bob:A(r,w) | PIWorld:A(r)

31 Empowering Business in Real Time. © Copyright 2010, OSIsoft, LLC. All rights Reserved.



Active Directory Integration {0 osiot

* Pl Server must be a member of a domain to leverage
Kerberos authentication

* Multiple AD domains must have trusts established or users
and groups from other domain cannot be used

One-way trusts are supported: the server domain must trust the
client domain

* For non-domain accounts, you can use Windows Local
Groups from the Pl Server machine

Passwords have to match for NTLM authentication

32 Empowering Business in Real Time. © Copyright 2010, OSIsoft, LLC. All rights Reserved.



Pl Identity Planning {0 osiot

ﬂiﬁ“
* Develop a Pl Identity Scheme for your Organization
. Protect your data
. Ease of maintenance
. Organizational separation
. Standardize

 Consider Kerberos

. Map AD principals directly
. Map AD principals to local groups
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How to Tighten Security {0 osiot

1.  Use the new Security Tool to help secure your Pl Server

Disable or protect the PIADMIN account

Disable Pl password authentication (Explicit Logins)

2
3
4. Secure piconfig by forcing login
5. Retire Pl SDK-based Trusts

6

Use Windows Integrated Security

—Server - WIN-O14HZ 1YKEPB
: - 3% APl trusts are disabled

% — - 2 SDK trusts are disabled
- [ Explicit login disabled

- @ Explicit login for piadmin disabled
- @ Blank password not allowed

Save |
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Pl Server

°
L4 Sec u r] ty Windows - Server 9/14/2006 9:42:02 AM
Memory
[ online: 1.0 Days Il Processor Usage %b: 100 [ commited Memory %o: 52
Since . . .
Errors start-up Processor Usage 1hr Avg.: 59 Available Memory: 383 MBytes
Logon: o Processor Queue Length: 12 Memory Pages/sec: s}
System: 0 Processor Queue 1hr Avg.: 22 Private Bytes Total: 1,602,514,944
° ° '
([ ] MO n ] tO r] n g ° Processes: 139 Threads: 1346 Interrupts: 1290 Context Switches: 9030
< Free Space Delta (1 day) MB %6 Disk Time
32 MBytes
o H 2,448 MBytes
. MCN Health Monitor |
°
* Archives
15:00 21:00 3:00
Received - VMware Virtual Ethernet Adapter for ViVinet
5000
« Backu PS
0
12:00 15:00 18:00 21:00 0:00 3: : - 16:00  18:00 21:00 0:00 3:00 6:00
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Pl Advanced Computing Engine

[ Overview ]

* Develop calculations in Microsoft Visual Studio

« Wizards assist configuration

« High availability

%

« Configure buffering

Pl Server @

ol

Data Buffering
Services Ei

* Error handling

 Performance Counters
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Module database and Asset Framework () ostort

RCEanges 204 (Vmthle D daiase AADER torcconfiguration
apdatatmulzdiconmetadata

PI SERVER COLLECTIVE AF Link Subsystem AF SERVER
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and Pl Notifications
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Pl AF Overview {0 osiot

* An asset model to organize and structure all your data with
context

 Build hierarchy, categories and connectivity models
« Data references to time series (Pl Points) and other data
« Search across multiple Pl Servers to find information

« Leverage Pl Notifications

E Asset Information / Metadata Pl Notifications

Relational / Non Time Series Data | (‘ | ('
D D D Time Series Data Time Series Data
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Pl Asset Framework - Components {0 osiot

* Two key components

o = &=
SQL Server database i s
Explorer Explarer Explorer
 SQL Server | L

Express, Standard

Cluster or Mirror

 AF Server

SQLServer [ FExpress
License: 4 standard
4 Enterprise

Behind a load balancer

AFSDK Collective

41 Empowering Business in Real Time. © Copyright 2010, OSIsoft, LLC. All rights Reserved.



Pl Asset Framework - High Availability @ osiot.

TCP/P Load Balancer

/ \

AF Server AF Server

sQLServer  §& Express
License: A4 Standard
:JEnterprise
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Pl AF - AFSDK High Availability

(%2 OSlsoft.

Pl MNotifications, AF

WebParts, Proc

d Pl Clients
DatalLink, etc.)

255Book,

Secondary

Health Status

|

SQL Server
Replication

1

AF Server Collective

Primary

Health Status

Secondary

SQAL Server
Replication
SQL Server R Express SQL Server UExpreSS ‘
(primary) &4 standard (secondary)  standard
UEnterprise n'._/Enterprise J
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Pl Asset Framework ((, OSlsoft.

« Backups!

 Monitor SQL Server with MCN Health Monitor

* Do not run the SQL Server database engine as
LOCALSYSTEM, admin, or domain admin.

« DO NOT RUN the AF Server with SysAdmin privilege (don’t
use SA account, LOCALSYSTEM, or admin)

* Minor: for AF Table, disable AF2.0 compatibility, enable
impersonation
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Pl Notifications Architecture ((, OSlsoft.

[ Overview ] Pl ProcessBook
Pl DataLink

| Pl Servers

Pl Noftifications

Delivery channels:
Other * E-mail

Data Sources - Web service
» Office Communication Server (OCS) &=

» Custom developed (OSlsoft vCampus)
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Pl Notifications (Y osisoft

A 9 5 o+ o |5 Fuelgas utilization: Milling Process is OVER LIMIT = B =R
File Message Insert Ciptions Format Text Feviewy = e

From: PIMNak&dmin Sent:  Fri 10782010 5:37 Pr4

To: #|Pianol

o

Subject: Fuel gas utilization: Milling Process is OWER LIMIT

® C O n fi g u re b u ffe ri n g The Tuscon plant milling process heater H-393 has a gas utilization %

over limit at 38.72, upper alarm lmit 15 25,

Trigger Time: 10/8/2010 2:27:01 P Pacific Daylight Time (GLLT-07.00:00)
Triggering Condition: Fuel Gas Flow > UpperflarmTimit

Fuel Gas Flow: 3572

UpperAlarmLimit: 25

 Performance Counters

Plant: Tucsen

Location: Milling Process

Equipment. H-3%2

Model: I-27

Burners: TZ-14

Installation Date: 5/15/1985 2:00:00 Plvﬂ

* Configure redundant scheduler | s Mumemce iz
LM@M

Tuscon - Process Overview

Actions:

Acknowledge
Aclnowledse with comment
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More Information

(‘ OSlsoft.

Whitepapers and Tech Support bulletins on OSIsoft web site

User Manuals
Pl Server 2010 Configuring Security

Asset Framework 2010 User's Guide

OSlsoft vCampus - Online community

Forums, Whitepapers, Webinars
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