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Why iIs this important?

= FERC has a new office of
- Market Oversight and Investigation (OMOI)
« Wil hire 50 new staff for this office
«  Will have a total of 250 staff in FY2003

*  Budget of $28 million
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Office of Market
Oversight and Investigations (OMOQOI)

= “Good scrutiny makes for good markets”
= Responsiblilities

« Understanding energy market operations

* Vigilant and fair oversight

- Alerts and forecasts of system behavior
= Real-time monitoring

- Markets

 Infrastructure
- Background
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One component of OMOI

Market Oversight. Our ability to oversee the operation of energy markets,
particularly with the widespread use of electronic trading, depends in part on
our ability to identify and use accurate data from all over the country. We
have implemented a market observation room to facilitate real-time
monitoring and are reviewing current information collection activities. We
are developing a network of IT and telecommunications systems to share

LEIN13

information; tools such as “spiders,” “data mining,” and “search technology”
to access real time data, monitor information and establish pattern
recognition processes and deviations; analytical tools to “digest” information;
and decision support systems to evaluate market performance.

We will also participate in establishing standards for information reliability,
and facilitate information and knowledge sharing. We will promote the
formation of national data warehouses to promote standards, economies of

scale, and accurate and reliable reporting. Pg 33 FY03 Budget
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ACTIVITIES AND PRODUCTS OVERVIEW
MAJOR PRODUCTS RELATED ACTMTIES
MARKETS

Commodity Prices

Basis Differentials

Market Power

Market Performance

Analysis and recommendations regarding anomalous prices or other
prodlematic market behavior

Biweekly Surveillance Report and Early Warnings

Annual "State of the Markets" (SOM) Report on Structure, Conduct, and
Performance; and Quarerly updates ('"Report Cards")

Real time monitoring

Daily tracking reporting

Economic, financial, and policy analysis

Supportinvestigations and enforcement initiative s

Performance metric development and ewaluation

INFRASTRUCTURE

Transmission

Generation

Gas Storage

Annual assessment of adequacy and needs {in SOM)

RTQ Performance Report Cards

HNew Projects

Annual assessment of progress in accelerating approvals and
completions

Real time monitoring

Tracking, reporting, and analvsis of outages

Aszessments of price effects as function of generation, transmission,
and storage statusitrends

Performance metric development and evaluation

Corporate Behavior

Reports on actual versus expected patterns and price behavior

Reparts an majar changes and market implications (M&4A, credit
watches, regional econarmic surprises, major palicy changes from
autside FERC)

BACKGROUND
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Oversight and Investigations

= Real-time monitoring
*  Transmission
 Generation

= Tracking, reporting, analysis of outages

= Assessment of price effects as function
of generation, transmission and storage
trends

= Performance metric development and
evaluation
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Using OSI Pl for Real-time
Oversight applications

= Functions
* Automatic trending
« Automatic alerts via SMS or emall
« Compute real-time performance
« Loop flow detection
« Automatic report and publishing
« Historical investigations
- Avoid terrorists attacks on critical nodes
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OMOI Organization

Office of Market Oversight and Investigations (OMOI)
- Skillsets -

Draft 6/5/02

= Planning = Career Dev.
« Perf. Mgmt. +HR
Division of « Budgeting  + Recruiting
Director Management &l Facilitation * Contracting

Communication] . speaking * Writing/Editing

= Knowledge of = \Web design
industry * Graphics

= Parinering * Presentation

I development
| |
Market Deputy Director Deputy Director Hotline
Scanning | Market Investigations |
Oversight & Assessment & Enforcement — -
- Strategic Analysts * Public Speaking
+ Library Science 25&19 answering

Division of
Division of Financial & Division of Division of Division of Division of
Energy Market Integrated Information Operational Technical
- Enforcement L L
Oversight Market Development Investigations Investigations
Assessment
* Electrical Engineers + Engineers » Information Analysis + Attorneys * Forensic Auditors * Gas Engineer
« Pipeline Engineers « Economists » Energy Industry = Litigation ) . P‘ma!yt!c ability = Electric .Englnee.r
« Economists + Broad Industry Expertise = Investigation » Statistical sampling = Mechanical Engineer
» Deep Industry Experience (Cross-  » Software Applications . anﬁ:\;:gig?rﬁfarkets » Documentation * Quantitative Economist
Expertise Industry, Scenario, (Large databases, . Enforcement * Industry experience
* Information Analysis Regulatory Analysis; Data Analysis, - ADR Training * Investigators
+ Modeling Market Microstructure Statistical, « Paralegal + Examiners
* Operations Research Issues) Presentations
» Market Design & * Understanding of (including Mapping)
Operation Investment * Web Experience
+ Operations Research * Questionnaire & Survey
+ Writing/Presentation Design
Skills = Statistical Analysis

+ Policy Analysts
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Current staffing

Office of Market Oversight and
Investigations

Division of
Management &

Communication
Director, George Godding

Director

William Hederman

| |
Deputy Director Deputy Director
Market Market Investigations &
Scanning | Oversight & Assessment Enforcement Hotline

Vacant

Stephen Harvey Dennis O'Keefe

| —— | |

D'E:f;:’;yo' Division of ?ni;’;;i;': ;:: Division of Division of Division of
Market chml Market Information Division of Operational Technical
et Development Enforcement Investigations
Oversight Assessment Assessment Investigations
Thanh Luong Vacant Diroctor Bryan Craig
William Merony Lisa Carter 0 Vacant Director
Acting Director Vacant Director Acting Director Acting Director Acting Director
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OMOI needs

= Easy to collect data

= Easy to extract archived data
= Built-in data viewing tools

= Large expandable archive

= Open and fast access

= Data security

= Access security
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Network Structu
NERC Regions
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Data Architecture under new SMD
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Interfaces

ICCP
«  Standard interface for EMS

Pl to PI
-  Standard PI interface ( more efficient than ICCP)

Both interfaces work over the Internet
VPN

«  Server to Server authentication
128 bit encryption via https

Most large enterprises use PltoPI
CIM to Module Data Base (CAL ISO)
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System architecture

= Data acquisition

« Establish “PltoPI” interfaces from host to data
sources using Pl

 Use ICCP Interfaces for others
= Data analysis

* Run pattern detection software on the host Run
software analysis programs

* Run report programs
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Data Security

= VPN between source and mirror

= Mutual authentication,
* Included in W2K, XP, ...

= Encrypted packets (128 bit, or 3DES)

= National Strategy for Secure Cyberspace
« Authentication (smart cards)
« Authorization (access rights)
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http://web.mit.edu/kerberos/www/

Cyber Security Recommendations

R4-5 A public-private partnership should, as a high priority, develop
best practices and new technology to increase security of digital
control systems and supervisory control and data acquisition
systems (SCADA) in utilities, manufacturing, and other networks.

R4-6 Government and industry, working in partnership, should
determine

the most critical DCS/SCADA-related sites and develop a prioritized
plan for short-term cybersecurity improvements in those sites.
DCS/SCADA users should consider adopting the Department of
Energy’s “21 Steps to Improve Cybersecurity of SCADA Networks.”
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Tagnhame issues

= Each organization uses different naming
convention
= Solution Pl Module Database
* Hierarchical modules
- Tag aliases
* Module properties
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Access Security

= Standard username, password, plus

= Authentication
« SecurlD, includes authentication code
- Digital certificates

= Encrypted sessions
= VPN connections

R3A SecurlD

Pl T & D User Conference: Real-time Monitoring and Regulation C. H. Wels

18



Data Mining
- || ACE

racle™. VB,

C++,
MatLab, il
@l I-Archi

Data computation
with write back to
the data store
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http://www.industrialevolution.com/apps/

pricing

PJM 500KV Transmission Line Diagram
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Web Services

Remote data archives

Pl1-ICE
Data Retrieval |
' Data Access
web || EEG———
pervel Data Analysis
- 3-Archive Data Mining
PI XML Schema '

R
-
-
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\
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Pl Schema

XML Motepad _ |5|£|

File Edit Wiew Insert Tools Help
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-0 =s:annotation

: ™y, :os:documentation PLaudit XML Schema ORook Element

B0 =s:complexType
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E1-{Z0 =s:annotation
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FERC Applications

= Large power system analysis

= Near real time load flows

= Real time performance measures
= Congestion detection

= Trading patterns

= Daily reports, etc.
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Analysis software

= Nodal analysis (Zaborszky)
« Observation decoupled state space
« Max, min voltages

Max power (current)

Bus reactive excess
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Performance calculations

= Run OPF In near real time
- Compute distance to actual
«  Measure in terms of dollars or MWatts

= Runs on host

- Uses DEW technology ( partially EPRI funded)
Linked lists
Object oriented software design
Distributed computing
Discrete Ascent Optimal Programming
A new solution every 5 minutes
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ACE (MW

Historical Analysis and

Frequency

ISO ACE and Frequency
September 30, 1999 14:45-17:00 PAST Incident
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— Frequency

1 - Frequency
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at 59.912 Hz.
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Q

W Interruptible
load shedding
begins.
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A common Excel report

2 Microsolt Excel - Bay Area Flow Monitor ¥2.xls
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Summary

= A mirrored host database can be used to solve
FERC’s Real-time monitoring needs

= Off the shelf solution, available now

=  Software is open and fully expandable
= Automated reports

= Automatic alerts

= Third party software is available
- DEW, PSS/E, BRE, other standard tools
*  SAS, Expert Systems, other data mining tools
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