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Security Tools

* The term “Tools”

— Not a replacement for experienced
professionals (intelligence behind the
wheel not under the hood)

— Not a substitute for good security
policies and procedures

— Goals: Detect-Prevent-Delay-Mitigate
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Security Tools

 Proliferating with increase In attacks
* Many claim to be “ the holy grail”

 Some marketing as “ the security
solution”

 How do they fit into a security
strategy
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Security Tools

* Firewalls

« Host/Network based Intrusion Detection
 Intrusion Prevention Systems

Network Scanners

Security Event Management Systems
File Integrity Systems

Vulnerability Analyzers
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Intrusion Detection Systems (IDS)

* Most IDS look for signature based
suspicious activity
— Known published attack signatures (i.e.

| j?“u\ viruses)
L  New IDS models based on anomaly
L2 detection
— Statistical

« Baseline operations

» Develop behavior profile

* Look for statistical differences
* Look for abnormal behavior

— Packet signature or protocol anomalies

DISCOVER YOUR PORTAL TO PERFORMANCE




#® 1T Monitor

Intrusion Detection

————tPM (@

Control Network - PLCs

Administrative Metwaorlk

Data Acquisition Node

Control Metwork

CPU % N
—_

Bandwidth

Utilization% 0[]

Errorsisec 0

[ i MR JHIHEE | H I

I il Rl B i:
T "-I'.;;l'i o "I'u'iT'- I .Ji-'-“".“.""lll):i; Ji-'-"="'“‘.""lu';|- Ji-'-’='i'.‘;"-"|||';ﬂ- i allads u;
S e B | i S S AR ST L R i AR ST L

PLCA1 PLC2 PLC3 PLC4 PLCSH PLCE
CPU % 1 CPU % 0 CPU % 0 CPU % 0 CPU % 5 CPU % 0
Bandwidth Bandwidth Bandwidth Bandwidth Bandwidth Bandwidth
urilization% 0 [ | utilization® 93 I utiizations © (| |utiization® © [ urilizationss © [ ||[utitizations © ]
Errorsisec 53 Errorsisec 5 Errorsisec 0 Errorsisec 0 Errorsisec 0 Errorsisec 0

Sector A3 Sector B2 Sector B4
‘ Control Network - DCS ‘ ‘ Corporate WAN ‘
‘ ‘ Pl Server ‘ ‘ Pl System Status ‘ | Headquarters Summary | | Headquarters Network

‘ SCADA System

DISCOVER

YOUR

PORTAL TO

PERFORMANTCE




Intrusion Detection
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Intrusion Detection
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Intrusion Detection
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Intrusion Prevention System (IPS)

 Inline NIDS that acts like a bridge

— Basically a NIDS with blocking capability of a
firewall

— Sits between systems needing protection
110\ — Unlike bridge, does packet content analysis for
ZAN signatures

« Layer Seven switches

— Looks at layer 7 info ( DNS,HTTP,SMTP) and
makes routing decisions

— Good to protect against DOS attacks ( known
signatures)
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Intrusion Prevention System (IPS)

* Application Firewall /IDS

— Typically loaded on host to be protected
T;\J « Comes with overhead that could be a management
118 headache
| — Customizable to look for application behavior
 Memory management
* API calls

* Interaction between application and operating
system

* Prevents by blocking unknown behavior
— Can be dangerous for control systems
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Vulnerablility Scanners/Analyzers

« Passive fingerprinters
— Identifies host and devices on network
”’F%"“u — some will report services running
;f';"i;':{”: 5 * Network vulnerability scanner
Al — Views the network from a hacker’s perspective
— Extremely noisy and prone to false positives

— Dangerous
« Crashes target in many cases
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IT Security Tools

 No Tool is * The answer”

* Always use a layered approach
— “Security—in-depth”

* Implement good policies and
procedures before tools
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