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Abstract

+ Your company is rolling out Active Directory (AD),
Novell Directory Services (NDS) or SunOne Directory
Service or IBM SecureWay Directory.

+ What are directory services? What is AD and NDS?
How do directory services fit with your PI Server
and Portal infrastructure?

+ These are the types of questions that John will
cover as he outlines Directory Services and what
role they play in moving your PI Server to an
Enterprise Level RtPM Infrastructure.

+ DISCLAIMER:
+ This talk is designed to be a primer, there will be

some OSlIsoft specifics for what is today. Also
there will be some forward looking, non- OSIsoft
endorsed ideas that will be used as examples.
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Agenda

+ Directory Services
+ General Overview
+ Uses
+ Examples
+ LDAP
+ History
+ Use
+ PI and Security - A few notes
+ RtPortal and Directory Services
+ SPS Overview
+ RtPortal Issues
+ Q/A & Resources
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Directories

+ Non-electronic Directories %

+ Phone Book N

+ Healthcare Providers s

+ Parts Catalog I?
+ Electronic Directories A

+ Users .

. ~4 -
+ Web Sites (Yahoo List) ’Z ﬁ_
+ Printer Resources | A
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Directory Service Attributes

+ Special Purpose Database — Resource Lookup

+ Not Just a Normal Database, But Optimized
+ Write Few, Read Many Times

+ Often Contain Certain Types of Data

+ Servers, Printers, File Systems, Applications,
Users, Profiles, Etc..

+ Not Designed For Complex Queries
+ Hierarchically Organized

+ Standard Namespace

+ Remote Access - LDAP

— OMICRON Omicron Consulting
":-—‘_,’ 1500 Market Street
ra imagine. develop evoive. Philadelphia, PA 19102




Drivers for a Directory

+ Single Unified Security
+ THE Security Service ("The C/S” Subsystem)
+ Single Source of Users
+ Single Source of Role Based Profiles
+ Authorization & Authentication
+ What & Who
+ Dynamic Indirection
+ List Based Management - eg. Mail Lists
+ Role Based Solutions
+ Costs
+ Multiple Create/Update/Delete Lists
+ No Need for Specific Security DBAs
+ Integration
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Directory Architecture
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Shared Folder Objects

-]
—f
—f

+ A shared folder directory object abstracts
a shared folder or Dfs volume
+ A UNC path points to the resource
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Printer Objects

+ A printer directory object abstracts a
shared printer
+ The printer object attributes include:
+ The printer’s UNC path
+ Printer model and capabilities
=..OMICRON John Matrangs e
imagine. develop. evoive. jmatranga@omicron.com Philadelphia, PA 19102




OSIsoft UC 2004

Object Access

Directory and Pl.ppt Properties 7

General Securty l

Group or user Names:

+ Access to | |
direCtory ObjeCtS Pemissions for Everyone _.F.';I;nw —
is controlled via o 0
Access Control o B 0
&
O

Lists (ACLs)

Special Permissions

L oooooo|s

* w h y i S t h i s g?é‘sppﬁzln[::ﬂissions or for advanced settings, Advanced
important? [k | concd | |
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ACLSs

w ACCESS CO ntI‘Ol LiStS Advanced Security Settings for Training 7| %
+ Access — What can be done? mses| | ome e emissons
¥ CO ntrol — Who C a n do it? E:vfﬂrtogiaﬁilsisstiuﬂss?lmthe permissions that would be granted to the selected group or user, based on al
H — Group o Lser name:
+ Lists — One to many ‘ =
+ Role Based or User Based S
O Full Control
» Any number Of Groups DvaersriFolderfExecmeﬁle
+ Groups, Groups of what? e Foer R Dt
+ Roles, Users, Points, Etc. 01 Read Etended Atiues
[ Create Files / Write Data
+ Central Management B Cese s
+ Standard Management 0 e Bt s
Delete Subfolders and Fles
2> O Delete
v So - ad He:; Pemissions
+ Gets OSIsoft ‘out of the e e

business’

0K | Cancel | ‘
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Example Object Classes

w

User

+ Given-Name, Address, Picture ...
Print-Queue

+ Print-Language, Print-Status ...
Computer

+ Operating-System ...
Organizational-Unit

+ Organizational-Unit-Name ...
Forward Looking OSIsoft

+ Points, Point Classes, Digital States,
Calculations, etc.
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What is Active Directory?

Microsoft’s Network Resource Platform

+ Active Directory is an integral part of Windows
2000 Server that delivers essential network
operating system services:

+ Focal point for management of network
elements (users, applications, devices,
etc.)

+ Trusted repository of security data for
authentication and authorization

+ Open platform for application development
and integration with other systems

4
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Windows 2000 Active Directory

Windows Users Windows Clients & | Windows Servers
« Account info ===« Mgmt profile « Mgmt profile
« Privileges * Network info « Network info
*D * Profiles == . Policy i « Services
* Policy % * Printers
N = i * File shares
Other . Policy
Directories

* White pages

Network Devices
ANCTIN B P < . .
W e A0 C Al IO O * Configuration
IDILECTOLY

« E-Commerce S .
*\Vianageanility, * QoS policy

7Y » SECUTILY. « Security policy
Other NOS s ntereperability
- User registry |
» Security

* Policy

| Firewall Services

» Configuration
» Security Policy
* VPN policy

Applications ‘ '
: * Server config [T

E-Mail Servers « Single Sign-On

* Mailbox info « ADD-SDECIfiC

» Address book Pp-Spect .

directory info
* Policy

= OMI RON Active Directory provides a focal point for management,
= CRO security and interoperability
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So Now We Have A Directory

+ Now what?
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Directory Access - LDAP

+ Open Standard, Originally Defacto

by Major Network Players

+ Came From X.500:
+ 1990 - CCITT

LDAP

Client |

»

+ ISO 9594, Data
Communications Network

Directory, Recommendations
X.500-X.521

+ DAP, then add “L”

+ Lightweight Directory
Access Protocol
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LDAP ‘Models’

+ Information

+ Describes the structure of information stored in an
LDAP directory.

+ Naming

+ Describes how information in an LDAP directory is
organized and identified.

+ Functional

+ Describes what operations can be performed on
the information stored in an LDAP directory.

+ Security

+ Describes how the information in an LDAP
directory can be protected from unauthorized
access.
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PI Security Document

1. Overview

2. Computer System Security

2.1 Physical Security
2.2 File System
2.3 Auditing
2.4 User Database
3. PI Server Security
3.1 Concepts
3.2 Firewall Table
3.3 Trust Table
3.4 Users and Groups

3.5 Backing Up the PI
Server

4. Procedures

4.1 Enabling Auditing

4.2 Configuring the
Windows Event Log

4.3 Establishing Minimum
Audit Settings

4.4 Secure Boot Settings

4.5 Password
Management

4.6 Requiring Login for
Piconfig at the Console

4.7 Disabling the PI Default
User

4.8 Users and Groups

http://support.osisoft.com/PIServer
WhitePapers/PI Security Best Practices.doc
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RtPortal and Directories
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Overview

w

RtWebParts Is Built Upon
+ Windows SharePoint Services
+ Windows Server 2003
+ IIS
RtWebParts Fits In
+ Office SharePoint Portal Server 2003
+ Windows Server 2003
+ IIS
Windows Server 2003
+ File Access
+ User Authorization For Files & Resources
IIS
+ Basic Authentication Over HTTPS
+ Windows Authentication - Internal
AD for Roles etc
SPS Details
+ AD Tree Import and Synchronization tree
+ Rules For Targeting
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SPS Overview

A Home - Microsoft Internet Explorer | U se r o r

File Edit Wew Favorites Tools Help |a’

I
JOBEd( -9 -9 @ 6% | O search <7 Favorites @) Media 42 | 2R-= EBH 3 ROIe Based
I
|

I
Agdress.@ ?tj Go
Googe~ | e & oo O HE -, + Today

'.'1 Home Documents and Lists Create Site Settings Help

_ - + File Dirs
@ Home + Files

Modify Shared Page»

Add Web Parts 3

Documents Links P t I
Pictures URLE Design this Page * o r a
Lists Modify Shared Web Partz »

Contacts Shared View ¥ SiteS/ Areas
8

= Add new link .
Events newiin Personal View

Discussions P — e ———— - * Pa g es

General Discussion

Type Mame A Modified By -
Surveys - X —
I@j Training Agenda 040704 John Matranga (Omicron) * ng hts I O
I@j Meeting Agenda March 23-35 John Matranga (Omicron)
Project March 18 John Matranga (Omicron) C h a n g e Pag e
[3 sStatus Reports John Matranga (Omicron)
=
= Add new document "* Deslg n
Tasks -,

Modif
Title A Assigned To Status o I y
There are no items to show in this view of the "Tasks" list. To create a new item, click "Add new task" below.

¥
= Add new task * PUinC View
¥

General Discussion T Pe rsonal
Subject A Posted By -
R John Matranga VIeW

(Omicron)

@ l_ '@ l_ |4 Internet
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SPS Site Settings

Site Settings - Microsoft Internet Explorer

| Be it vew rovomes s me T w
Qback - - & @ | 7 search < Favorites @ Media  42) | Qs B E 3

Agdress@ j Go
Google~ | e R[> (OB -2 Y

Site Settings

Usze the links on this page to manage site settings and update your personal information on this Microsoft Windows SharePoint Services 2.0
(6.0.2.5530) site.

Administration

=4 Use the links in this section to add or remove users, add or remove sites, or navigate to other site administration features.

B Manage users
B Manage sites and workspaces
B Configure Site and Workspace Creation

B Go to Site Administration

Customization

= Usze these links to change the look of the site, update lists and document libraries, or modify the text displayed at the top of each page of the
| site.

@ Change site title and description
B Apply theme to site
& Modify site content

B Customize home page

Manage My Information

- Use these links to wiew or update the information stored about you, and to manage the list of documents or other items in this site for which
[ 8 you receive alerts.

@ Update my information
@ My alerts on this site

= View information about site users

@ http:/fportal.osisoft.com/sites/BP fertissvt/_layouts 1033 /settings. aspx l_ ’@ l_ |° Internet

'-i OMICRON John Matranga
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Users and ACL
Rights

Same As For
Files
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New Site

Edit View Favorites Tools Help |”’

Google - | e -® | | O-HB -2

Home Documents and Lists Create Site Settings Help

New SharePoint Site

Usze this page to create a new site or workspace under this SharePoint site. You can specify a title, Web site address, and access permissions.

Title and Description Title:

Type a title and description for your new site. The title will be displayed on I
each page in the site. .
Drescription:

Web Site Address URL name:

Users can navigate to your site by typing the Web site address (URL) into http://portal.osisoft.com/sites, I
their browser. You can enter the last part of the address. You should keep it

short and easy to remember.

For example, http://portal.osisoft.com/sites/BP/ertissvt/ mysite

Permissions User Permissions:

You can give permission to access your new site to the same users who h * Use same permissions as parent si
access to this parent site, or you can give permission to a unigue set of ¢ Use unigue permissions
users.

Mote: If you select Use same permissions as parent site, one set of user
permissions is shared by both sites. Consequently, you cannot change user
permissions on your new site unless you are an administrator of this parent
site.

Create I Cancel | b

@ ’_ ’@ ’_ | Internet
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Security On The Security

B
]
File Edit WView Favorites Tools Help |#

|

J@Bad{ ~9 - X & .dj | D search  <'- Favorites @ Media 42 | (- = i 3

JAeressl@ B> E ’ AS One
|

Google - | S & o> (6 "B -2 Would
Expect

A Error - Microsoft Internet Explorer

%' Home Help

@ Error

Access denied. You do not have permission to perform this action or access this resource.

Access requests are not enabled.

Troubleshoot issues with Windows SharePoint Services.

=
|@ Done ’_’§|_|° Internet
- MICRON Omicron Consulting
=, John Matranga 1500 Market Street
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Excel Integration

T | ?."A_ ’ EmbEd ACtual

| @osck = 3 - (=] F 0| Dsewch ramer wfreds @ - ) - 0L H | Excel
Spreadsheets
Into The
Portal

uuuuuu

| Do

sh
o
|Eurapa R 12
|Eunpa a5 -12.5
Eurape 45 3
Eumpa Al 1.1
Eunape 18 w22
_Eumpn 35 a
Eunpg k) -1
Eurape e} 1
Eumpa 22 a5 —
Eurape H -1
Eunapa x i
| Tmals I62.6 LK
) hastt £ J .Ll_lx
Deftfice PivotChart -
Savs | Connectbo D |
IR =] E 2 il ER =]
L]

U Trusied shes

g

=
)
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Have Excel
Drive Other
Items On The
Page (Trend
Below

Allows For
Direct, Secure
Editing Of
Spreadsheet
(With Rights)
Can Be Used
For What-if An
Analysis
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Sample Portal Page

Ele Edt  View Favorites Iooks Help

RN - Personalized

Address [] hitp:/lwn cwal comMysite/defaul. aspx

®  Home Documents and Lists Up To CWOIl

2 ke simmons ~ p e Page Access

G Modify My Page v browse

Web Part Page Galler
Sl e Top Zone il ]

(1)
_ = esource
£4d 3 Web Part to this zone by dropping It here

Fubls Virtual Server Gallery (12)
online Gallery (8
Actions Middle Left Zone Middls Right Zone ccess
a Web Part List
B e Alerts - x vs Target Sulphur - x vs. Target Production v x 0SIsoft RtAlarms v x L
o Creste List ; : !
a Creats Page D 5 4 N 25 7 \ 925 y BREES 3| [ostsoft Rtalarms
4 6 9 aa gt a4 Sev[Description Status 3| SlIsoft RtBoxChart
a Manage Alerts 5 ”
4 \Warning , Arerage 9 |compressor Efficiency Alert |_* Hihi 5] OStsoft Rtchart
My List: Maint. Due on platform o
e Fpaaz L*oig1 |- J| 0SIsoft RtGauge
EC Lo ! Maint. Due on Atwater -] 3| OSlsoft RtGraphic Access
Pipeling
@ Shared
Doeuments vibration Alert (C91411)  |_* Digl \3) ostsoft RtLecator
@ My Fictures T & Maint. Due on Comp | \3) ostsoft RiMadulevien
i 10 5 100 (c08231) 1) oslsoft RtPresence
HidRa0sS C s 5 Flow Rate Decline
 Binttorm Ve d| osIsoft Rtsnapshot
@ Field Map Middle Left Zone Low 0SIsoft RtTrend |3] OSlsoft RTimeRange
0il & Gas Production v x 0il & Gas Totals - x Environmental Quality v x -
o Compressor Quality 1t 10 (of 12) Next
@ Simulations
East
12000 West
9000
5000 [T
3000 East
0.00 3 T T
East  Mid  West 000 5000 100,00
WAcuwal [llPanned Wrcua [lPianned —Acwal — Planned
My Calendar - x
o December 01 - December 06
ty Inbox (Mike Simmons) Today =
44 b bl f s b 11:00 AM-11:30 AV Production Meeting with
Jamie
subject Tuesday, December 02
11:00 Ab-11:50 AV Production Meeting wth |
a My Links Summary v x
(alFrank Danowski Sat 8[2/2003 316 PM s, General
. ©ut of Office AutoReply: Reservor Smulation &) Acive Alert
3 Frank Danowski Sat 8/2/2003 3108 PM -
RE: Reservoir Simulation & Field Map
(-2 Frank Danowski Sat 5{2/2003 2:50 PM &) Platform view
e e e — ] Simulations Manager
@ Manage Links | Add new link
All portal users

Cartwright Sets Standard for Capital Efficiency

Bottarn Zone

4dd 3 Web Part to this zone by dropping it here

vITup 2one -

&] Done: [ [ [ meemet
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- John Matranga 1500 Market Street
)

imagine. develop. eveive. jmatranga@omicron.com Philadelphia, PA 19102




OSIsoft UC 2004

KPI Example

V:E,M_;ofm_’ S — *! + Parts Can Be
DBsk = ) - (2] 3] (| ) Sewch Pavokes WNeds €] (e ouo0le 4L R ‘ -
“I‘J nts d Lists Croate Site Satt) el :{J Drlven From
1 —1 PI, Relational,
— S — Web Services
Sources Of
Data

+ Can Keep User
“ID"” OR Share

Commercial

4
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Application Integration Example

/3 Home - Work Order History - Microsoft Internet Explorer [_[O] |
| Ble Edt tiew Fovorkes Tooks  Help | o
| @eack - D - [ @ ] Poeach Frravories @reda @] (2- 9] - DB R
| Address [&] hetpiibpsplsites maintenancefdsfault. aspx -]
he Documents and Lists Create Gite Settings Up to Plant Apps Help Up to BP eRTIS k= ’ Da ta Access ( U Se r
Work Order History ,Ol—
Home Context)
ments BP Operations > Maximo Detail -
S T S Y + Custom WebParts
£ (B regions
L B fustralia WorkOrder | Equipment | WorkOrder Last workOrder
Number Number Status Changed Description -
BYs & [ Europe 1020 11230 WSCH 05/02/2002  |Generator Overhaul Ca n Be Drlven
- [® eavernoil 6012 11300 WAPPR 02/22/2002  |Compressor Quarterly Inspection and Certification
- @ Catellon 6013 11460 WAPPR 0z/2z/2002 Burner Quarterly Inspection and Certification
(B corytan 6015 12100 WAFPR 02/22/2002  |Forklift #1 Quarterly Inspaction and Certification F ro m T h e
.[B Gelsenkirchen 6014 12210 WAPPR 02/22/2002  |Crane Quarterly Inspection and Certification
& (B Grangsmouth 6011 11200 WAFPR 02/02/2002  |HVAC Quarterly Inspsctions & Certification P t I
() Cracking 6010 12700 WAPPR 02/02/2002 |12 Month Service on Shipping Dept #2 Conveyor o r a
. 51098 12510 APFR 01/16/2002  |Quarterly Insp & Certification
Gravou 51097 12510 APPR 01/16/2002  |Quarterly Insp & Certification
(B aLky 51096 12510 APPR 01/16/2002 | Quarterly Tnsp & Certification
(B aLky HD 51095 12510 APPR, 01/16/2002 Quarterly Insp & Certification
(B amine 51094 12510 APFR 01/16/2002  |Quarterly Insp & Certification
(B4 ca 150M 51088 12210 APPR 01/16/2002  |Quarterly Insp & Certification
@ Foo 51087 12210 APPR 01/16/2002 Quarterly Insp & Certification
(B caso sp 51086 12210 APFR 01/16/2002 | Quarterly Insp & Certification
B OFFSITES-CRK Prev. fext
B sru 2 Work Order Details
(B shu 3 wiork Order: | ] | tn workflow? 7] Work Type:s ||
B usce Location: | ] | | wo pricrity: [ letmess [ ] -
£ (B Fusls Equipment: | | [ | Locteq prioritys [ |wamanty: [ |
(B 2pe Reported ey | Reported Dater || Equipment Up? [T Phone: [
B zere satos ] otmusosm[ | chameToswmer I
(B4 3cou
B ze1r parent wor ||
B4 cs/ce 150M
B cor
[ cHD
(B4 kmu
(H offsites-Fuels
[ sHU
18] Go to Plant Detail
&[5 Lubes
(B4 asp
B4 FurrF
[ LHU |;|
| s
&) Done [ [ |6 Trusted stes 4

=
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Applications Page

My Site  Site Settings

- RePortal
R ) Plant Applications
Current Location RtMenu
v Home ynckentie, welcome to Plart Apphcatons
Plare Applhicavons
S —
Actions el Process Momtonng

® Create Subarea

= Chan Seton -
- e .‘ii‘ Emissions Control

2 Manage Securtty
® Manage Contert

Ree Portsl She @ Operator Logs

B Add to My Lnks

" Alert Me 2 5

= LR Page Power Use Client

Integrated Security To THE Network Directory

Plant Applications Menu - See What You Get

Role Based Application Access

ADAM

No Need For Extra Administration

OMICRON John Matrangs e
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Questions and Information

+ John Matranga
+ CTO Omicron Consulting
+ 215-854-3485
+ Jmatranga@omicron.com g

+ Other References

+ PI Security Whitepaper

+ http://support.osisoft.com/PIServer/
WhitePapers/PI Security Best Practices.doc

+ Microsoft

+ http:/ /www.microsoft.com/AD
+ LDAP (Open Standard, IBM Site for Good Overview)

+ http://www.redbooks.ibm.com/redbooks/SG244986.html
+ SharePoint

+ SharePoint Portal Server Administrator's Guide (Online)
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