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Proactive

* Protect
From
Viruses

* Windows
Integrated
Security
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Disciplined
* Licensing

« Pl Buffer
Subsystem

* Logs
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Proactive DiSCiplinec @ Aware

* Protect * Licensing  Architecture

L » Pl Buffer
Subsystem  Learning

Diagrams
Viruses
* Windows

Integrated
Security

- Logs
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Virus Infection at an Electric Utility

"A third-party technician used a USB-drive to upload software updates during a scheduled
outage for equipment upgrades. Unknown to the technician, the USB-drive was infected
with crimeware. The infection resulted in downtime for the impacted systems and delayed

the plant restart by approximately three weeks."

(Continued on next slide)
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Virus Infection at an Electric Utility

"A third-party technician used a USB-drive to upload software updates during a scheduled
outage for equipment upgrades. Unknown to the technician, the USB-drive was infected
with erimeware. The infection resulted in downtime for the impacted systems and delayed
the plant restart by approximately three weeks."

(Continued on next slide)
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Scan USB Sticks Regularly

« QOSlsoft uses endpoint protection

« 3" parties always have the option to
scan the device themselves

« Always scan thumb drives

PI SYSTEM REGIONAL SEMINARS




Network Devices
IT Monitar
MCM Health
Monitor

Process
Conirols
DS/ PLC
QFC

Relaticnal
Database

HTMIL /
Web Service

Text /!
Flat Files

Flia Pl

Data Sources
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450+ Interfacas
(Failowver)

Process Control
Network (PCN)

Small steps to a more secure

luser authentication model

CMMS

3 LIS

%ﬁ ERF

Pl AF Server
FI Event Frames
{future)

Pl AF Collective

Demilitarized Zone
(DMZ)

‘\NH Pl Web Services
% Pl Coresight
MS SharePoint
s - Pl WebParls
o - Pl Datalink Server
=

Smart Clients

- Pl ProcessBook

- Pl Activeview
% - Pl Datalink

A (=

Corporate LAN

Thin Clignt

(&

Internet



Explicit Login and Pladmin

« Do not use explicit login anymore

— Especially for the piadmin user!

« Security Alert: Pl Authentication
Weakness

— October 2009

— Encryption Algorithm is no longer safe
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LM & https://www.kb.cert.org/vuls/id/473051

(& Vulnerability Note VU24790.., %

Overview

0OSlsoft Pl Server provides an insecure authentication mechanism that could allow attackers to read or modify
information in databases.

Description
Pl Server is a core component of the O5lsoft Pl System.
According to a report from C4 Security, OSISoft release notes (login required) for Pl Server 3.4.380.36, and O5ISoft KB

article 51200518, it appears that changes were made to Pl Server to better resist brute force authentication attempts. Pl
Server 3.4 380 36 deprecates an older authentication mechanism in favor of Microsoft Windows authentication.

Windows authentication provides security features such as: logging failed login attempts, enforcing minimum password
lengths, and enforcing password time-outs.

Impact

According to reports it appears that the old Pl Sever integrated authentication security system method was susceptible
to brute force authentication attempts. A successful attempt will allow an attacker to gain access to the Pl Server
databases.

Solution Public security bulletin

OSlsoft recommends upgrading to Pl Server version 3.4.380_36. h

According to the Pl Server 3.4.380.36 release notes the following procedures to mitigate the vulnerability:

Enable the Pl Server for Windows authentication and configure Pl Trust records
Use IPSec between the Pl Server and the different client computers
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Solution

O5lsoft recommends upgrading to Pl Server version 3.4 380 _36. b

According to the Pl Server 3.4 380 36 release notes the following procedures to mitigate the vulnerability:

Enable the Pl Server for Windows authentication and configure Pl Trust records
Use IP5ec between the Pl Server and the different client computers
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%% Disable AP trusts

%% Disable SDK trusts

%% Disable explicit login

'83 Dhisable explicit login for piadmin
y [hsable blank passwords

Explicit Login: How To




Security Take Home Points

Using long and complex passwords for explicit
login protects me?

False
Windows Integrated Security will have the same
weakness?

False
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My Pl Server will not Start!

Check the PI Server Message Logs

C:sProgram Files“Pl“admXpigetmzsg —st * —et *—10m
h

#» No messages

Check the Event Viewer Logs

16



My Pl Server will not Start!

(gl Event Viewer
File Action View Help
&< 2@ D

Event Viewer (Local) Application Number of events: 9,994
b L Custom Views

4 [ Windows Logs Level Date and Time Source EventID TaskC...
{«] Application @lnformation 4/7/2013 9:29:26 PM pilicmgr 2 None
[s] Security O Eror 4/7/2013 9:29:26 PM pilicmgr 4 None
] Setup /3, Warmning 4/7/2013 9:29:26 PM pilicmgr 3 None
[e] System (@) Information  4/7/2013 9:29:26 PM pilicmar 2 None
|| Forwarded Events (@ Information  4/7/2013 9:29:26 PM pilicmgr 2 None
b [ Applications and Services Lo
.,y Subscriptions Event 4, pilicmgr
' General | Details ‘

[License Machine Mismatch - Aborting ... [-12209] amount or another mismatch

Message ID: 3011
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Licensing .

» =l General
4
i FirstRun: 12/31/1565 4:00:00 PM
5 Activation Count: 2
—HJ License File 10: c838caad-bo26-832-230-34cc 359058308

Need highest percent match =&

) HA Grace Period Start Time:

Field Service Standards Do e 410 s 43P
" ID Histo
b j ngmm:'
» [55l Resources
- [l Seats

\ || base.dit 9/ 28720 1L |
2 Librages w | BestMachineSignature.MSF 47572013 10

— .

32 itermns 1 termwelected 738 bytes

= Program kFi].EE""-.PI “admspidiag —host —file BestMachineSignature .MSF

s »Program Files“PIlsadm>
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Pl Buffer Subsystem Example

* Windows Integrated Security
* Everyone group has read access
« Machines map to the Everyone group

B5—-Apr-13 18:38:26 pinetmgr C7AB2 D
#7 Successful login ID: 63. Address: . Mame: pibufss. Identity List: PIEngine

prs 1 PlWorld. Environment Username = NT HUTHURITTHETETEH Method: Windows Login
CESPI .NTLM>

« P| Buffer Subsystem may connect as a read-
only user

19



Pl Buffer Subsystem Example

« Use Windows Integrated Security

 Allow the buffer to connect as a Pl Identity
with write access to the Points which it owns
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Pl Buffer Subsystem: How To

d B4 2@ e

L]

Mappings | Trusts

Pl Server Collective Description Pl ldentity
piadmins

Mapping

I';l .
. N il

(YA82 >

D 18-Apr—13 17:22:38 pinetmgr
- Mame: pibufss. Identity List: PIBuff

#» Successful login ID: Y817. Address:
prIdentity | PIWorld. Environment Username : “0S5Isoft—Buffer. Method:

Windows Login (SS8PI . NTLM>
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Listen to your system: Pl Message log

Efﬂ PI Interface Configuration Utality | = | = 25 |

Interface ools  Help
"y W S -
_1 il = ’Jl' L7 ]

Interface: |-semct- _IJ |
Tope: | noe - J

I 18-Apr—13 19:16:16 pinetmgr:Connection Information C7A8a>
#* Neuw Connection ID: 47 ; Process name: Prochook.exe(8%772> ; User: piadmins |
Pltlorld ; 0F5 User: 0SIvkawrn : Hostname: ; IP: : ApplID: 552 ;5 AppMame: Proc

essBook

I 18-Apr—13 19:16:16 Prochook 4>

»» Buccessfully connected to server karne43fdd as piadmins | PIWorld

I 18-Apr—13 19:16:27 piaflink C17842 )
#» Retrieved migration configuration information from PI Base Subsystem.

22



Listen to your system: PIPC log

Efﬂ PI Interface Configuration Utality | =N X |

T e

S SR 0@
Interface: | select - j |

18-Apr—13 19:24:64
PI Ping* C:~Program Files <(x86>~PIPCxInterfaces“PING~PIPing.exe 1 C:“Program Fil
ez (xB6XSPIPCsInterfacessPING PIPing.exe 1 —PS=PING —-ID=1 —host=dveenemab22@:545
B —=stopstat=Intf Shut —maxstoptime=120 -perf=8 —f=BH:3H0:48

18-Apr—13 19:24:64
PI Ping 1* Starting PI Ping, wversion 1.6.3.8 2V-Apr—2HHAY

18-Apr—-13 19:24:84
PI Ping 1* Uniint is running in Extended API Mode with options @xU006H0A9

18-Apr—-13 19:24:-H4
PI Ping 1> Uniint version> 4.4.5.0

23



Listen to your system: Pl Message log

i PlInterface Configuration Utility =[] &3

_=] _:" — !

Interface: | zelect - j |
| |

I 18-Apr—13 19:16:16 pinetmgr:Connection Information C7A8A>

2> Mew Connection ID: 47 ;5 Process name: Prochook.exe(8772) ; User: piadmins |
2 3

PIWorld ; 085 User: 0S5Iskarn : Hostname: ; IP: s ApplID:= 55 AppMName : Proc
ez Book

I 18-Apr—13 19:16:16 Prochook 4>

#» Successfully connected to server DUEENEMAG2Z2B as piadmins | PlUWorld

I 18-Apr—13 19:16:27 piaflink C17882 >
2> Retrieved migration configuration information from PI Base Subsystem.
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Listen to your system: Pl Message log

Efﬂ PI Interface Configuration Utility =N1C X
] & - e L
Interface: - zelect - T

I 18-Apr—13 19:16:16 pinetmgr:Connection Information C7a8a>
#» New Connection ID: 47 ; Process name: Prochook.exe(8772> ; User: piadmins |
Pltorld ; 0F User: OSINkarn : Hostname: ; IP: : ApplID: 552 5 AppMHame: Proc

pssBook

I 18-Apr—13 19:16:16 Prochook 4>

#» Successfully connected to server karnedldd as piadmins | PIWorld

I 18-Apr—13 19:16:27 piaflink C17842 )
#» Retrieved migration configuration information from PI Base Subsystem.
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Listen to your system: PIPC log

Efﬂ PI Interface Configuration Utility o | [E 28
_1 F - |3 L1y
Interface: - zelect - -

18-Apr—13 17:24:84

PI Ping* C:sProgram Files <x86>~PIPCuInterfaces“PING“PIPing.exe 1 C:“\Program Fil
ez C(xBb6I)SPIPCsInterfacessPING“PIPing.exe 1 —-PS=PING —-ID=1 —-host=dveenemab22@:545
B —=stopstat=Intf Shut —maxstoptime=120 -perf=4 —f=HA:38:48

18—Apr—13 19:24:084
PI Ping 1> Starting PI Ping,. version 1.6.3.8 27-Apr—2809

180-Apr—13 19:24:84
PI Ping 1> Uniint is »unning in Extended API Mode with options BxAE00BHAH7

18—Apr—13 17:24:84
PI Ping 1> Uniint version> 4.4.5.8
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Listen to your system: PIPC log

Efﬂ PI Interface Configuration Utality =1[c X
1 & 5 L Lo
Interface: - select - e

18-Apr—13 19:24:84

PI Ping> C:“Program Filesz <xB6>~PIPCuInterfaces“PING“PIPing.exe 1 C:“Program Fil
ez (xB6)\PIPCsxInterfaces“PING“PIPing.exe 1 —PS5=PING -ID=1 -host=dveenemab22@:545
B —stopstat=Intf Shut —maxstoptime=120 -perf=8 —Ff=A0:30:008

18—Apr—13 19:24:84
PI Ping 1> Stavting PI Ping, version 1.6.3.8 27-Apr-2009

18—Apr—13 17:24:84
PI Ping 1> Uniint iz ruwnning in Extended API Mode with optionsz BxHHBAHEHAYT

18—Apr—13 19:24:84
PI Ping 1> Uniint version> 4.4.5.H
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Listen to your system: eventvwr

File Action ‘iew Help

&= |F HE

E Event‘d’iewer{LucalH
[ ijv Custom Wiews
[ [i Windows Logs

a5 Lpplications and Services Lo
] AF
Hardware Events
fs] Internet Explorer
Key Management Service
B icrosoft
Microsoft Office Alers
[ O Elsoft-PlDataservices
5| ThinPrint Diagnastics
fs] Windows Powerhell
E Subscriptions

PISYSTEM REGIONAL SEMINARS

Event Yiewer [Locall

To wiew events that have occurred on your computer,
select the appropriate source, log or custorm view node
in the console tree, The Administrative Events custom

| ‘

Event Type EventID  Source Log

Critical - - -
Errar - - -

Warning - - -
£

]

Actions

= Open Saved Log..

¥ Create Custom Wiews..,
Irmport Custorm Wiew,.,

Connectto Another Compu..,

Wienye 4
Refresh
Help »




Metwork Devices
IT Manitwar
MCHM Haalth
Monitor

Process
Controls
DCs/PLC
QFC
Relational
Database
HTML / E
Webh Service %
Text |
Flat Files
~
PlePl |
NE

Data Sources

450+ Interfaces
(Failower)

Process Control
Network (PCN)

Pl Server Collective

Pl AF Server
Pl Event Frames
(future)

Pl AF Collective

Demilitarized Zone
(DM2)

Know your system

CMMS
5 LS
% ERF
SQL
3
)
=
“:-." Fl Web Services
Pl Coresight
=
MS SharePoint
B - Pl WebPans
o - Pl DataLink Server
5

Smart Clients

- Pl PracessBaook

- Pl ActiveVView
% - Pl DataLink

A (=

Corporate LAN

Thin Client

(=

Internet
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Knowing Your System

HQ server HQPI1
PI to PI - on it's own machine
site server

name Mountain View MtnViewPI

not matching

We start simple ...

PI SYSTEM REGIONAL SEMINARS



Knowing Your System

HQ server
HOPI1
PI server 2818
3.4.385.59 B4bit

PItoPI - get wersion.
HQ-Intl local to HQPI1

site server
MtnViewPI
3.4.385.77 32bit

data not matching
locks ok on the source PI server |

...and we build

PI SYSTEM REGIONAL SEMINARS



Knowing Your System

Collective: HQ-PI

HQ-Intl pitopi-PA1
192.168.x0¢.113 pitopi-PA1
pitopi-WC1

pitopi-MV1

10 ms 250 ms

50 ms

PaloAlto (PA)
192.168.xxx.248
PaloAltoPI
3.4.385.77 32bit

WalnutCreek (WC)
192.168.00. X0

name?
3.4.385.77 32bit

opcintl opcintl
opcint2 opcint2
rdbms1 rdbms1

PI SYSTEM REGIONAL SEMINARS

MountainView (MV)
192.168.00¢.XXX
MtnVwPI
3.4.385.77 32bit

opcintl

rdbms1

v

HQPI1
192.168.0x.x01

primary
3.4.385.59 64bit

HQPI2
192.168.0m.x02

secondary
3.4.385.59 64bit

...and build




Knowing Your System

HQ-Int1 pitopi-PA1 Collective: HQ-PI

192.168.xxx.113 pitopi-PA1 HQPI1
pitopi-Wel 192.168.50x.x01

pitopi-MV1 ]

primary
3.4.385.59 64bit

HQPI2

10 ms 250 ms 50 ms
192.168.0x.x02
PaloAlto (PA) WalnutCreek (WC) { MountainView (MV) secondary
192.168.xxx.248 192.168 . XXX.XXX 192.168.XXX.XXX 3 4 385 59 64bit
PaloAltoPl name? MtnVwPI

3.4.385.77 32bit 3.4.385.77 32bit 3.4.385.77 32bit
+127

opcint1 opcint1 opcintl ...and build
opcint2 opcint2 -
rdbms1 rdbms1 rdbms1
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Knowing Your System

36 instances

Collective: HQ-PI

HQ-Intl pitopi-PA1
192.168.xxx.113 pitopi-PA1
pitopi-WC1
pitopi-MV1

10 ms 250 ms 50 ms

PaloAlto (PA)
192.168.xxx.248
PaloAltoPI
3.4.385.77 32bit

WalnutCreek (WC)
192.168.00. X0

name?
3.4.385.77 32bit

opcintl opcintl
opcint2 opcint2
rdbms1 rdbms1
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MountainView (MV)
192.168.00¢.XXX
MtnVwPI
3.4.385.77 32bit

opcintl

rdbms1

»
>

HQPI1
192.168.0x.x01

primary
3.4.385.59 64bit

HQPI2
192.168.0m.x02

secondary
3.4.385.59 64bit

...and build




Knowing Your System

HQ-Intl
192.168.xxx.113

10 ms

pitopi-PA1
pitopi-PA1

36 instances

Collective: HQ-PI

pitopi-WC1
pitopi-MV1

250 ms

50 ms

PaloAlto (PA)
192.168.xxx.248
PaloAltoPI
3.4.385.77 32bit

opcintl
opcint2
rdbms1

WalnutCreek (WC)
192.168.00. X0

name?
3.4.385.77 32bit

opcintl
opcint2
rdbms1
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MountainView (MV)
192.168.00¢.XXX
MtnVwPI
3.4.385.77 32bit

opcintl

rdbms1

»
>

HQPI1
192.168.0x.x01

primary
3.4.385.59 64bit

HQPI2
192.168.0m.x02

secondary
3.4.385.59 64bit

...and build
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Avallable Resources

@ OSl-oii.

| GLOBAL| TRAINING | SUPPORT | VCAMPUS'

MY SUPPORT | PRODUCTS | DOWNLOAD CENTER | KNOWLEDGE CENTER | CONTACT US

Search Support

Clear All Selections =

Content Type =

Any Content Type

E]Du:u:umentatiu:n 4
B} «& Articles (52
E] Website Pages (=20
chwnIcads 17

Felease
Anncuncements (165

Known Issues (7

n Support Bulleting (&

[: Enhancements (1

@ Other (1

Product ing =

Welcome Karn | Sign Out

pi server 2012 installation P zrﬂ:;izges
1-10 of 530 rezults Your search took 0.22 seconds. Sort by: | Relevance |Z| a O 0

PI Server 2012 is released

... seconds Better recovery from power failures Most secure version ever To get the most out of
yvour upgrade, O5Isoft recommends using: The latest Microsoft technologies including Windows
Server 2012 and 5L Server 2012. 64-bit PI Server 2012 on a Core installation of Windows
Server 2008 R2 or Windows Server 2012, for maximum security Check out the release notes for
more details. PI Azset Framework (PI AF) PI AF 2012 includez major enhancements to the PI AF
Software ..

Date: 11/28/2012 Size: 29KE Preview...

KBOD&673 - Platform Requirement Changes for PI Server 2012

.. Wersion Give us Feedback Issue Starting PI Server 2012 (3.4.390), 0SIsoft is dropping support
for Windows XF, Windows 2008 Core, as well as support for 32-bit PI Server installations on 64-
bit Windows 2003, Mote: Installation of 32 ... Server 2008 5F2 (or later]), 32 and 64 bits Windows
Server 2008 R2 SF1 (or later), including Core installations (*) Windows Server 2012 (*) See
also KBOO&49 "PI Server support for Windows Server Core” PI Server ..

Date: 12/14/2012 Size: 30KE Preview...

KBO0O783 - PI Web Services 2012 Standalone Edition fails to install on Windows
Server 2003

... When running the installer for PI Web Services 2012 Standalone Edition on Windows Server
2003, the installer fails abruptly. Turning on detailed logging of the installation (msiexec /1%v)
zshows a log statement ... find httpcfg.exe on the path The PI Web Services 2012 Standalone Edition
installer requires ... to httpcfg.exe from the Windows Server support tools when run on Windows ...

PI SYSTEM REGIONAL SEMINARS




Avallable Resources

/&Pl Live Library - BETA

Contents Home

Pl Server 2012 Documentation =l

Tech Support | Learning | OSIsoft

PI Server 2012 Quick Links

Installation and Deployment

Asset Framework (AF) : PI Server (PI Data Archive) : High Availability
S5ystem Management

Security : Buffering : Archives : Backups : Tuning : Monitoring

Points : Collective Management
Asset Management

Getting Started : Creating Asset Models : AF in Excel : Tutorial
Analytics

Performance Equations : ACE : Steam Tables : Totalizers

AF Data References : Notifications

Livelibrary.osisoft.com

PI SYSTEM REGIONAL SEMINARS




Avallable Resources

MY SUPPORT| PRODUCTS| DOWNLOAD CENTER| KNOWLEDGE CENTER| CONTACT US “Search

KB AFthlE # KBOD??Z Welcome Karn | Sign Out

Quickstart Series - PI OPC Interface: Advise Tag Example b Edit Profile
I Site Map
Product: FI OFC DA Interface Print Friendly Yersion
(= Email thizs Fage
Version(s): 2.3 @ Give us Feedback
Platform: Windows all
Question

How do you set up an Advise Tag on the PI Interface for OPC DA?

The Quickstart Series is meant as a tool for those who are familiar with the basics of PI interfaces (configuring trusts, creating
services) and wish to see a specific tag configuration example. Those who are newer to interface configuration should consult
the complete interface manual for full instructions,

This example steps through how to configure the PI OFC Interface to write values from an OFC Server to a FI Server.
For purposes of this example, the following configuration is assumed:
# The FI OFC Interface i= installed on the same computer as the OPC Server.

# The FI point that we are writing data to is an Adwvise tag. The value of the tag will be updated on the PI Server when
the OFC Server notifies the FI Server of a change in the corresponding OFC item.

Answer Quickstart Series

PISYSTEM REGIONAL SEMINARS




Avallable Resources

OSlsoft. @ OSlsoft virtual campus™
COMMUNITY [0 -

community.osisoft.com vcampus.osisoft.com

PI SYSTEM REGIONAL SEMINARS



Get hands on knowledge of how
to use and get value from the PI
System

{@os... DECEMBER 3 -6, GRAND HYATT SAN FRANCISCO

vCampus Live! 2013

SAVE THE DATE
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Tony Yan Jian

tyan@osisoft.com
Customer Support Engineer

OSilsoft Asia Pte. Ltd.

Karn Udomsangpetch

karn@osisoft.com
Customer Support Engineer

OSlsoft Asia Pte. Ltd.
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