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Business - Pl System Functions

* Enterprise Level aggregation, rollup, reporting,
business intelligence, and portal

Enterprise standard template configuration (Pl AF)
Executlve Management * Comparisons across sites

Enterprise

<« Pl System B

Business Functional

Management
Global SMEs
. * Site Level process data aggregation and visibility
{(‘ Site 8 S!te Level r0||l:lp, reportirfg, portal
L BELEUN o  site Level business function support
Site Management * Real-time process views & troubleshooting
Process Manager /Engineer  © Historical data analysis, trending, and process
Quallty Malntenance improvement.
Manufacturing
control B Real-t!me process decision support'
@ PI System . Real-t!me process values a'nd trendlng
* Real-time process calculations, alarming, and
Operator feedback to control
Supervisor
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OSlsoft and Pl System Security

» OSlsoft “gets” security

— OSlsoft is NOT a compliance consulting or security solutions company, but we
do “get” security...

— Collaboration with
» Homeland Security
» Department of Energy Labs (INEL)
* Microsoft (Security Development Lifecycle (SDL) and Security ACE team)
 Infrastructure partners
* Many large, experienced customers
* Regulations and standards — supports compliance (not insures it)

— 10CFR73.54 -- “Protection of digital computer and communication systems and
networks”

— NRC Reg. Guide 5.71 -- “Cyber security programs for nuclear facilities”

— NIST 800-53 -- “Recommended security controls for federal information systems”
— NIST 800-82 -- “Industrial control system security”

— NEI 08-09 -- “Cyber security plan for nuclear power reactors”

— DHS Control Systems Security Program -- “Secure architecture design”
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Strategic Security Standards
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OSlsoft Security Partners

Waterfall for OSlsoft PI
— Unidirectional Gateways

Owl for OSlsoft PI
— Data Diodes

NitroSecurity (Intel McAfee)
— Security Information and Event Management (SIEM)
— Consulting

Alert Enterprises

— Software across IT infrastructure
— Consulting

— Physical Security Solution
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Waterfall for OSIsoft Ple- Typical Topology

Waterfall for OSlsoft Pl Waterfall for OSlsoft PI
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Owl for OSlsoft Ple- Typical Topology

DualDiode® Network Structure utilizing OSlsofte Pl to Pl replication r;;nii{&ﬂ"l
Electronic Security Perimeter ‘ @W__E.l

Metwork
Boundary
Ciglgflﬂ Pl Server | OSlsoft Server (replicated)
(#3 Blue) ! (#3 Red)
I
e | ﬁ
] > - - >

Owl Pl replication - Owl PI replication
Software Client | Software Server
(#1 Blue, #2 Blue) - (#1 Red, #2 Red)

+  Owl DualDiode® running in Windows or Linux sewérs (#1 Blue) (#1 Red)

+  Owl Pl replication software (£#2 Blue) collects Pl data from OSlsoft Pl server (#3 Blue),

+ Pl data sent data across Owl diode to Owl Pl replication software in Owl server (#2 Red)
+  Owl PI replication software delivers Pl data to OSlsoft Server (replicated #3 Red)
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Owl for OSlsoft Ple- OPC Topology

DualDiode® Network Structure utilizing OPC to C)SIs-::nfb@r;._-,E;;.'ﬁ.-:.i'w'",l

(oWt

_ Electronic Security Perimeter
Owl OPC Home Client Node (#2 Blue) Owl OPC Home Server Node (#2 Red)
Network S
i Boundary fr— CERTIFIED
' R4
: -
a Send Server | Receive Server - B <3
TCP (#1 Blue) : (#1 Red) —

OPC DA Server using
Owl Remote Client

Node (#3 Blue)
OSISoft Pl System

| OSlsoft OPC API
(#3 Red)

OPC DA Server Using DCOM (#4 Blue)

+  Owl DualDiode® running in Owl OPDS Linux servers (#1 Blue) (#1 Red)

+  Owl Home Client node (#2 Blue) sends data to Home Sever node (#2 Red) (Windows Servers)

+  Owl Remote Client (#3 Blue) or DCOM (#4 Blue) collect OPC data to Owl Client Home node (#2 Blue)

+  Owl Home Server (#2 Red) node sends data to OSlsoft OPC API node into OSlsoft Pl historian (#3 Red)

OSlsofi. REGIONAL SEMINARS © Copyright 2013 OSlsoft, LLC.

N
10



Pl System Nuclear Reference Architecture
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Westinghouse AP1000 Architecture

Unit 3 Unit 4
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Strategies to
Mitigate Targeted

Cyber Intrusions 1- APPLICATION WHITELISTING

Australia Becomes First
Nation To Discover Reliabl::

Method of Stopping

Targeted Attacks 2_ PAT(CH APP -HGATHONSS ‘

(October 30 & 31, 2012)

.... implementing just the !
top four strategies can ‘

ok #5%of targtad b 3. PATCH OPERATING SYSTEM

http://www.dsd.gov.au/infosec/top-

4- LEAST PRIVILEGES
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Whitelisting

Applications

Microsoft’s Applocker
Windows 2008 & 2012
Windows 8 Pro

OSlsoft. REGIONAL SEMINARS

Communications

Windows Firewall

All Current Versions of
Windows

Enable Output Rules

A
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All Software Has Bugs

Origins of High Severity Software Defects

17%

Design defects

Code defects
Structural defects
Data defects
Requirements creep defects
Requirements defects
Web site defects
Security defects

Bad fix defects

Test case defects
Document defects
Architecture Defects

15%
13%

11%

10%
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2%

2%

2% Source: SOFTWARE QUALITY IN 2011: A SURVEY OF THE STATE OF THE ART (Capers Jones)

0% 2% 4% 6% 8% 10% 12% 14% 16% 18% 20%
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Security Development Lifecycle

Essential Processes and Practices for:
Reducing the Number of Vulnerabilities
Reducing the Severity of Vulnerabllities
Increasing the Resiliency of the Software
Increasing the Reliability of the Software

A
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OSlsoft’s Responsibility

Example: Pl Server 2012

19 New Security Bugs Found and Fixed

Reduced exploitability (software resilience)

Buffer Overrun Detection

SEH - Safe Exception Handling Protection

SEHOP — Structured Exception Handling Protection
DEP/NX — Data Execution Prevention and No eXecute
ASLR — Address Space Layout Randomization
Heap Metadata Protection

Continuous Improvement
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Patch/Upgrade Pl Software

 Each Revision Reduces Bugs

e 64 Bit Versions are more Secure
e Pl Server 2012 Certified on Windows Core
e Pl AF Server 2012 Tested on Windows Core

e MS SQL Server 2012 Certified on Windows
Core
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Patch/Upgrade OS

Servers (Running on Windows Core where possible)
— Windows 2012 or
— Windows 2008 R2

Clients
— Windows 8 or
— Windows 7

Windows OS retirement coming

(No further security updates from Microsoft)

— Windows XP support ends in April 2014
— Window Server 2003 support ends in July 2015
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Windows Core

 No Graphical User Interface (GUI)
 No Graphic Based Applications
 Smaller Faster Code Base
 More Resources Avallable
 Fewer Patches Needed

* Less Maintenance

« Lower Total Cost of Ownership
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Least Privileges

Do not use piadmin account

Use Windows Integrated Security (WIS)
Enable Windows User Account Control (UAC)

Create Users and Trusts based on Least Privileges
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1: Use Whitelisting Techniques

Top 4

2: Upgrade your Pl Software

3: Upgrade your Operating System

Use Windows Server Core for Servers

4: Least Privileges
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Additional Information

OSlsof
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t Links

Whitelisting guidance

For the latest in Pl security use Search string “PlI
Security Best Practices”
http://techsearch.osisoft.com/Pages/results.aspx?k=

pi%20security%20best%20practices

Product documentation on core

For Windows Security Requirements look at this
technical article:
http://techsupport.osisoft.com/Support+Solution/8/K
B00354.htm

OS support

External links

Verizon - 2012 Data Breach Investigations Report:
http://www.verizonenterprise.com/resources/reports/rp _data-
breach-investigations-report-2012 en xq.pdf? ct return=1

Australian Defence Signals Directorate - Strategies to Mitigate
Targeted Cyber Intrusions:
http://www.dsd.gov.au/infosec/top35mitigationstrategies.htm

Honeywell Whitepaper on Application Whitelisting:
http://www.controleng.com/fileadmin/content _files/ce/honeywell-

iits-wp-application-whitelisting.pdf

EA Customers

Contact Your EPM or CoE to Learn More about Best Practice
Availability

Al

A2
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Slide 23

Al Need an additional slide here for additional info:
Author, 01-Apr-13
A2 Action Item to Michael Christopher for tech support docs.

Author, 01-Apr-13
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