Cyber Security

Brian Bostwick, Market Principal for Cyber Security
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Cyber Security is more of a Marathon than a Sprint

* Release Cadence
— Quicker response time
— More agile and predictable
— Most, not all products

« Ethical Disclosure Policy
— Transparency
— Do no harm
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https://techsupport.osisoft.com/Troubleshooting/Ethical-Disclosure-Policy
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Best Practices are Advancing

Engineering Bow-Tie Model

[ _—) CONSEQUENCE
l L/
| SCENARIO
>
; CONSEQUENCE
% ICS Security Bow-Tie
v
| Prepare Prevent Detect Respond Recover
[ o
L BARR'ERS I BARRIERS J CONSEQUENCE Governance Access Control Event Log
Management Network
Architecture
Workf .
Develo:r::nt Portable Media To P
Management of Portable EVE N T
Evaluating Cyber Risk in Engineering Environments: Change Camputers e
A Proposed Framework and Methodology prem— Response
https://www.sans.org/reading-room/whitepapers/ICS/evaluating-cyber-risk-engineering-environments-proposed- Asset Inventory System Security
Patches

framework-methodology-37017
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* Many opportunities to defend

Classic Pl System Kill Chain - Attack scenarios are complex

 Resists common malware
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https://pisquare.osisoft.com/groups/security/blog/2016/08/02/bow-tie-for-cyber-security-0x01-how-to-tie-a-cyber-bow-tie

What’s New in Pl Security




Classic Pl Client Desktop

* Processbook 2015 R2

— Memory corruption defenses (VS2013)
— Removes .NET Framework 3.5 dependency
— Improves support for EMET

Pl SDK 2016

— Memory corruption defenses (VS2015)
— MS Runtime Updates
— Transport Security (Data Integrity and Privacy)

KB01289 - How To Enhance Security in Pl ProcessBook Using EMET

© Copyright 2016 OSlsoft, LLC 9


https://techsupport.osisoft.com/Troubleshooting/KB/KB01289

Latest defensive technology

Modern Pl System Kill Chain . wmore separation from threat to target

» Shifts cost from defender to attacker
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https://pisquare.osisoft.com/groups/security/blog/2016/08/09/bow-tie-for-cyber-security-0x02-hardcore-pi-coresight-hardening

Advanced Security in Pl Coresight 2016 R2

« Login using an external Identity Provider
— No need to expose corporate AD credentials

OpenID Connect

Claims
Pl ID Provider
Coresight
PI3, WCF

Pl
Server

——

Business Network Business Partner/Cloud/Mobile Network

Active
Directory
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Security Changes for
Pl Server




Pl AF — Recent Security Changes

« 2015

— ldentity Mappings

— Service Hardening

— AF Client to Data Archive Transport Security
« 2016 — Annotations

— IsManualDataEntry

— Annotate Permission MS Office csv, docx, pdf, xlsx
— File Attachment Checks ~ Text rtf, txt
Image gif, jpeq, jpg, png, svg, tiff

ProcessBook pdi

Pl System Explorer 2016 User Guide: “Security for Annotations”
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Pl Data Archive — Recent Security Changes

PI Data Archive History of Leveraging Microsoft Software Security Defenses

2015

— Compiler Defenses
— Code Safety
— Transport Security
2016
— Auto Recovery
— Archive Reprocessing

((( 0Slsoft.

WIS 2010 2012 2015 2016
4.380.%) (3.4.385.%)  (3.4.390.x) (3.4.395.X) (3.4.400.x)
36:Sep. 2009 |0 Aug: 64: Tune 2015 | 1162 April 2015
. 2010 .16: Oct. 2012
Release History |.70(SP1): Jul. 77(SP1): 28: July 2015 .72: Oct 2015
2 ' ; - B : 2
2011 Dec. 2011 .80: Jan 2016
Supports
‘Windows Yes Yes Yes Yes Yes
Authentication
C++ Compiler |SP1 VC++ 2008 " VC++ 2012 Update] VC++ 2015 Update
Version .70: VC++ 2008 SP1 VC+ 2010 5P1 4 1
SPT
Nntll‘ve 6 4-bit Yes Yes Yes Yes, 64-bit only Yes, 64-bit only
Supports i i
Windows Server | o> 2008RZ | ¥es: 2008 |y . o0gpot Yes: 2012+ Yes: 2012+
(.36: 2008 also) R2
Core
[Ty STTCDwIreT
Overrun Yes Yes Yes Yes Yes
Detection
/SafeSEH
Exception
Handling Yes Yes Yes Yes Yes
Protection
Structured
Exception Yes, but
Handler Yes, but only by only by Yes, but only by Yes Yes
Overwrite default on 2008+ | defaulton | default on 2008+
Protection 2008+
(SEHOP)
Data Execution
Prevention Yes, on 2003 Yes, on
(DEP)/ No SPI+ 2003 SP1+ Yes, on 2003 SP1+ Yes Yes
eXecute (NX)
Address Space
Layout Yes, 002008+ | Lo | yeg on2008+ v v
Randomization | ' " 2008+ es. on s s
(ASLR)
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Security Changes for
Pl System Interfaces




Pl Interfaces — New options for securing

Pl Interface

Operating
System
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Pl Interfaces — New options for securing

Read

Data Source Pl Interface
\Writej

— Operating

— System

Input

\

kOutput/

White list

New Features:

1. Least privileges

2. Read-only and read-write
3. White list output points
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Code Hardened Pl Interfaces

Hardened + Read-Only Available

Pl Interface for ESCA HABConnect Alarms and Events Pl Interface for Foxboro I/A 70 Series

Pl Interface for Cisco Phone Pl Interface for Metso maxDNA

Pl Interface for ESCA HABConnect Pl Interface for Citect

Pl to PI Interface Pl Interface for SNMP Trap

Pl Interface for CA ISO ADS Web Service Pl Interface for Modbus Ethernet PLC

Pl Interface for IEEE C37.118 Pl Interface for OPC HDA

Pl Interface for Performance Monitor Pl Interface for GE FANUC Cimplicity HMI
Pl Interface for Siemens Spectrum Power TG Pl Interface for ACPLT/KS

Pl Interface for OPC DA
Pl Interface for Relational Database (RDBMS via ODBC)

Pl Interface for Universal File and Stream Loading (UFL)
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Transport Security Everywhere

NTLM Active Directory
Pl Trust (Kerberos)
RC4/M D5 AES256/SHA1*

Pl Buffer Subsystem

Pl Connectors
Pl Datalink

Pl Processbook
Pl Interfaces

> > > > >
SOOOE
QLA
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Introducing Pl APl 2016 for
Windows Integrated Security




Pl APl 2016 for Windows Integrated Security

® " Server - PI2015
Compiler Defenses .
e Code Safety % gﬁszﬂeSDKmtﬁ
Dizable explicit login
* Transport Security ( Disable expiiitlogin or piadmin
. Disable blank passwords

— Data Integrity and Privacy
Backward Compatible

— No changes to existing Pl
Interfaces

Pl Mapping is Required, Pl APl 2016 does not attempt Pl Trust connection!

© Copyright 2016 OSlsoft, LLC 22
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File View Tools Help

Collectives and Servers \)4\ ﬂ
Search Lo o]

Servers Alarm Groups ~ SQC Alams
PIDEMOVM

System Management Toals

> Data

» Interfaces
IT Paints

» Operation

> Pairts

» Security

Session Record

PIDEMOVM\Administrator | piadmin, piadmins, P[World

Pl System Management Tools (Administrator)

Task 1: Identify all Pl trusts and
corresponding Pl Identities/Pl Users

[u]



Security Changes In
Progress




Pl Connector Architecture

Pl
Connectors

Pl Connector
Relay [

% Certificates % Windows Security

Enterprise
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Pl System Connector

Source Pl System & Pl System Connector PI Connector Relay Destination Pl System

Pl Points
Real-time Data

Elements

¢ Templates
g5 e

Corporate
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» Latest defensive technology
More separation from threat to target

Pl SyStem Kl” Chalﬂ Wlth Relay * Flexible and defensible architecture

—
Attack & Defend

“—J

Attack & Defend
Reduce Impact
Attack & Defend
Reduce Impact
Attack & Defend
Reduce Impact
Attack & Defend

Reduce Impact
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“Infrastructure Hardened” Pl System
~ Global. Trusted. Sustainable.

. ™~ -
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https://www.flickr.com/photos/geoffreysorensen/

What is “Infrastructure Hardened”?

« Extremely Reliable
* Well Tested “Trusted”
* Proven Capability

Security Development Lifecycle Process

\>C|g|ta| ;/) ooz IOActive. B Microsoft @ QUALYS
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Microsoft Project Springfield Early Adopter

Resists pathological Pl SQL
data queries

Devices & * * 1 @@®|. gy Server(s) I
fate s o Safe import and export of
s AF asset structures
& |5 ! .
> intensive bulk data calls
S
= g

Reliable access to archive
data

D
@

@ Robust support for

Bt Microsoft

© Copyright 2016 OSlsoft, LLC



Key Pl System Security Resources

https://techsupport.osisoft.com/Troubleshooting/PI-System-Cyber-Security

@ Pl System Cyber Securit X 4 — o ® ! @ Ssecurity | Pl Square X + = o X
< > 0O & Osisoft, LLC [US) ort osisoft.com/Tr 5 Cyber-Secur & S ) 8 Mo SO DITG
OSisoftHome  P1 Square Community  Learning ~ Live Library Wialcome, Guest  Sign In

Pl Square

The OSisoft Community

(@ osi

Pl System Cyber Security Home  Videos

[1- Tech Support

B configure PI Server sec x4

« = 0O B youtube.com/playlistist=PLMc b o

o ,_
= You([l] Search a - ‘/\1 .

: ‘&* Security

Channels  About
LA

Home News paces People Ideas Conte

These links highlight useful documentation, security advisories, technical artic
issues related to mitigating security risks and tightening security for your PI Sy

Configure Pl Server Security Overview

Policy Date Corporate palicy name g + Leam how to P Ident;
different user groups &

s, Mappings, and Trusts are use
4 applicati

) LINKS WELCOME TO THE OSISOFT

URITY GROUP! UPCOMING

Ethical Disclosure Policy custom authentication and suth

- Ethical Disclosure Policy ¢ This user group s here to exchange information and best practices 4] @ Osisoft EMEA Users

P Pyl || < Sham P! Security Tech Support & related to mitigating security risks and tightening security. We hope Conference 2016
to share and leamn. 9/26/16 9:00 AM
|
_ e OSlsoft:what are Pl Identities, Mappings, & Trusts? (High Level
Learning Videos Date Tallor Pl Server Securlty to differs Pl Serves Security Map) -
—— e e SECURITY
2016-07- Configuring P1 Data Archive Sec
6 onfigurin e ul B Bow Tie for Cyber Security POPULAR TAGS

o7

(Ox( ttack Path of Least

tance? in Security

0Slsoft: Pl Data Archive Security Deep Dive Map- Security Areas,
Defaults, & Customization

Type your question administration audit

coresight 2016 coresight security

El Bow Tie for Cyber Security :
(0x02): Hardcore Pl Askit cyber_securlty github

——  OSlsoft: Configure Overall Pi Data Archive Security for Users & Coresight Hardening in
SDK Applications [v3.4.380 & lster]

by OSlsoliL

arity

pl af security pi develub p

pisecurityaudit powershell scripts
B Bow Tie for Cyber Security .

(0x01): How to Tie a Cyber security

0Slsoft: Setup Custom Security on Pl Points for Both Users & Bow Tie in Securi security cybersecurity

Applications [for v3.4.380 & later]
fiLearning

ty

.. https://pisquare.osisoft.com/groups/security

by 0S|

Osisoft: Configure Most Secure Authentication for Pl Interfaces
& Buffering [for v3.4.380 & later]

https://www.youtube.com/user/OSlsoftLearning/

© Copyright 2016 OSlsoft, LLC




Actions

« Defend your critical systems

« Establish an update cadence

« Take advantage of integrated security
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Questions Please remember to...

Complete the Survey

Please wait for the . .
for this session

microphone before asking
your questions

Lo ] Bl REGIONAL SEMINAR

Safeco Field - Seattle, WA - September 20, 2

1. Digital Transformation with Today's PI System-— OSisoft o o
2. Pl Coresight 2016: New Vision, New Display Editor, New Look and Feel —
osisoft

Excellent
o o
o o
3. Monitoring Health and Performance of Grid-Scale Energy Storage o o o o
Systems — UniEnergy Technologies
4. Using P! Integrators to Improve the Value of your Pl Data~ OSisoft o o o o
5. Pl Asset Framework Ties Together Enterprise OEE for Clearwater Paper — o a o
Cle
t at e O LI r = " : D - D D
Pl Ana n Imp o o o o
Seeq helps customers get even more value from their OSisoft PI System
st o o o o
What's Really Goi with your Beer's Fermentation?  Des
Brewery a o =] a

name & company
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Contact Information

Brian Bostwick
Brian@OSIsoft.com
Market Principal, Cyber Security

Bryan Owen PE
Bryan@OSlsoft.com

Principal Cyber Security Manager
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