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Michael J. Assante, January 9, 2016
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BSI Top Threats
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Threats against humans
Social Engineering, USB devices,
accidents Taking advantage of opportunities — Navigation
( avoiding risks S
« Boundary exploits ----i‘-g‘; e

Exploits of internet facing systems, / Fi ¢ gSamt

.. r How to find us
remote access, critical systems, cloud ”fofmau “e“;g
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* Internal threats
Old systems and software, DDoS
attacks, Smartphones

Federal Office for Information Security
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Bow Tie Diagrams: Introduced by Shell

Engineering Bow-Tie Model
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Change Computers
Incident
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Evaluating Cyber Risk in Engineering Environments:
A Proposed Framework and Methodology

https://www.sans.org/reading-room/whitepapers/ICS/evaluating-cyber-risk-engineering-environments-proposed- Asset Inventory
framework-methodology-37017

Operating
System Security
Patches
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But if they get in, limit the damage
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Ukraine Power: ICS Cyber Kill Chain Mapping
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Analysis of the cyber attack on the Ukraine Power Grid, SANS.org
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https://ics.sans.org/media/E-ISAC_SANS_Ukraine_DUC_5.pdf

Modern Pl System Kill Chain + Many opportunities to defend

« Attacks are complex
» Successful attacks require high skill levels
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Top Three DHS ICS-CERT Weaknesses

1. Boundary Protection:
Poor architecture including ICS discoverable on the internet

2. Least Functionality:
Unnecessary open ports

3. Authenticator Management:
Simple passwords and lack of encryption

Industrial Control Systems Assessment Summary Report FY 2015
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1. Boundary Protection

/ Critical Systems \
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& Distribution
SCADA

Plant DCS
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Other critical

Limits direct access to critical
systems while expanding the
value use of information.

operations systems
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1. Boundary Protection: Pl —to — Pl
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1. Boundary Protection: Data Diode Partners

« Separation of access for operation and business user
 Absolute enforcement with one-way data flow

ll
D &J m‘.;; Actlve D|rectory
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2. Least Functionality

Pl Server — Certified for Windows Server Core
— Less installed, less running, No GUI applications
— Fewer open ports
— Less patching : 34
— Less Maintenance .
— Lower TCO I : II

Critical Patches

Setup Time (sec)
VHD Size (GB)

65
8
2
| I e I
o

Microsoft Mechanics. "Exploring Nano Server for Windows Server 2016 with Jeffrey Snover."
Online video clip. YouTube, 10 Feb. 2016

.... More Secure
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3. Authentication Management

Use Windows Integrated Security (WIS)

System Management Tools lg Iil @
Search ,.D|
b Alamms Server - PI2015

> Batch [ () Disable AP trusts
b Data % ) Disable SDK trusts

[+ Intefaces
b IT Points .9 Disable explicit login

E EP_T“” (£ Disable explicit login for piadmin
oirts
4 Securty @ Disable blank passwords
Database Securty
Firewall
|dentties, Users, & Groups
Mappings & Trusts
Securty Settings

Save

PI2015\Adrninistrator | piadmin, piadmins, PIOperato...
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3. Authentication Management: The Modern Pl System

Using Windows Integrated Security -
« Pl System communication is encrypted by default
» Pl Interfaces are configurable with transport security

Deliver Deliver

PI, PI3 PI, P13 PI, PI3
Plinteriace | e=c] PiioPl [SSCR

Restricted Network Plant Information Business Network
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Work in Security is Ongoing

Security
Advisors

Engineering CSS IT
Champions Champions Champions

secure@osisoft.com
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OSlsoft Security Development Lifecycle

Microsoft SDL model

m lmpleme"tation — |

Establish Security Establish Design Use Approved Dynamic Incident
Requirements Requirements Tools Analysis Response Plan

Core Security Create Quality Analyze Attack Deprecate Unsafe Fuzz Final Security

Training Gates / Bug Bars Surface Functions Testing Review

Security & Privacy Threat Static Attack Surface Release
Risk Assessment Modeling Analysis Review Archive

+Cigital @® Quawys IOActive.
~D
‘h."l;gldoho National Laboratory a8 Microsoft
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Note

« Video replay has been removed to keep download size
down. See the video on the replay for this conference
session at osisoft.com > About OSlsoft > Presentations.
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Microsoft Project Springfield Early Adopter

Resists pathological Pl SQL
data queries
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Pl Connectors | Interfaces
| OSlIsoft Open Message Format (OMF) *4Q

Reliable access to archive
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Key Pl System Security Resources

https://techsupport.osisoft.com/Troubleshooting/PI-System-Cyber-Security

@ Pl System Cyber Securit X =+ - o X } @ Ssecurity | Pl Square X '+ = a %
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These links highlight useful documentation, security advisories, technical artic

seuny
issues related to mitigating security risks and tightening security for your PI Sy

snsw:  Configure Pl Server Security Reports

OSlsoftLeaming - 9 videos

views « Last updated on Jul 19, 2016

Policy Date Corporate policy name i Leam how to Pl Identities, Mappings, and Trusts are used o tailor Pl Server access permissiont
p— different user groups and applications based on roles. Check out the map outline: settin LINKS COME TO THE OSISOFT SECURITY GROUP! UPCOMING EVENTS
2016-03-  Ethical Disclosure Policy Do custom authentication and authorization 1... more
1 Ethical Disclosure Policy & This user group i here to exchange information and best practices I} @ Osisoft EMEA Users
> (o5 | <5 ] 5D PI Security Tech Support & related to mitigating security risks and tightening security. We hope Conference 2016
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https://www.youtube.com/user/OSlsoftLearning/
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Actions

« Defend boundaries to critical systems by providing

operational data through the Pl System to business
applications

* Achieve least functionality by removing unnecessary
services or running on Microsoft Windows Server Core

« Manage authentication using Windows Integrated Security
and encrypt all Pl System messages and communication
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Contact Information

Brian Bostwick
Brian@OSIsoft.com

Market Principal, Cybersecurity
OSilsoft, LLC

Please keep the conversation going....

Other OSlsoft Security talks:

“State of Pl System Security and the EU NIS Directive,” Wed. 11:45-12:15
“What's New in Pl Security?” Thursday, 15:45-16:15

Security Booth in the Product Expo
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Questions

Please wait for the
microphone before asking
your questions

State your
name & company

Please remember to...

Complete the Online Survey
for this session

o Download the Conference App for
@ == OSlsoft EMEA Users Conference 2016

2 Download on the
[ § App Store

* View the latest agenda and create your own L o
P> Google Play

* Meet and connect with other attendees "~ Jr—

search OSISOFT in the app store

http://ddut.ch/osisoft
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