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Two Companies One Vision:

We believe data in the hands of smart people can create amazing insights, 

business improvements, and value
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Lots of Sensors generate data…



These Sensors are increasingly connected…

50 billion devices will be connected by 2020



At Esri, we look at Sensors geospatially



Smart Mapping

Visualize in Time & Space

3D Cartography

Data Visualization Data Exploration



Aggregation

Hot Spots

Charting

Multi-Modal Routing

Plume Modeling
Location Allocation Mobility Analysis

Analyze in Time & Space



Find Patterns in Time & Space

Anomaly Detection

Statistical Clustering

Emerging Hotspots

Regression 
Analysis



What are the Fundamental Problems that GIS

can help you solve?

• What are the impacts to your mission, operations, or business activities from 

Sensor Alarms, IT outages or impairments, or Cyber Security events?

• How do you prioritize the work of your Maintenance, IT Team or Cyber Security 

Team in the context of your most important missions, operations, or business 

activities?

• How do you provide Shared Situational Awareness across your organization?



Sensor and Cyberspace Re-Considered
It’s Mappable

Social / Persona Layer

Sensor/Device Layer

Logical Network Layer

Physical Network Layer

Geographic Layer

• Each sensor/device in cyberspace is owned by someone (no ‘global commons’)

• Electro-mechanical devices exist in space-time and interact with physical events

• Geography is required to integrate and align cyberspace with other data



Solution Strategy
Integrating to improve awareness

Operations 
Process-focused

IT Infrastructure
Device-Focused

Protection

Recovery Prevention

Awareness

Response

Cyber Security
Event-focused

Executives / Commanders
Enterprise - focused

Finding: 

need for a Cyber Common Operational Picture (COP)

Monitoring
Sensor-focused

























ArcGIS Integration with Cyber Security Tools

Desktop Web Device

Server Online Content 

and Services

Portal

Ops 

Dashboard

HR Database -
Personnel, Orgs,

Locations, Travel

Cyber Tools & Data-
IDS/IPS, HBSS, Virus Scanning,

Patch Monitoring

IT Tools & Databases -
IT Inventory, Device Locations,

Health and Status Monitoring

Facilities Data -
CAD & GIS of

Buildings and Campuses,

Electric, Water, HVAC, Facilities

Monitoring, Physical Security

Ops Data -
Mission Activity, Status Reports,

Real-time monitoring

Executive Dashboards -
Status Reports, Trends,

Brand Sentiment, Financials



Linking your data to create the necessary relationships

Mission Orgs Pers

onnel

Rapid Response Team Team 1 Bill

Team 1 John

Team 1 Sue

Person Org Location

Bill Team 1 2Q001

John Team 1 2Q002

Sue Team 1 2Q003

Rick Team 2 1W003

June Team 2 1W004

Eva Team 2 1W005

Dan Team 2 1W006

Person Device Identifier

Bill PC1 00:0a:95:9d:68:16

John PC2 00:4d:36:8c:54:08

Sue PC3

Rick PC5

June PC6

Eva PC7

Dan PC8

Building Room Network Drop (IP)

Q 2Q001 xxx.xxx.32.250

Q 2Q002 xxx.xxx.32.251

Q 2Q003 xxx.xxx.32.252

W 1W003 xxx.xxx.32.240

W 1W004 xxx.xxx.32.241

W 1W005 xxx.xxx.32.242

W 1W006 xxx.xxx.32.243

Human Resources Database

IT Inventory Database

IT Network Drop Database



Data Linkages

• Mission  / Operational activities to Organizations / People

• Organizations to People

• People to Their location

• People to Devices they use

• Systems to Sensors

• Devices / Sensors to Their location

• Devices / Sensors to Their logical network connection

• Logical Network to Physical Network

• Logical / Physical Network to Network Devices

• Cyber Threats to Devices / Sensors

• IT Health and Status to Devices / Sensors

• Impacted Devices / Sensors to Impacted Mission



Real-Time & GIS
Integration and

exploitation of streaming data

ArcGIS Server

GeoEvent

DesktopWeb Device

Portal

Pi

Interfaces

Pi

Data Archive

PI Integrator 

Application Server

Pi

Coresight

Dashboard



Critical Infrastructure Protection



• What objects are inside designated “zones”?

Notifications and Alerting



Situational Awareness

• Monitoring, Analysis and Alerting

• Stationary and Moving Events

• Large and High-Velocity Data Streams

Boston Marathon

Boston Marathon



Sensor / Cyber Summary





34

Questions

Please wait for the microphone
before asking your questions

Please don’t forget to…

Complete the Survey
for this session

State your 
name & organization
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