Using your Pl System
to Ensure Operational
Data Quality and

Cybersecurity
Presented by Patricia Rebelo @
Michael Shalyt APERIO

P
@ OSlsoft. EMEA USERS CONFERENCE 2017 LONDON #OSISOFTUC ©



Main brands worlwide

=) :: Qe

ok PO Renewables

4.
e renovaveis

Brazil

Portugal Spain

. EMEA USERS CONFERENCE 2017 LONDON #OSISOFTUC ©2017 OSlsoft, LLC



EDP worldwide
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“Installed Capacity
3,667 MW

10,146 GWh

Brazil

Installed Capacity
2,157 MW

Electricity
8,360 GWh generated
25,880 GWh distributed
3,045 thousand Customers
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APPLICATIONS
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Data Applications
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When Data Goes Wrong — EDP Lab Cyber Attack
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When Data Goes Wrong — EDP Lab Cyber Attack
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Sensors are Critical

“The role of sensors has become increasingly important in
providing for the safety of industrial sites and the quality of

their production”
(From a 2013 report by the French Ministry for sustainable development)

40 4

C—IMETALLURGY

35
5 REFINING

FOOD
PROCESSING

CHEMICAL &
W o ARMACEUTICAL

w
o

n
a

AVERAGE PER
YEAR 4 SECTORS

[~
o
!

o
L

A

o
L

Number of accidents involving sensors
o

0
© A (e} () Q > H & QA e O
\“ggb \"gbb \"ggo &P \&% & ’),@ "p&\ "\,@ ’L&é‘b "\/& ’L\sb "b@o "./\9 ‘I&% ’L& "‘/0\ » $*

Annual number of accidents involving sensors for the most highly automated industrial sectors
(ARIA base - 345 accidents)
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Operational Data
Fingerprinting
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Wealth of Information
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Signal Fingerprinting

« Extraction of Fingerprints
from different system Y s
states - ReRzgBRg m
 Using advanced Signal ¥ ; .g
Processing methods to * ¥ ! WMW
extract interesting features, "
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orrelations and Estimation
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Data Quality Issues
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Synthetic Signals Detection

window length:200 accuracy validation : 1 accuracy test:0.98039
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Replay Detection

We alert, when
signal statistics is :
unrealistically
similar to previous
times — probably
being forged
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Deployment

Functional diagram for APERIO Systems
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Questions

Please wait for the
microphone before asking
your questions

State your
name & company

Please remember to...

Complete the Online Survey
for this session

Download the Conference App

» View the latest agenda and create your own " .Iz\p;;gfo;e

+ Meet and connect with other attendees pr——
P> Google Play

Search OSlsoft in the app store S HTML
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Questions?

APERIO
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