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Main brands worlwide 

Portugal Spain 
Brazil 

Renewables 
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EDP worldwide 
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APPLICATIONS 
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Data Applications 

• Process Monitoring (operational 

efficiency optimization, CBM etc.). 

 

• Energy Metering (billing control, cost 

center visibility etc.). 

 

• Performance evaluation and business 

impact (generation vs demand). 
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When Data Goes Wrong – EDP Lab Cyber Attack 
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When Data Goes Wrong – EDP Lab Cyber Attack 
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Sensors are Critical 
“The role of sensors has become increasingly important in 

providing for the safety of industrial sites and the quality of 

their production”  
(From a 2013 report by the French Ministry for sustainable development) 
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Operational Data 
Fingerprinting 
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Wealth of Information 
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Signal Fingerprinting 

• Extraction of Fingerprints 

from different system 

states 

• Using advanced Signal 

Processing methods to 

extract interesting features, 

characterizing dynamical 

systems 
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Correlations and Estimation 
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Data Quality Issues 

As seen in the plot (red – 

fuel signal, purple – 

Turbine power output) 

both signal are highly 

correlated except for 3 

days, in which the fuel 

signal was constant. 
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Synthetic Signals Detection 

For Example: 

Autoregressive integrated 

moving average 
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Replay Detection 

We alert, when 
signal statistics is 
unrealistically 
similar to previous 
times – probably 
being forged 
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Deployment 
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Questions 

Please wait for the 

microphone before asking 

your questions 

Please remember to… 

Complete the Online Survey 

for this session 

State your  

name & company 
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Questions? 


