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What is “Infrastructure Hardened”?

« Extremely Reliable
« Well Tested “Trusted”
* Proven Capability

A1p, >
C1A cegrmypo SV,

Security Development Lifecycle Process
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OSlsoft Focusing on Software Security

1. Lifecycle Security |Even for our longest lived software

2. Modern Bits Programs are built with smarter tools
3. Future Ready Runs on safer technology stacks

4. Authenticity Digital signatures for tamper detection
5. Native Security Extra add-ons are not required
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Join us at Digital Bond’s S4x18
Capture The Flag competition
January 2018
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Refrain from focusing on complexity

0-DAY

Targeted
attacks

Alex Stamos, Facebook Chief Security Officer at Black Hat 2017
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Focus on potential harm

<+————  0-DAY

Targeted
attacks

Unpatched
systems

Password Reuse and
Mass Compromise

Abuse
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Focus on potential harm

<+————  0-DAY

« Application whitelisting

« Communication whitelisting
* Digital signatures

Targeted
attacks

Unpatched _—
systems
/ * Active Directory SSO

Password Reuse a.nd e Credential Manager
Credential Theft « Transport security

 Patch compatibility program
* Pl Vision architecture
* NOC Monitoring

* Read only roles & archives

System Feature Abuse » Expensive query protection
* Output whitelist
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Pl System 2017 Reference Architecture

Pl Vision PI Vision
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Direction of Cyber Attacks
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NERC CIP, NIST 800-53, and NIST 800-82
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Secure Pl Connectors and PI Interfaces

Encrypted communication
Read-only Options

Pl APl 2016 for WIS

* In place upgrade

« Same port, 5450

* AD not required

* Rollback available

ICS
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Pl System Connector and Connector Relay

Protocol change in DMZ
Outbound rules only
Secure to Hosted PI Server

Pl Server Pl System Connector Pl Server
Connector | Relay

AAA

Control Center DMZ Corporate Access
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Least Functionality — Server Core

Pl Server — Recommended on Windows Server Core
Less installed, less running, No GUI applications

Fewer open ports
II III -

Less patching
6.5
041 I
=
B \ano Server B scrvercore M rFull Server

Less Maintenance
Lower TCO I
=
. M O re Secu re Microsoft Mechanics. "Exploring Nano Server for Windows Server 2016 with Jeffrey Snover."
Online video clip. YouTube, 10 Feb. 2016

Critical Patches

Setup Time (sec)
VHD Size (GB)
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Leverage Standard Security Technologies

Active Directory and Windows Integrated Security provides
* |dentity and Access Management
e Secure Communication

AD Group

Authorized
Access
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Pl Vision 2017 and Mobile Access

Browser Based Client &
Less installed, less running 5) Visionlaobi,e
Less patching K, ol and Web 55O
Less Maintenance server I Sieest I
Lower TCO Corporate Access External Access

Manage Corporate Users with AD
Manage Mobile Users with Claims
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Boundary Protection: Claims Authentication

Advanced Security in Pl Vision 2017 and Pl WebAPI 2017
« Login using an external Identity Provider
* No need to expose corporate AD credentials

OpenID Connect

Claims
. . ID Provider
Pl Vision
e PI3, WCF

Directory

Pl Bl
e S
Server : @ o

— T

Business Network Business Partner/Cloud/Mobile Network
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Pl Integrators

Extract from the Corporate Pl Server
Stability: Handle significant queries
Secure access communication

2
<
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@ % Business
Pl

Intelligence -
Pl Server Integrators

AA

Corporate Access External Access
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Pl Integrators

Resists pathological Pl SQL
data queries
Devices & * * (‘ Pl Server(s) |
Gateways o
}1 3 Safe import and export of
# is AF asset structures
& |8 Robust support for
D 88 intensive bulk data calls
.. |53
¥n _ |
& e OIRgtlgible access to archive

B¢ Microsoft
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Baseline Pl System Security

Use the PI Security Audit Tool to assess and improve Pl System defenses.

ID Server  Validation Result Severity — Message Category Area
AU10001 CP-VM1 Domain Membership Check  Fail Severe Machine is not a member of an AD Domain. Machine Domain
AU10002 CP-VM1 Operating System SKU Fail Severe The following product is used: Server Standard Machine Operating System
AU20002 CP-VM1 PI Admin Trusts Disabled Fail Severe The piadmin user can be assigned to a trust. PI System PI Data Archive
AU20004 CP-VML Edit Days Fail Severe EditDays not specified, using non-compliant default of 0. PI System PI Data Archive
AU10004 CP-VM1 Applocker Enabled Fail Moderate AppLocker is not configured to enforce. Machine Policy

The following databases present weaknesses: PIBatch;
AU20001 CP-VM1 PI Data Archive Table Security Fail Moderate PIBATCHLEGACY; PICampaign; PIDBSEC; PIDS; PI System PI Data Archive

PIHeadingSets; PIModules; PITransferRecords; PIUSER.
The Service Principal Name does NOT exist or is NOT

AU20009 CP-VM1 PIData Archive SPN Check  Fail Moderate . ) PI System PI Data Archive
assigned to the correct Service Account.

AU10005 CP-VM1 UAC Enabled Fal  Low Si‘;‘;ﬁzge”ded UAC feature ValidateAdminCodesignatures . e Policy

AU10003 CP-VM1 Firewall Enabled Pass  N/A Firewall enabled. Machine Policy

AU20003 CP-VML1 \F;Ie'?j;i f“h've SubSystem  pois /A Version is compliant PI Systern PI Data Archive

) , ' Tuning parameter compliant: Create the trust entry for the ;

AU20005 CP-VML Auto Trust Configuration Pass  N/A loopback IP address 127.0.0.1 PI System PI Data Archive
AU20006 CP-VM1 Expensive Query Protection  Pass  N/A Using the compliant default of 260. PI System PI Data Archive
AU20007 CP-VM1 Explicit login disabled Pass  N/A Using compliant policy: All authentication options enabled.  PI System PI Data Archive
AU20008 CP-VM1 piadmin is not used Pass  N/A No Trust(s) or Mapping(s) identified as weaknesses. PI System PI Data Archive
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file:///C:/Temp/PI-Security-Audit-Tools-v2.0.0.1/PI-Security-Audit-Tools-v2.0.0.1/PISecurityAudit/Export/PISecurityAudit_DetailReport_20160909_134937.html
file:///C:/Temp/PI-Security-Audit-Tools-v2.0.0.1/PI-Security-Audit-Tools-v2.0.0.1/PISecurityAudit/Export/PISecurityAudit_DetailReport_20160909_134937.html
file:///C:/Temp/PI-Security-Audit-Tools-v2.0.0.1/PI-Security-Audit-Tools-v2.0.0.1/PISecurityAudit/Export/PISecurityAudit_DetailReport_20160909_134937.html
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file:///C:/Temp/PI-Security-Audit-Tools-v2.0.0.1/PI-Security-Audit-Tools-v2.0.0.1/PISecurityAudit/Export/PISecurityAudit_DetailReport_20160909_134937.html
file:///C:/Temp/PI-Security-Audit-Tools-v2.0.0.1/PI-Security-Audit-Tools-v2.0.0.1/PISecurityAudit/Export/PISecurityAudit_DetailReport_20160909_134937.html

B Windows PowerShell ISE - b
Eile Edit View Tools Debug Add-ons Help
= = Y g » |9 P B W | = B | Boo|®E.
PISe:urltﬂAudltDemo‘ps'\ X ‘o
4[2 Download the PI Security Audit Tools from the Tech Support Site or GitHub
2 g https://techsupport.osisoft.com/Troubleshooting/PI-System-Cyber-Security
3
4 # Extract kit to a working directory
5 Expand-Archive "$env:USERPROFILE\Downloads\PI-Security-Audit-Tools-v2.1.0.0.zip" -DestinationPath "$env: E\DocumentsiUCDemo"
&
7 # Navigate to the modu1e folder
8 Set-Location -Path "Senv: PROFILE\Documents\UCDemo\PI-Security-Audit-Tools-v2.1.0.0\PISecurityAudit"
9
10 # The readme contains instructions and examples.
11 notepad .\Readme.txt
12

# Check execution policy
Get-ExecutionPolicy

# validate signature on executable script files
Get-ChildItem -Path .\ -Recurse -Filter '#.ps®1’ Foreach-0Object { Get-AuthenticodeSignature -FilePath £ _.FullName }

# Import the module
Import-Module .\pisysaudit.psdl

# Examp1e of a PI Data Archnfe and PI AF Server with issues
m auditparams Snu "piomnibox" p'l dataarchive"

pi aud'ltparams "piomnibox" "piafserver"

piaudit -cpt

Ln1 Col1 120%




EF Windows PowerShell ISE = x
Eile Edit View Tools Debug Add-ons Help

e d & B x |9 P 3 B = | B oo E.

PliSecurityAuditDemo.ps1 X Co

1 4]# Download the PI Security Audit Tools from the Tech Support Site or GitHub
2 "% https://techsupport.osisoft.com/Troubleshooting/PI-System-Cyber-Security

3

4 # Extract kit to a working directory

5 Expand-Archive "$env:USER ILE\Downloads\PI-Security-Audit-Tools-v2.1.0.0.zip" -DestinationPath "$env:us E\DocumentshUCDemo"
&

7  # Navigate to the module folder

& Set-Location -Path "$env: PROFILE\Documents\UCDemo\PI-Security-Audit-Tools-v2.1.0.0\PISecurityAudit"

9

10  # The readme contains instructions and examples.

11 notepad .\Readme.txt

# Check execution policy
Get-ExecutionPolicy

# validate signature on executable script files
Get-ChildItem -Path .\ -Recurse -Filter '#*.ps#1' Foreach-Object { Get-AuthenticodeSignature -FilePath %_.FullName }

i
e

20 # Import the module

2 Import-Module .‘\pisysaudit.psdl

22

23 # Example of a PI Data Archive and PI AF Server with issues
24 $ piauditparams Snull "piomnibox" "pidataarchive"

25 piauditparams § "piomnibox" "piafserver”

26 piaudit -cpt §

=

P5 C:\Users\hpaul.0SI>
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Pl Security Audit Tool Updates

11-Feb-2017 15:17:43

« 17 new validation checks o | s A s ———

o S t f P | V H AUI000P SPACEMANTIMEZ Toy‘;'a”"g SEEORE e oo it el e e s Sane ez ?yzz:‘”g
upport 1or ISIon -
AU10004 SPACEMANTIMEZ AppLocker Enabled Fail ~ Moderate AppLacker is not configured to enforce. Machine Palicy
; The Service Principal Name does NOT exist or is NOT assigned to the comrect Service Pl
[ ] A I I t t t b AU30007 SPACEMANTIMEZ PI AF Server SPN Check Fail  Moderate PI AF Server
OwW computer parameters 10 be pecourt S
-f- d - C SV f- | AU10005 SPACEMANTIMEZ UAC Enabled Fail  Low Recommended UAC feature ValidateAdminCodeSignatures disabled Machine Policy
- A P
S pe CI I e I n a‘ I e AU30002 SPACEMANTIMEZ \Srgt:femnal on made for AF Data N/A - NJA AFDiag output not found. Cannot continue procsssing the validation check S‘y’*em Pl AF Server
s st

) R eVl Se d Val | d atl O n C h e C k Seve r | ty AU30003 SPACEMANTIMEZ PI AF Server Servica privileges  N/A /A aee'z“:ﬂ;e;i?“”“ to check process privilege. Run Powershel as Administrator to complete ?ﬁ*—em Pl AF Sarvar
Pl

b ase d O n B OW Ti e an alys i S AU30004 SPACEMANTIMEZ Pl AF Server Plugin Verify Level  N/A  NJA AFDiag output nat found. Cannot continue procassing the validation check System Pl AF Server

Pl AF Server File Extension

m eth Od O I O gy AU30005 SPACEMANTIMEZ Whitelist N/A - NJA AFDiag output nat found. Cannot centinue processing the validation check
hitelis

AUI0001 SPACEMANTIMEZ Comain Membership Check Pass N/A Machine is a member of an AD Domain.

* Pl Security Configuration Export T2 m s o
utility to export security settings for |
analysis

Pl AF Server

Domain
Policy

PlAF Server

Pl AF Server

U30006 SPACEMANTIMEZ Pl AF Server Version Pass  N/A Server version is compliant.

Recommendations for failed validations:

AU10002 - Operating System Installation Type

VALIDATION: verifies that the OF installation type is server core for the reduced surface area
COMPLIANCE: Installation Type should be Server Cora. Different SKUs are available at the link below:
hittp://msdn microsoft. comy/en-us/library/ms724358 aspx

For more on the advantages of Windows Server Core, please see:

https://msdn.microsoft com/en-us/library/hhB846314{v=vs 85) asp

AU10004 - AppLocker Enabled
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Key Pl System Security Resources

https://techsupport.osisoft.com/Troubleshooting/PI-System-Cyber-Security

@ P System Cyber Securit X+ - [s] x l @ security | Pl Square X = - ] X
& = O | @ ossorucus) techsupportesisoftcom/Troubleshooting/? ecurity *| =17 o - & » O | B are osisoft.com/qroups/security
OSisoftHome P Square Community  Learning  Live Library Welcome, Gusst Sign In

Pl Square

The OSisoft Community
~ OSlsoft Home + Workdwide Locations + Tech Support + Leaming

.

I Tech Support

(@ osi
>

Pl System Cyber Security Home  Videos  Playlists  Channels  About

B3 configure Pl Server Sect %

& S5 O | B youmbecom/playiistlisi-PLics1Hs2bovDuNBFhBFMPOFSGyaskYt Y
= Youl L3 Q

Home News Spaces People Ideas

ST I -, A o Lo Lo o]

N~

These links highlight useful documentation, security advisories, technical artic
tightening security for your PI Sy

issues related 1o mitigating security risks a

Configure Pl Server Security

earning - 9 videas 1,687 v

« Last updated on Jul 13,2016

Palicy Date Corporate policy name

Lear how o P1 dentities, Mappings, and Trusts are used ta taikor P Server acoess perm

sent User groups and sppiications hased on roles, Check out the Map outline of Star LINKS WELCOME TO THE OSISOFT SECURITY GROUP! UPCOMING EVENTS

2016-03- Ethical Disclosure Policy om authentication and authorization t... more

1 Ethical Disclosure Policy & This user group is here to exchange information and best practices 4 @ Osisoft EMEA Users
L G0 §| SED ) 60 PI Security Tech Support&® related to mitigating security risks and tightening security. We hope Conference 2016

to share and leam.

16 9.00 AM
Oslsoft: what are Pl identities, Mappings, & Trusts? (High Level
P1 Server Security Map) FEATURED CONTENT

by OsisaftLeaming ———————————  ASKSECURITY
2016-07-  Configuring Pi Data Archive Sec
o7 N B o g El Bow Tie for Cyber Security POPULAR TAGS
(0x03): Attack Path of Least
Resistance? in Security

Learning Videos Date Tallor PI Server Securlty to differs

0Sisoft Pi Data Archive Security Deep Dive Map- Security Areas,

Type your question
Defaults, & Customization

administration audit

coresight 2016 coresight security

by OsisoftLearming B Bow Tie for Cyber Security :
(0x02): Hardcore PI AR cyber_security ginub
) : denis
——  OSisoft: Data forUsers & Coresight Hardening in pi af security pi devlub pi security
SDK Applications [v3.4.380 & later] Security %
by OSIsoftl pisecurityaudit powershell scripts

— 0Slsoft: Setup Custom Security on Pl Points for Both Users & Bow Tie in Security
- Applications [for v3.4.380 & later]
by OSlsoftLeaming

Bl Bow Tie for Cyber Security A
(0x01): How to Tle a Cyber . securlty

ty cybersecurity

. https://pisquare.osisoft.com/groups/security

- Oslsoft: Configure Most Secure Authentication for P Interfaces
A & Buffering [for v3.4.380 & later]

https://www.youtube.com/user/OSlsoftLearning/
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Get Security Alerts through My Support Page

OSlisoft Home Pl Square Community Leaming Live Library

@ OSl:oit Tech Support

Email Subscriptions (Beta)

Manage your email preferences from OSlsoft, LLC

Email address: dperrow@osisoft.com

Select emails you'd like to receive

& Technical Support Newsletter

[J All Product Releases and Alerts

& Pl System Secunty

[ PI Server (Data Archive, AF, Asset Analytics and Notifications)
& Visualization (P Vision, Pl DataLink and others)

& Developer Technologies (Pl Web API, PI AF SDK and others)
[ Interfaces and Connectors

[ Integrators

& OSisoft Cloud Services

[J Unsubscribe from all OSisoft Technical Support emails.

Welcome, Darragh  Sign Out

Search All OSisoft

QA0

- e -
My Subscriptions

rs

NG

Manage
email subscription
preferences

0O O O @osisoft

#OSlsoftuC
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Actions

Review best practices

Baseline with PI Security Audit Tool

Prioritize and take the first step....

@ osisot. USERS CONFERENCE 2017 O O @ @osisoft  #0SIsoftUC  ©Copyright 2017 osisoft, LLE2D



Contact Information

Brian Bostwick
Brian@QOSIsoft.com

Cyber Security Market Principal
OSilsoft, LLC

Felicia Mohan
FMohan@QOSIsoft.com
Northern European
Regional Services Lead
OSlsoft, LLC
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Questions

Please wait for the
microphone before asking
your questions

State your
name & company

Please remember to...

Complete the Online Survey
for this session

Download the Conference App for
OSilsoft Users Conference 2017

2 " A;v;‘)‘.S‘lor.é
* View the latest agenda and create your own
P> Google Play

* Meet and connect with other attendees
5 HTML

search OSISOFT in the app store
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