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Critical Asset Mapping
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Fundamental Problems that GIS can help you solve

» |dentify impacts to your mission, operations, business activities,
critical systems, or critical infrastructure from a Cyber Attack, IT
outage or impairment

* Prioritize the work of your IT Team or Cyber Security Team in the
context of your most important missions, operations, business
activities, critical systems, or critical infrastructure

* Provide shared situational awareness across your organization

« Refine your Cyber Forensics Analysis efforts
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Cyberspace Re-Considered
It's mappable Utility Network
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» Each device in cyberspace is owned by someone (no ‘global commons’)
 Electro-mechanical devices exist in space-time and interact with physical events
» Geography is required to integrate and align cyberspace with other data



Cross Domain Consequence Analysis




Cross Domain Consequence Analysis
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The Cyber Supply Line

A vector of devices and network paths
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- Cyber Supply Line (CSL) is a consistent path through the infrastructure
- CSL focuses resources on only the devices that are critical
- Managing data flows is similar to traffic routing; an Esri core competency



Enhancing Cyber Common Operating Pictures

Geography provides deeper understanding
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ArcGIS Integration with Cyber Security Tools
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Rio Olympics
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Operations Dashboard for Cyber Security
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Rio | Building 1 and 2 Cyber Attacks Rio | Filtering +

Attack Type by Attacker B
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Operations Dashboard integration with OSlsoft

Integrating data
and information
for situational
awareness
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Thanks to the city’s PI System
infrastructura, now integratad
with Esni's ArcGIS platform, you
now have acoass to real-time
building operations data,
environmenial reacings and air
quality measurements, server
health and performance, and
network Iatancy data, which
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Data Linkages
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Cyber Summary
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