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Fundamental Problems that GIS can help you solve

• Identify impacts to your mission, operations, business activities,  

critical systems, or critical infrastructure from a Cyber Attack, IT 

outage or impairment

• Prioritize the work of your IT Team or Cyber Security Team in the 

context of your most important missions, operations, business 

activities, critical systems, or critical infrastructure

• Provide shared situational awareness across your organization

• Refine your Cyber Forensics Analysis efforts
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It’s mappable

Cyberspace Re-Considered

Social / Persona Layer

Device Layer

Logical Network Layer

Physical Network Layer

Geographic Layer

• Each device in cyberspace is owned by someone (no ‘global commons’)

• Electro-mechanical devices exist in space-time and interact with physical events

• Geography is required to integrate and align cyberspace with other data

Utility Network



Cross Domain Consequence Analysis
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Cross Domain Consequence Analysis

Information Technology

Industrial Control Systems

Critical Infrastructure



The Cyber Supply Line
A vector of devices and network paths

• Cyber Supply Line (CSL) is a consistent path through the infrastructure 

• CSL focuses resources on only the devices that are critical

• Managing  data flows is similar to traffic routing; an Esri core competency
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Cyber Comms COP

Server Intrusion Data

Server w/GeoEvent

Extension

Enhancing Cyber Common Operating Pictures
Geography provides deeper understanding
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Share Situational Awareness
Integrating to improve information sharing

Protection

Recovery Prevention

Awareness

Response

Executives / Commanders
Enterprise - focused

IT Infrastructure
Device-Focused

Cyber Security
Event-focused

Operations 
Process-focused



ArcGIS Integration with Cyber Security Tools

Desktop Web Device

Server Online Content 

and Services

Portal

Ops 

Dashboard

HR Database -
Personnel, Orgs,

Locations, Travel

Cyber Tools & Data-
IDS/IPS, HBSS, Virus Scanning,

Patch Monitoring

IT Tools & Databases -
IT Inventory, Device Locations,

Health and Status Monitoring

Facilities Data -
CAD & GIS of

Buildings and Campuses,

Electric, Water, HVAC, Facilities

Monitoring, Physical Security

Ops Data -
Mission Activity, Status Reports,

Real-time monitoring

Executive Dashboards -
Status Reports, Trends,

Brand Sentiment, Financials



Rio Olympics 

Demo
Ken Mitchell



Operations Dashboard for Cyber Security









Operations Dashboard integration with OSIsoft

Integrating data

and information

for situational

awareness



Data Linkages

• Missions / Operations to Critical Systems / Infrastructure

• Critical Systems to Components

• Components to Their location

• Components to Their logical network connection

• Logical Network to Physical Network

• Logical / Physical Network to Network Devices

• Cyber Threats to Components

• IT Health and Status to Components

• Impacted Components to Impacted Mission



Cyber Summary
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