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State of the art 

TRISIS
Authored by XENOTIME

TARGET

CAPABILITIES

Triconex Safety Systems (3008 / PowerPC)

Memory Resident Rootkit

CLASSIFICATION
Memory Resident Rootkit

DELIVERY
Windows host with network access via legitimate Tristation
Protocol





• Respond systematically to events and incidents

• Make sure the appropriate actions are taken

• Minimize impact caused by incidents

• Apply lessons to future incidents and how they are handled

Incident Response



• Attack Vectors

• Signs of an Incident

• Sources of Precursors and Indications

• Incident Analysis

• Incident Documentation

• Incident Prioritization

• Incident Notification

Detection and Analysis



ILC 191 ETH 2TX



What Forensically Matters
• Where is the serial number / model number?
• How do you identify the MAC Address? IP 

Address?
• Do we know what the embedded OS is?
• What interfaces exist?
• Which interfaces can you download programs or 

update firmware?
• Is there removable storage?
• What is stored on the removable storage?
• What file system is used on the removable 

storage?
• What modes are possible and implications?
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