DATA DIODE CYBERSECURITY
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INTRODUCTION T0 OWL
DATA DIODE NETWORK CYBERSECURITY EXPERTS
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IN THE PAST

Safety
Reliability
System Resiliency
i
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CYBERSECURITY IS ESSENTIAL

|
i
i
i

HACKERS & INFECTIONS CAN AND WILL GET INTO ICS NETWORKS AND DEVICES 0
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IMPLEMENTING DHS
RECOMMENDATIONS

* Reduce/Eliminate Connections in/out of the Network

* Convert Two-Way Connections to One-Way
* One-Way into the Plant, One-Way out of the Plant

* Restrict Remaining Two-Way Command & Control Connections
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WHERE CONNECTIVITY & SECURITY MEET

WHAT'S NEEDED IS A SOLUTION T0 BOTH ALLOW CONNECTIVITY AND INCREASE SECURITY.

Dg#gﬂm WHAT IS A DATA DIODE?
* Powerful (unhackable) cybersecurity tool to segment and protect sensitive networks, devices, and systems.

* Physical communication device to enable hardware-enforced one-way only data transfers

S
Y ¥

DATA FROM DATATO N\
SECURE NETWORK END USERS

ONE-WAY
DATA DIODE
CIRCUIT

7 oSisoit
- PIWorld sarceLona2zos . #PIWorld ©2018OSlsoft , LLC



HOW DATA DIODES WORK

TX/SEND

IDE

ONE-WAY COMMUNICATION-
From Source Network to Destination Network

Proxies Enable One-Way in a Two-Way World

RX/RECEIVE
SIDE

DIODE

‘
INTERNAI.  ELECTRICAL
PROXY

W 8
SOURCE : : : DESTINATION

Hardware physically enforces network segmentation “air gap” between destination and source
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vFirewall

w HY Security Virtualizer VFirewall in Appliance
HARDWARE-BASED
SECURITY

Firewall

VLAN/ACL

Air Gap

ACL
(Access Control List)

5 SOFTWARE &= HARDWARE

* Configuration - Based * Physics - Based

* Lero-day Exploits * Unhackable

* Malware / Ransomware * Invulnerable to Malware
* Heavy Ongoing Management * Little to no Ongoing Management AL
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OWL PERIMETER DEFENSE SOLUTION PRODUCTS

& CAPABILITIES SOLUTIONS

 Secures networks from cyberattacks - via one-way DualDiode design 0PDS_5D

* Provides secure transfer of data across network domains

* Supports multiple data sessions and protocols simultaneously OPDS 1 OOD

« Throughput rates are controlled and easily upgraded with software license 0 PDS-_’l 00

* Owl Cent0S, hardened with Guidance from Center for Internet Secunty (http://www.cisecurity.org)

* Transfer rates from 5 Mbps to 10 Gbps

 Owl Role Based Access Control System (RBAC) overlay

= Core Transfer applications to support data flows = Bl
* UDP, TCP, File Transfer, Syslog, SNMP Y=, e om

o OPDST000

OPDS-1000
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EXAMPLE USE CASES PI SYSTEM REPLICATION ~ @ s
FE A BUSINESS
------------- HEADQUARTERS

I FOSSII. PLANT | CYBER

i > i THREAT :

| | : ' THREATS |

| - MITIGATED |
T e :

| |

| |

| One-Way Data Flow i
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IMPLEMENTING DATA DIODE USE CASES

One-Way Communications out of the Plant

e OT to IT OSlsoft PI System replication |_>|_| I'N'I
* |mplement monitoring-only access - no remote access

* File transfer, Syslog, UDP sensor data streams

One-Way Communications into of the Plant

* |T to OT OSlsoft PI System replication H{_I H{_l
* Provide secure configuration/patch management program

» Market Operators sending in control signals

Two-Way Communications with the Plant
* OSlsoft interface nodes sending data across the OT/IT boundary H"I H"l
* Bidirectional communication requirements - use a single port over a restricted path |'N'|
* Pl ProcessBook access to a secure database

CYBER DEFENSE
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(‘ oSl
CYBER DEFENSE

OSISOFT TECHNOLOGY PARTNERSHIP
(PI SYSTEN)

* Native 0SIsoft Interface Nodes Integration

Pl to Pl & Replication Options

e Historical Backfill and Dynamic Updates

* Multi-System & High Availability Deployments
 0SIsoft Partner for Over 8 Years
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DEMO

Video Demonstration of Owl system at the booth

v' OPDS - 1000 Product
v' OSI PI to Pl Replication
v" File transfer (TCP/IP connection)

v Video (UDP connection)
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Dennis Lanahan
® Director, International Sales
°* Owl Cyber Defense Solutions

* dlanahan@owlcyberdefense.com
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Questions?

Please walt for

the microphone & &

State your
name & company

9 Isoft

0Sls
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Please rate this session
In the mobile app!

Search —
“OSlsoft” in

your app store &

OSlsoft
PIWorld

# Download on the
¢ App Store

X GETITON
P> Google Play
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