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Agenda 

2 

1. No-nonsense approach to Cyber Security 

 

2. The Power of ... PowerShell  

 

3. Deadly Sins of PI Administrators 

Note: All examples in this presentation are available on GitHub 

https://gist.github.com/hpaul-osi/011257c57a0fd9228bca9e0f1dde23f6 

https://gist.github.com/hpaul-osi/011257c57a0fd9228bca9e0f1dde23f6
https://gist.github.com/hpaul-osi/011257c57a0fd9228bca9e0f1dde23f6
https://gist.github.com/hpaul-osi/011257c57a0fd9228bca9e0f1dde23f6
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WannaCry about NotPetya 
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Three Laws of SCADA Security 
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1. Nothing is secure 

 

2. All software can be hacked 

 

3. Every piece of information can be an attack 

Ginter, Andrew (2016) SCADA Security: What’s broken and how to fix it. Calgary:  Abterra 
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 Threat Spectrum 
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Threat Resources Attacks 

Nation States Military Grade Nearly Unlimited Autonomous Targeted 

Malware 

Intelligence Agencies Professional Remote Control 

0-Day Vulnerabilities 

Hacktivists Skilled Amateur Remote Control 

Exploit Permissions 

SCADA Insiders Amateur Exploit Permissions 

Organized Crime Professional Malware 

Known vulnerabilities 

Corporate Insiders Amateur Exploit Permissions 

Ginter, Andrew (2016) SCADA Security: What’s broken and how to fix it. Calgary:  Abterra 
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SANS ‘Sliding Scale’: Built-in vs Bolt-on defenses 
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• Active Directory 

• DMZ / PItoPI 

• PI Vision 

• 2FA 

• OS defenses 

• Whitelisting 

• SSL/TLS 

• Server Core 

• Backups 

• Logging 

• Managed PI 

 

• Bow Ties 

• Data Models 

• Reputation 

 



#PIWorld      ©2018 OSIsoft, LLC 

 

PI Security Audit Tools 
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Checks configuration of: 
 

• Machine itself 
• PI Data Archive Server 
• PI Asset Framework 

Server 
• PI Vision 
• PI Web API 
• MS SQL Server 
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PI Security Audit Tools Requirements 
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• PowerShell version 3+ 

• OSIsoft.PowerShell module (bundled with PI SMT) 

 

• ‘Run As’ Admin (PI AF and PI Vision checks) 

• WinRM enabled (for remote audits) 

 

GitHub Wiki 

https://github.com/osisoft/PI-Security-Audit-Tools/wiki 

 

https://github.com/osisoft/PI-Security-Audit-Tools/wiki
https://github.com/osisoft/PI-Security-Audit-Tools/wiki
https://github.com/osisoft/PI-Security-Audit-Tools/wiki
https://github.com/osisoft/PI-Security-Audit-Tools/wiki
https://github.com/osisoft/PI-Security-Audit-Tools/wiki
https://github.com/osisoft/PI-Security-Audit-Tools/wiki
https://github.com/osisoft/PI-Security-Audit-Tools/wiki
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DEMO 
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PI Security Audit Tools 
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Powershell DSC 
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DSC = Desired State Configuration 
 

Principle of Configuration As Code 
 

• Separation of intent from execution 
• Decreased complexity 
• Increased agility 
• Consistency across the board 
• Documentation 

 

• Broad scope 
• Baseline configuration 
• Hardening 
• Targeted control 
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PowerShell DSC - Components 
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• Configuration – declarative script (ps1 file) which defines and 
configures Resources 

– Typically created or modified by end-users (PI Admins ..)  

 
• Resource – lightweight component (psm1 file) containing code to 

Get, Set or Test properties of an item from a Configuration 
– Typically provided to end-users by 3rd party (Microsoft, OSIsoft ..) 

 
• Local Configuration Manager (LCM) – engine that facilitates 

interaction between Configurations and Resources.  
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Example: Windows Feature Blacklist 
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Built-in resource to manipulate features 

Ensure that it is removed if Present 
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Example: Windows Feature Whitelist 
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Specify whitelist of approved services 

Retrieve all available features 

Remove any features not on the list 
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DEMO 
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DSC Demo – applying Microsoft Baseline 
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DEMO 
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DSC Demo – applying PI DA FSTS 
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Cyber Security Data Sheet 
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• Structured Security Documentation 

 

• Forward looking 

• Modern Platform 

• Recommended Architecture  

 

• Supplemental Configuration Document/Tools 

• Verification via Configuration as Code 

• Open source on GitHub 
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Build a Hardened Baseline Automatically with DSC 

Step 1: Microsoft OS Recommendations 

Latest Server OS 

Core Installation 

Domain Member 
Baseline 

Step 2: OSIsoft OS Recommendations for PI Data Archive 

Disabled Features 

Disabled Services 

Crypto Suites 

Firewall Rules 

Windows Defender 
Access Control 

Step 3: OSIsoft PI Data Archive Baseline 

Field Service Technical 
Standard best practices 

•High Availability 

•Backups 

•Role based access 

•Performance tuning 

Step 4: OSIsoft PI Data 
Archive Hardening 

Authentication methods 

Least Privilege 

Application specific 
defenses 

Enabled with Built-in DSC resources 

Enabled with PI Security DSC resources 
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Deadly sins of PI Administrators 
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WIS 

ACL 

piadmin 

PI Trust 

PI Login 

Who are you? 
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MYTH #1:  
PI Mappings cannot be used in a workgroup 

19 

 

TRUTH: Applications can use PI Mappings between untrusted domains or workgroup machines. 

 

KB01457 – Using Windows Credential Manager with PI Applications 

 

Configurable via CMD and Credential Manager App 

 

https://techsupport.osisoft.com/Troubleshooting/KB/KB01457
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MYTH #2:  
PI Mappings require more open ports than PI Trusts 
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TRUTH: No additional ports are required to migrate from trusts to mappings. 

 

2820OSI8 – Which firewall ports should be opened for a PI Data Archive. 

https://techsupport.osisoft.com/Troubleshooting/KB/2820OSI8
https://techsupport.osisoft.com/Troubleshooting/KB/2820OSI8
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Less work for administrators 
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Leverage standard platform technologies: Active Directory and Windows Integrated 

Security provides SSO and Identity and Access Management. 

AD Group 

AD User 

Denied User 

Authorized 

Access 
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Strong Authentication 
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PI User and PI Trust authentication are weak. 

 

• AL00206 – Security Alert:  

PI Authentication Weakness 

• AL00309 –WIS replaces PI Trusts  

and Explicit Logins in PI API 2016 

 

PI Mappings – strong authentication  

• Connections authenticated through Windows SSPI 

• Kerberos  

 

https://techsupport.osisoft.com/Troubleshooting/Alerts/AL00309
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Transport Security 
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• Enabled automatically for WIS connections 

 

• Messages signed for integrity and encrypted for privacy 

 

• Supported with PI Data Archive 2015+ with the connecting client: 
• PI Buffer Subsystem 4.4 or later 

• PI AF SDK 2015 or later 

• PI SDK 2016 or later 

• PI API 2016 for WIS 
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Audit Connections 
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• Built-in connection auditing using Security 
event logs  

 

• PI Message Logs provide connection auditing 
(Message ID: 7082) 

 

• PI Data Archive connection history 
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WIS Flexibility 
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• Create Identities and Mappings 

based on Least Privilege 

 

• Use piadmins for normal admin 

role 

– Reserve piadmin for 

disaster recovery 
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WIS Best Practices 
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Practical Access Levels 

– Administrator 

– PI Interfaces 

– PI Buffers 

– PI Users 

– PI Point and Analysis creator 

– PI Web Apps 

 

 

Codified in KB01072 

 

https://techsupport.osisoft.com/Troubleshooting/KB/KB01702/
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Contact Information 
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Jozef Sujan 

jozef@osisoft.com 

Regional Services Lead 

OSIsoft, LLC 

Lubos Mlcoch 

lmlcoch@osisoft.com 

Technical Support 

OSIsoft, LLC 

mailto:jozef@osisoft.com
mailto:lmlcoch@osisoft.com
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Questions? 

Please wait for 

the microphone 

State your  

name & company 

Please rate this session 

in the mobile app! 
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You’re recommending PowerShell?...  
For security?... 
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“Many targeted attack groups already use PowerShell in their attack chain” 

~ Symantec Increased use of PowerShell in attacks 

 

“52% of all attacks seen in 2017 were non-malware attacks.” 

~ Carbon Black 2017 Threat Report 

 

“PowerShell malware grow by 267% in Q4, and by 432% year over year” 
~ McAfee Labs Threats Report, March 2018 

https://www.symantec.com/content/dam/symantec/docs/security-center/white-papers/increased-use-of-powershell-in-attacks-16-en.pdf
https://www.carbonblack.com/2017/12/20/carbon-black-2017-threat-report-non-malware-attacks-ransomware-continue-spotlight/
https://www.mcafee.com/us/resources/reports/rp-quarterly-threats-mar-2018.pdf
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Top 10 reasons attackers <3 PS 
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• Installed by default  

• Remote access by default with encryption 

• Growing community  

• System admins use and trust 

• Execute payloads from memory  

• Few traces by default  

• Easy to obfuscate 

• Gateway sandboxes lagging on script-based malware detection  

• Defenders overlook it when hardening their systems 

• Bypass whitelisting tools depending on the configuration  

configuration 

dependent 

stealth 

ubiquity 
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WMF (PS) 5.0+ 
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- Script block logging and system-wide transcription can be 
enabled. 

 
- Hackers will leave fingerprints everywhere, unlike popular CMD utilities. 

 

- PowerShell should be the only tool you allow for remote 
administration.   

 
 
 
 

    - Ashley McGlone, Who’s afraid of PowerShell security 

https://blogs.technet.microsoft.com/ashleymcglone/2016/06/29/whos-afraid-of-powershell-security/
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• GitHub repos 
– PI-Security-Audit-Tools 

 
– PI-Security-DSC 

 
– PI Data Archive: Cyber Security Data Sheet 

 
• OSIsoft Tech Support web site  

– PI System Cyber Security (alerts, news, downloads) 

https://github.com/osisoft/PI-Security-Audit-Tools
https://github.com/osisoft/PI-Security-Audit-Tools
https://github.com/osisoft/PI-Security-Audit-Tools
https://github.com/osisoft/PI-Security-Audit-Tools
https://github.com/osisoft/PI-Security-Audit-Tools
https://github.com/osisoft/PI-Security-Audit-Tools
https://github.com/osisoft/PI-Security-Audit-Tools
https://github.com/osisoft/PI-Security-DSC/wiki/Resource-Reference
https://github.com/osisoft/PI-Security-DSC/wiki/Resource-Reference
https://github.com/osisoft/PI-Security-DSC/wiki/Resource-Reference
https://github.com/osisoft/PI-Security-DSC/wiki/Resource-Reference
https://github.com/osisoft/PI-Security-DSC/wiki/Resource-Reference
https://github.com/hpaul-osi/HardenedBaselines
https://techsupport.osisoft.com/Troubleshooting/PI-System-Cyber-Security
https://techsupport.osisoft.com/Troubleshooting/PI-System-Cyber-Security

