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DATA DIODE NETWORK CYBERSECURITY EXPERTS

Over 17 years of experience protecting:
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Focus On;
o Safety

* Reliability
* System Resiliency

ISOLATED ICS
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ITY IS ESSENTIAL

Hackers & Infections can and WILL get into ICS networks and devices
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RECOMMENDATIONS <<

Reduce/eliminate connections in/out of the network

Convert two-way connections to deterministic one-way connections
One-way into the plant, one-way out of the plant

Restrict remaining two-way command and control connections
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S PRpUMIMSPUHOUUNN HERE CONNECTIVITY & SECURIY WEET
ALLOW CONNECTIVITY AND INCREASE SECURITY.

wie  DATA DIODE
wouss Whatis 2 DATA DIODE?

* Powerful (unhackahlea cybersecurity tool to segment and protect sensitive
S networks, devices, and systems.

. Phxsu:al communic tmn device to ONE-WAY
‘ enable hardware en orced one-way  DATA DIODE

%% only data transfers vsovde 3L

’ €

SECURE NETWORK END USERS
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ONE-WAY COMMUNICATION-
From Source Network to Destination Network

Proxies enable one-way in a two-way world

- HOW DATA DIODES WORK -

TX/SEND RX/RECEIVE
IDE SIDE

1Thi3:{T.VA ELECTRICAL PII&T(I ELECTRICAL m1'13:1T}
PROXY DIODE DIODE PROXY

SOURCE : : DESTINATION

Hardware physically enforces network segmentation “air gap” between destination and source
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WHY HARDWARE-BASED SECURITY?

vFirewall
vFirewall in Appliance

Security Virtualizer

Orchestration Firewall

Do not require software
updates themselves

Air Gap

VLAN/ACL

ACL
(Access Control List)

STRONG

Configuration - Based Physics - Based
Lero-day Exploits Unhackable
Malware / Ransomware Invuinerable to Malware
Heavy Ongoing Management Little to no Ongoing Management
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PRODUCTS
CAPABILITIES o  sumons €3

» Secures networks from cyber attacks - via one-way DualDiode design ° m)D S_SD
* Provides secure transfer of data across network domains

* Supports multiple data sessions and protocols simultaneously ® UPDS-]UUD

* Throughput rates are controlled and easily upgraded with software license

* Owl Cent0S$, hardened with guidance from Center for Internet Security (it /v siseariy.rg 5 UPD S_“m
* Transfer rates from 3 Mbps to 10 Ghps }: » 3

* Owl Role Based Access Control System (RBAC) overlay Eialil Efel N
* Gore Transfer applications to support data flows = UP Dsm(m

* UDP, TCP, File transfer, Syslog, SNMP ‘
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EXAMPLE USE CASES

BUSINESS
HEADQUARTERS

CYBER
THREAT

THREATS
MITIGATED

One-Way Data Flow

HISTORIAN REPLICATION € o=

OSlsoft.
&J PI SAN FRANCISCO 2018 #OSIsoftuC #PIWorld  ©2018 OSlsoft, LLC



UWI. ‘ Q oS-

CYBER DEFENSE

OSISOFT TECHNOLOGY PARTNERSHIP
(PI SYSTEM)

* Native API Integration

* Pl to Pl & Pl Data Archive Replication Options

* Historical Backfill and Dynamic Updates

o Multi-Pl Systems & High Availability Deployments
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