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Security and Hardening 
of Your PI System

Lubos Mlcoch, Cyber Security Advisor
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Agenda

1. Prologue

2. Sliding Scale of Security

3. The Big 4 of Cyber Security

4. Cyber Security Data Sheets

5. Call to Action
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But my mission is just… Attacker viewpoint

Small electricity generator Pathway to bulk electric system

IoT manufacturer Platform for botnet

Non critical process plant Exploit development system

ICS systems integrator Malware distribution channel
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Three Laws of 
SCADA Security

1. Nothing is secure

2. All software can be hacked

3. Every piece of information can be 
an attack

4

Ginter, Andrew (2016) SCADA Security: What’s broken and how to fix it.
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Threat Resources Attacks

Nation States Military Grade Nearly Unlimited Autonomous Targeted Malware

Intelligence Agencies Professional
Remote Control

0-Day Vulnerabilities

Hacktivists Skilled Amateur
Remote Control

Exploit Permissions

SCADA Insiders Amateur Exploit Permissions

Organized Crime Professional
Malware

Known vulnerabilities

Corporate Insiders Amateur Exploit Permissions

Threat Spectrum

Ginter, Andrew (2016) SCADA Security: What’s broken and how to fix it.
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Sliding Scale of Security

• DMZ

• Authentication

• Updates

• Modern OS

• Whitelisting

• Least Function

• Monitoring

• SIEM

• SOC

• Reputation

• External Feeds

• Threat Hunting

https://www.sans.org/reading-room/whitepapers/ActiveDefense/sliding-scale-cyber-security-36240
The Sliding Scale of Cyber Security - Robert M. Lee

https://www.sans.org/reading-room/whitepapers/ActiveDefense/sliding-scale-cyber-security-36240
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Fundamental PI System Security Advantage

Environmental 

Systems

Plant DCS

Transmission 

& Distribution 

SCADA

PLCs

Other critical 

operations systems Security Perimeter

Limits direct access to critical systems 

while expanding the use of information.
Critical Systems 

Reduce the risks on critical systems 

Infrastructure
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Undesirable Topology

8

Control Network DMZ

Connector Node
PI Servers

Enterprise Network

x
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Good Topology

9

Control Network DMZ

PI Interface /

PI Connector
PI Servers

Enterprise Network
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Better Topology

10

Control Network DMZ

PI Interface /

PI Connector
PI Servers

Enterprise Network

PI Vision
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PI System 2019 Reference Architecture

NERC CIP, NIST 800-53, and NIST 800-82
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Reduce Surface Area of the Platform
Windows Server Core

Less installed, less running
(No GUI applications)
Fewer open ports
Less patching
Less Maintenance
Lower TCO

…. More secure

Supported OSIsoft products:

PI Data Archive
PI AF Server
PI Vision
PI Web API
PI Connectors

Microsoft Mechanics. "Exploring Nano Server for Windows Server 2016 with Jeffrey Snover." 
Online video clip. YouTube, 10 Feb. 2016
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Reduce Surface Area of the Platform

Free, browser-based 

app for managing 

Windows Servers 

(including Server Core)
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Whitelisting
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Whitelisting – using built-in Windows features

Whitelisting with Windows Defender Application Control

- Used to be called Device Guard

- Available since Windows 10 / Server 2016 (incl. Core)

Whitelisting with AppLocker

- Can be used in tandem with WDAC

- Available on older OS version, but doesn't work in Server Core

Whitelisting PI applications based on catalog files

- OSIsoft provides a Catalog file for products that use unsigned third-party files

https://customers.osisoft.com/s/knowledgearticle?knowledgeArticleUrl=KB01892
https://customers.osisoft.com/s/knowledgearticle?knowledgeArticleUrl=KB00994
https://customers.osisoft.com/s/knowledgearticle?knowledgeArticleUrl=KB01975
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Upgrade your software

OSIsoft is consistently:

Implementing compiler flags 
as they become available

Applying least privileges to 
services

Adding support for Windows 
Core systems
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Role Based Access:
Leverage Windows Integrated Security

Less work for administrators: Active Directory provides SSO and Identity and Access 

Management. AD Group

AD User

Denied User

Authorized

Access
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Authentication Management

Enforce the strongest authentication method server-side. 

PI API trusts can be disabled with the installation and configuration of 

the PI API 2016 for WIS and later
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Audit Connections

WIS provides connection auditing 
through Security event logs

PI Message Logs provide connection 
auditing (Message ID: 7082)

PI Data Archive connection history
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Analyzing Attack Surface #1

https://aha-project.github.io/site:

https://github.com/AHA-Project/AHA-Scraper-Win

https://github.com/AHA-Project/AHA-Scraper-Lin

https://github.com/AHA-Project/AHA-GUI

code:

AHA - AttackSurface Host 

Analyzer
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Windows Server 2008 R2 Mean Score

External Attack Surface 9.5%

Internal Attack Surface 8.2%

Windows Server 2016 Core Mean Score

External Attack Surface 80%

Internal Attack Surface 80%
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Analyzing Attack Surface #2

Site & code: https://github.com/Microsoft/AttackSurfaceAnalyzer

Microsoft Attack 

Surface Analyzer 2.0
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Material Safety Data Sheets
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Cyber Security Data Sheets

Michael Thow mthow@epri.com

Matt Gibson mgibson@epri.com
>>> Get the full TAM report

mailto:mthow@epri.com
mailto:mgibson@epri.com
https://www.epri.com/#/pages/product/3002012752/
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TAM Step 1

• Characterize Attack Surface 
and identify Exploit Sequences

CSDS part 1
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CSDS part 1 – Attack Pathways
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EPRI TAM – Attack Surface Characterization
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Exploit Sequence = Exploit Objective + 

Attack Pathway + Exploit Mechanism

An exploit sequence is an attack pathway and exploit 

mechanism that allows an attacker to achieve an 

exploit objective.
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Exploit Sequence Example

Exploit Objective:

Modify time-series 
data in transit

Attack Pathway:

Wired connection

Exploit 
Mechanism:

MITM

33
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CSDS part 1 – Exploit Sequences
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TAM Step 2

• Engineered Security Control Methods 
scoring and allocation

CSDS part 2
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Allocating Engineered Security Control Methods

Exploit Objective:

Modify time-series 
data in transit

Attack Pathway:

Wired connection

Exploit 
Mechanism:

MITM

Security Control 
Method:

Native PINet
transport 
security 

36

Set Target Levels for:

Protection

Detection

Response & Recovery

Calculate efficacy based on:

Protection

Detection

Response & Recovery

Persistence

Implementation cost
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Allocating Engineered Security Control Methods
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Allocating Engineered Security Control Methods
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Allocating Engineered Security Control Methods
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Cyber Security Data 
Sheets

Structured Security Documentation

Forward looking with focus on:

• Modern Platform

• Recommended Architecture
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TAM Step 3

• Mitigate residual Exploit Sequences

• Shared Security Control Methods
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Residual Exploit Sequences are expected!

Residual Exploit 
Sequences

Allocate Shared 
Security Control 

Methods

Asset 
protected

Map to 
Regulatory 

Requirements

Optional, but useful:

• RG 5.71

• NEI 08-09

• NERC CIP

• NIST 800-53
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Call to Action:
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Cyber Security Data Sheets can be delivered by 
vendors as part of the supply chain

Step 1 & 2 by EPRI, Vendors, and other 
Stakeholders

Contact us to obtain PI Data 

Archive and PI Vision 

Cyber Security Data 

Sheets.

We'd love to hear your 

feedback!
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Contact us for more information…

45

Lubos Mlcoch
lmlcoch@osisoft.com

Cyber Security Advisor

OSIsoft, LLC

mailto:lmlcoch@osisoft.com
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Useful links

46

• OSIsoft PI System Cyber Security – Hub

• SANS - Sliding Scale of Cyber Security

• Windows Server 2019 — Server Core vs. Desktop Experience (GUI) Explained & 

Compared

• Hello, Windows Admin Center!

• AttackSurface Host Analyzer (AHA)

• Microsoft Attack Surface Analyzer

• EPRI - Cyber Security Technical Assessment Methodology: Risk Informed Exploit 

Sequence Identification and Mitigation, Revision 1

https://customers.osisoft.com/s/knowledgearticle?knowledgeArticleUrl=PI-System-Cyber-Security
https://www.sans.org/reading-room/whitepapers/ActiveDefense/sliding-scale-cyber-security-36240
https://medium.com/@RealNetwork/windows-server-2019-or-2016-server-core-vs-desktop-experience-gui-comparison-standard-datacenter-hyper-v-bb67167fd461
https://docs.microsoft.com/en-us/windows-server/manage/windows-admin-center/understand/windows-admin-center
https://aha-project.github.io/
https://github.com/Microsoft/AttackSurfaceAnalyzer
https://www.epri.com/#/pages/product/3002008023/?lang=en-US
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Questions?

Please wait for 

the microphone

State your 

name & company

Please remember to…

Complete Survey!
Navigate to this session in 

mobile agenda for survey

DOWNLOAD 
THE MOBILE 
APP

48


