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DNV GL - global quality assurance and risk management company

TO SAFEGUARD
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AND THE ENVIRONMENT




Highly skilled people across the worid

150+ g 350 100+
years of experience offices countries Maritime

3,500
employees
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Our vision: global impact for a safe and sustainable future

MARITIME OIL & GAS POWER & BUSINESS DIGITAL
RENEWABLES ASSURANCE SOLUTIONS

i1,

Technology & Research

Global Shared Services P . ‘ ®
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Digital solutions for managmg risk, improving safety and performance

|

1
il
We support business-critical activities
across industries, including maritime, oil
and gas, energy and healthcare
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Industry Data Consulting and i

software management advisory y Cyber security
/ : ) platform =

solutions and analytics services :
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Digital Class drivers

$

Edge client ERP

?

Onboard historian

Data collection

PE*
ERP

Service supplier

Applications and analytics

Cloud =ervices

&

Data platforms

............____,,,,_,""______‘___%

Onshore historian

i 'El
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Complicated data chains, corporate interdependencies and technical options

Sources

Instrument Controller

Infrastructure

Control

System Gateway Historian

Enterprise system services

Historian/ Analytics/
Storage Applications

Equipment manufacturer

Instrument Controller

Plant/Vessel o afrastructure provider

th

(s

Control

Gateway Historian

System |

Equipment manufacturer services

Historian/ Analytics/
Storage Applications

Equipment Manufacturer

Instrument Controller

Plant/Vessel owner/infrastructure provider

Control
System

Gateway Historian

3rd party service provider

Historian/ Analytics/

Storage Applications
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DNV GL customer benefits of qualifying products like the OSIsoft PI System

Collaboration between stakeholders in the
industry to tackle common issues

Reducing complexity, centralize and increase
standardization

. W T T

Improving cost efficiency and
lower the OPEX
v .o 4

Optimization by utilizing new technology and
capture the value in data

y
.

/

—
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inding new ways of building trust " \
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Data quality

B Data flow and P 1SO 8000-8

sensor systems ff'\
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s
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Data quality perspectives

'/

T T

Micro:
- Connectivity issues

Macro: Meso level:
- Organizational processes
and adherence to quality
systems and business goals

- Architecture/integration

- Planning and tools - Dead/stale points
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Data quality - Day to day issues

Recurring data quality issues never fully
resolved

rmseEEEET Y S,

Degradation of metadata over time

Poor data quality not sufficiently
understood by data consumers
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Data quality - Big incidents

Data collection stopped working for several
hours at the worst possible time

R

Permanent loss of years of plant data during a
software upgrade

pRER R
Equipment monitoring package rendered
useless due to poor event quality

Predictive maintenance and analytics projects
failed due to data quality issues

Commercial in confidence

16 DNV GL © 18 September 2019



Data quality - Data based projects challenges

A
Importance of

contribution

Data relevant for the task

|

|

C
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Unidentified potential
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Sensor system data quality dimensions

Governance Organization/people Processes

[ J
@ Management
focus

® End user

training

End user work
processes

[ _J
System owner
work processes

.System owner
training

@®Infrastr. & MES
@ system work
processes

Infrastr. and
MES training

@ ICSS training 1S

work processes

& Instrument

Instrument
training work processes
O Semantic
O Syntactic Completeness
) Pragmatic
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Efficiency

[ _J
Historization Legacy system
pipeline extent debt

Aggregation or
sampling freq.
loss

Maintenance and
service contracts

@
Latency
prevention

Upgrade and
refitting practices

Initial planning
and development
practices

Design
redundancy

Dynamic and
flexible design

® Graceful

buffering and
recovery

Requirement definition

Metrics

End user quality
feedback

Heartbeat signals

[ J Asset
management
systems

Alarm monitoring
and statistics

Infrastructure
®  service
monitoring

Tools and technologies

Calibration Sufficient

instrumentation

Structured I/0
federation (DCS)

Sufficient
granularity of
system flags

® 10 control Sufficient

module HW/server
load capacity

[ _J
I/0 Control Loop

Quality Bandwidth

® Intrinsic

instrumentation
qualities

@
Time synch-

ronization

Data standards

Plant model
synchronization
® and scaling

® Meta data

synchronization
across layers

Inconsistent

@ data transfer

standards and
schemas

Single point of
truth
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Data quality - Day to day issues

Recurring data quality issues never fully
resolved

= recaET T Y (Y
|

Degradation of metadata over time

Poor data quality not sufficiently
understood by data consumers
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Recurring data quality issues never fully resolved

Governance Organization/people Processes Efficiency Requirement definition Metrics Tools and technologies Data standards

o [
Management — End user End user work Historization Legacy system End user quality Calibration Sufficient

focus - training processes pipeline extent debt feedback instrumentation

Plant model
synchronization
® and scaling

: ® L -
Aggregation or Maintenance and ® . Structured I/0 Sufﬂcu.ant
Heartbeat signals granularity of

SETAIE G service contracts federation (DCS)
loss system flags

® Meta data

synchronization
across layers

@
.System owner System owner

training work processes

Inconsistent

@ data transfer

standards and
schemas

(@}
1/0 Control Sufficient
. fitti : R HW/server
prevention refitting practices A

Maintenance
Infrastr. & and service
®MES system contracts

Infrastructi
®  service

[ _J
® .
Infrastr. and e G =S Latency Upgrade and

MES training | ® System work

Single point of
truth

andwidth

= @Infrastr. and

_ ‘M ES System Work monitoring qualities == : =
© Semantic e processes | , =
O SyntaCtiC tra I n I n g ® ) forb-n i Time synch_ E = === — py : -~
@ Pragmatic ureecrévgr?l ronization = e —— - = el =
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Data quality - Day to day issues

-l

Recurring data quality issues never fully
resolved

Degradation of metadata over time

Poor data quality not sufficiently
understood by data consumers

Commercial in confidence
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Degradation of metadata over time

—
Governance Organization/people Processes Efficiency Requirement definition Met ‘ Meta data Data standards

o = synchronization olant model

Management En r En se k Historization L C tem ..
@ g d use d user wor storizatio egacy syste synchronization

focus - training processes pipeline extent debt across Iaye rs B and=caling

Aggregation or l s Cufficient o Meta data

[ J ® S .
stem owner - Maintenance and o
System owner Y ® sampling freq. y of synchronization

training work processes service contracts
Legacy
® Inconsistent

[ J O .
e Infrastr. and ‘Ir;fr::et; %v:lris Latency Upgrade and manpz;ssee:'\ent ‘ Syste | | @ data transfer
MES training Y prevention refitting practices 9 i standards and

systems debt schemas

‘ ® Tnitial nlannina \ . .
IO CUTIU Ul LUUp I S e Slngle pOInt of

‘ ICSS Work .work processes Infrastr_ & truth
processes MES system
= g [ Y o " Upgrade and

Instrument servi
refitting
® Gre

work processes fley WO rk monitority
processes :
Syntactic
® Sy ) Completeness buffering and pra Ctlces
@ Pragmatic recovery - e = -

loss 1gs across layers

Lity

O Semantic
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Data quality - Day to day issues

L |

Recurring data quality issues never fully
resolved

L' - >
1y e T, DT

Degradation of metadata over time

Poor data quality not sufficiently
understood by data consumers
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Poor data quality not sufficiently understood by data consumers

Governance Organization/people Processes Efficiency Requirement definition Metrics Tools and technologies Data standards

® D . . . ® . [ J ® - Plant mode]|
@ Management End user End user work Historization Legacy system End user quality . . Suffe
@ . . Calibration \
focus training processes pipeline extent debt feedback .

b

- Calibration

Maintenance a5g Y rtbeat signals Structured I/0
service c4 . 9 federation (DCS)

Aggregation or
sampling freq.

loss
@® End user ) R S - :
oo g - g LnConsistent _ eommert

tralnlng g ® systcgg End user e Il data tranSfer standards and

- syst
¥ schemas

. EE R Pt~ standards and
Agg regatIOn or : feed baCk ST Alarm mu Wriih ‘Single point of

} and sta SChemaS truth
sampling freq.
‘ IOSS 1ent - Dynamic and

cesses flexible design (@

[ _J
System owner
work processes

ices

Intrinsic ‘ IntrlnS|C

instrumentation

Time guaiities B instrumentation

O Semantic .
. = ‘ = L
© Syntactic Completeness bu:?;i;egu;nd SynCh ron|zat|on Time synch- = qualltIeS
@ Pragmatic recovery ronization e e——__— =
R~ =T o p— -
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Data quality - Big incidents

Data collection stopped working for several
hours at the worst possible time.

<
¥

Permanent loss of years of plant data during a
software upgrade

Equipment monitoring package rendered
useless due to poor event quality

R L R R
Predictive maintenance and analytics projects
failed due to data quality issues

Commercial in confidence
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Data collection stopped working for several hours at a critical time

r

n/people Processes Efficiency Requirement definition Metrics
@®Infrastr. and Y- |

r End user work Historization Legacy system End user quality
OMES system

training

Tools and technologies Data standards

[ et Plant model

synchronization
® and scaling

Sufficient
instrumentation

processes pipeline extent debt feedback Calibration

, ® O " ®
éggwrel?:tl$:eor AT ‘Heartbeat signals e Rk SUfﬁICI?nt f S nhgﬁtzrf::;iion
plosgs 9 service contracts 9 federation (DCS) e Y

system flags across layers

[ _J
System owner
work processes

®Infrastr. & MES | *® .

Latencv g
@ system work

processes Infrastr. & ';fsrr::nt
MES system
. s o ‘ y nonitoring

work processes WO rk tatistics
® Graceful

processes — . —
. ® : : .astructure Intrinsic
buffering and e el & e ® Sufficient
recovery

[ J .
I/O Control Sufficient Inconsistent
module HW/server @ data transfer
load capacity standards and
schemas

Infrastr. and
MES training

[ J
I/0 Control Loop Single point of

Quality > truth

instrumentation

et HW/Server
Time synch- : Ca paCIty

monitoring

® Graceful
buffering and

) Pragmatic recovery

ronization
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Data quality - Big incidents

Data collection stopped working for several

,,,,,

Equipment monitoring package rendered
useless due to poor event quality
e
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Permanent loss of plant data during software upgrade

Governance Organization/people Processes Efficiency Requirement definition Metrics Tools and technologies Data standards

[
End user quality - Sufficient

] ion . .
feedback Cellareizo instrumentation

Plant model
synchronization
® and scaling

End user work

End user processes ® System

work owner work

[ _J
System owner

processes ' ‘work processes processes

® @
L Sufficient

® Meta data

synchronization
across layers

Structured I/0

federation (DCS) granularity of
system flags

Heartbeat signals

@ .
{ Asset I/O Control Sufficient
management module HW/server
systems load capacity

Inconsistent

@ data transfer

standards and
schemas

@®Infrastr. & MES
@ system work
processes

Infrastr. and

Latency Upgrade and
MES training

prevention refitting practices

_ Infrastr. &
‘M ES system
work

Alarm monitoring I/0 Control Loop Single point of

and statistics Quality e ® trith

Infrastructure Infra Stru CtU re

®  service

= ®Infrastr. and [*o

flexib. Focesses e . s

®MES system i L oo e Service =

O Semantic . . =
@ Syntactic training ‘b Era_cef”' ) Time synch- mOnltOrlng —
® Pragmatic uree(;:‘/gr?ln = ronization =
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Data quality - Big incidents

Data collection stopped working for several
hours at the worst possible time

-
R

Permanent loss of years of plant data during a
software upgrade

R R

Equipment monitoring package rendered
useless due to poor event quality
R
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Equipment monitoring package rendered useless

Governance Organization/people Processes Efficiency Requirement definition Metrics Tools and technologies Data standards
‘e

n — Structured
. I/0O federation

Structured I/0

federation (DCS) | (DCS)

[ J O
@ Management

End user End user work Historization Legacy system End user quality

focus - training processes pipeline extent debt feedback Calibration

Aggregation or L J

- Maintenance and .
sampling freq. . Heartbeat signals
loss service contracts

®
.System owner System owner
training work processes

O
@ S — Inconsistent
@ data transfer
standards and

schemas

[ J Asset
management
systems

@®Infrastr. & MES
@ system work

Initial

I/0 Control
module HW/server

load capacity

Infrastr. and
MES traininn
V .

Latency Upgrade and
prevention refitting practices

® . Initial planning *® e *®
@ ICSS p | a n n | ng a nd and development A mor?ltc_)rlng e Contrpl Lo
’ practices and statistics Quality I/O CO ntrOI
development - ol [l
[ . , Infrastructure Intrinsic modauile 10a
 J In:rgh p ractices f:)yrlzmljc and @ service instrumentation
' exible design monitoring qualities
O Semantic ®
@ Syntactic ® Graceful .
Y Completeness buffering and Time synch-
) Pragmatic recovery ronization
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Data quality - Big incidents

Data collection stopped working for several
hours at the worst possible time

-
. T
o

L

Permanent loss of years of plant data during a
software upgrade

Equipment monitoring package rendered
useless due to poor event quality

Predictive maintenance and analytics projects
failed due to data quality issues - unavailable

Commercial in confidence
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Predictive analytics projects fail due to poor data quality — unavailable data

Governance Organization/people Processes Efficiency Requirement definition Metrics Tools and technologies Data standards

[ J
@ Management

@ Sufficient Plant model

Legacy system =] MF Gl sy Calibration . . synchronization
debt feedback instrumentation .
® and scaling

.System owner - System owner AGETEEEITEN o Sufficient Meta data

@ - Maintenan . - _ \ata
training ® work processes sampling freq. e S UfﬂClent granularity of synchronization
loss system flags across layers

instrumentation

Y Inconsistent

Latency Upgrade ] @ data transfer

prevention refitting pra standards and
schemas

Historization

End user End user work

focus - training processes pipeline extent

@®Infrastr. & MES
@ system work

Initial
Initial planning

(]
o - o .
Alarm monitoring I/O Control Loop > “aint of
® ICS5 p | a nnin g a n d ’ and gfavcetlizzglent and statistics Quality

development - Sufficient

® Intrinsic

Infrastr. and
MES traininn
_

Infrastructure

[ J . . o
- "t ©° practices Dynamic and ®  cervice nstrumentation — granularity of
traii. flexible design . i

monitoring qualities —
O Semantic System ﬂagS -
Syntactic @ Graceful : _ <

@ Sy _ Completeness buffering and Tlrr::izsayt?oc: — : _
@ Pragmatic recovery : e —— - -
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Data quality - Big incidents

Data collection stopped working for several
hours at the worst possible time

-

. T

5 o
-

Permanent loss of years of plant data during a
software upgrade

Equipment monitoring package rendered
useless due to poor event quality

Predictive maintenance and analytics projects
failed due to data quality issues - insufficient

Commercial in confidence
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Predictive analytics projects fail due to poor data quality - insufficient data

Governance Organization/people Processes Efficiency Requirement definition Metrics Tools and technolog#

:‘ Instrument ‘Legacy system End user quality ot Ealioreiars ‘ Hea rtbeat
® o Legacy debt feedback I e
O

work
'“system debt | 2
pI"OCGSSGS 1 j freq.

Maintenance and St

Heartbeat signals yiaiiu dritv or m SyliCiiulnizauun

federation (DCS)

service contracts

' ®Infrastr. & MES Asset ®  Asset ® 10 control Bandwidth
. @ system work ‘ management module
InStrU ment processes ma nagement systems load —
ol
®  trainin ng [ 5
g N = ICSS SYStems nning Alarm monitoring I/O Control Loop . Single point of
b \ J opment o ) Bandwidth
work processes . practices and statistics Quality truth
® @ o . Ire Intrinsic . : .
Instrument Instrument Dynamic and inst tati
- training ‘work processes flexible design G ra Cefu I 5 s ;uun;ﬁtr;eas on Intrl NSIC
© Semantic buffering and = Instrumentation
O Syntactic Completeness s Graceh - Time synch- g it
e p buffering and recovery B Lt B qua lities
@ rragmatic recovery e —_=
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Generic recommendations

Establish data requirements early in new builds

Include data quality KPIs in service contracts

Facilitate cross discipline communication

Have good data quality feedback systems

Data is an asset. Think condition monitoring

Commercial in confidence
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Specific recommendations — based on advisory services

Define scope

Intended use - Datasets & criticality
Context - Data origin and path

Data exploration and profiling
Get access to data, prepare, explore

@
O
>
(@
=
GE) Data quality Organizational Sensor system Algorithm - ded
Q ass_essme_nt maturity assessment assessment assessment xtende
> Identify and def|r_1e req. +  Organizational scope +  Clarify scope «  Clarify scope
o Prepare and configure « Interview & review +  Choose methodology Choose methodology scope
g. Perform assessment + Analyse and score «  Analyse and score +  Analyse and score
%) .
8 Data usage risk assessment
5 ) Fit for use within acceptable risk
cC Define scope + Root causes
] Consequence dimensions * Measures
g Perform risk assessment » Prioritize
O
Risk based data quality improvement
+ Data * Processes
« IT Systems * Organization
Commercial in confidence
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Organizational Maturity Assessment

Commercial in confide

Maturity
level

LEVEL 5 -
Optimized

LEVEL 4 -
Managed

LEVEL 3 -
Defined

LEVEL 2 -
Repeatable

LEVEL 1 -
Initial

Governance

Data
management
policies governs
and drives
improvements

Policies defined in

Organization and
people

Data management
board oversees
improvement
activities

Skillset extended to
include risk analysis

Processes

Processes for
continuous
improvement in
place

Processes for

Process
Efficiency

Processes
provides feed-
back and feed-
forward to
support
continuous
improvement

Monitoring is
performed across

Requirement

definition

Baseline
established
and
improvements
measured
according to
requirements

Requirements

Metrics and
dimensions

Metrics defines

improvement

Architecture,
tools and
technologies

Tools support
policy driven
continuous
improvement
cycle

Tools are driven
by business
objectives and

Data standards

Standard
compliance and
domain models are
subject to
continuous
improvement

Standards are
used actively to

relation to L impact analysis . are linked to ) ;

B of quality issues - . enterprise and . include support reduce risk for
business i d with and risk mgmt. in blished business f itical busi
objectives aligne wit ) place published as impacts _ ( or roo_t cause crltlca_ usiness

business objectives KPI's and trends risk analysis analysis and risk  operations
mgmt.
? ¢ . ¢ Archit&cture in &
Proflesses are Deﬁned metrics  hequirgments place jat Stahdards, domain
Policie$ defined at Roley and required | defilied and are monitored in QR | e enterprise level models and

enterprise level

Local initiatives
address the
requirement for
policies

Only ad-hoc or
temporal policies
in place

skills| defined at
enterprise level

Locally defined roles

and some basic
skills

No formally defined
roles or skillset

implemented
congistently across
entgrprise

Besti practices in
place but not used

consiistently

Ad-hoc or reactive
responses to
quality issues

advance of
budiness impact

Ger{Leric metrics
are/monitored at
poiht of impact

e
No baseline and
no monitoring of
quality issues

communicated

at entefprise
level

Local
initiatives
define
requirements

Re-engineering

used to derive
requirements

reused locally

Project specific

suppgarting full
stack data
management

Tools fand
technplogies used
consigtently in
selectied projects

Tools are used
ad-hoc per project

semantics used at
enterprise level

Industry standards
and|domain

m Is used
selectively across
projects

Ad-hoc and
inconsistent use of
standards

Objectives,

Policy, Culture,
Awareness, Risks,
Capabilities to
handle DQ issues

Organization, roles,
responsibilities,
authority, skillsets

Structured and
vetted ways of
handling and
preventing DQ
issues

Measure, monitor
and use metrics
to mitigate DQ
issues

DQ
Requirements
defined,

communicated

and acted
upon

defined, setup,
measured and

DQ Tools for
processing,
analysing and
correcting DQ
issues with data
assets

Use available
standards, models,
ontologies and
taxonomies - a
corporate «DQ
language»
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Risk based continuous improvement, prevent and fix

Data
quality
related

incident

Preventive Measures (barriers)

Reactive Measures (barriers)

Commercial in confidence
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SELF-ASSESSMENT

PART lll: Report & Recommendations

Supporting documents s

SO "ag

DAMA -

: DMBOK
tools and rganization
DNV-GL technologies and people
; 3 DATA MANAGEMENT BODY OF KNOWLEDGE
.‘l .’
-
- : . Metrics and Processes
dimensions

Data quality it fr

Requirement Process
definition efficiency

MARITIME

caan sheene O www.dnvgl.com

Practical Guide

2ND EDITION

Data quality. s

DNV-GL ONV-GL TREAT:ING DATﬁS

T e ?
A prerequisite for’sucgess in a data-driven

The et ol versacm of s o
o e =

_— Data Quality Assessment

for Sensor Systems =
and
Time-Series Data

THE ROAD TO DATA QUALITY

ORAWh DY v
Myrseth and Lot

Thomas C. Redmafi’

E e

bout a dozen years ago, the expression “manage data assets” entered the Thomas C.
business lexicon. The phrase summarizes the notion that data, when = Redman Ph.D.
properly defined, managed, and used, can be extremely valuable, e
DATA QUALITY SERVICES it Tt Ml i s ki e RS

Prasidant of Dats
Quality Salutions, halps startups
and multinationais; sanior
axecutves, Chisf Dats Offcars,
andssdsrs buried desp in their
organizations, chart thair courses
to data-driven futuras, vith spacial

improve a company’s competitive position.

Data can be built into products and services, using more and better data improves business
decisions, and data is the input for game-changing opportunities such as artificial

intelligence. Thanks to social media and the Internet of Things, the sheer volume and mphosson quely snd ansytcs
vari el o growing nd boun om's most impartant artica s
ariety of available data is growing by leaps and bounds. Toma ot i
Problam” (Harvard Businass
still, most people find the concept 'manage data assets' slippery. It sounds like a good idea Review, Decembar 2013) Ha has &
(and itist), but what does it really mean? And what must companies and managers do Ph.D. in Statistcs and tw patans.

differently? My goal in this article is to provide a simple answer to the first question and &
partial answer to the second, focusing on the steps that companies and all managers can,
and should, take in the next few months.

Commercial in « T
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Data quality improvement

CHALLENGES

Poor data quality
negatively impacts
business

Efforts to achieve
structured data
quality improvement
become either too
ad-hoc or too
generic

1

DNV GL ©

p

18 September 2019

SOLUTION

Relate data quality
issues to familiar
concepts and
categories

Target
improvement
efforts in
dedicated areas

p

DNV-GL

BENEFITS

Increased value
from data

Alignment with
digital class
requirements

Investing in data quality is a prerequisite for

successful data science.

Per Myrseth, Manager of Data management and analytics, DNV GL

))
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Speaker

=Simen Sandelien

=Data quality specialist

DNV GL
=Simen.Sandelien@dnvgl.com
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Questions? Please remember-to..

Complete Survey!

Navigate to this session in

Please walt for .
mobile agenda for survey

the microphone

=
TO DOWNLOAD APP, g

State your
name & company

SEARCH OSISOFT
Pl WORLD

PlWorld

# Download on the GETITON
@& AppStore P> Google Play
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