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Pharmaceutical

Electronic Enterprise Reporting

Challenge

Reporting and recording is
mandatory, the pharma
industry is moving away from
paper-based reporting to
Electronic Batch Recording
(eBR).

Reporting is time consuming
and prone for errors.
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Solution

Deployed the latest OSlsoft

Pl Server and RtReports as an
advanced foundation for electronic
enterprise reporting. Features:

* Produce repeatable paperless
reports without coding

» Secure web-based Ul

» Support report versioning

* Reliable system validation

* Auto Reports Generation

* Compliant with 21 CFR Part 11

* All data are maintained in their
original fidelity
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Benefits

Corporate standard reporting
compliant with regulation
Exception based release of
batches — RbE, Review by
Exception increases throughput,
speeds up batch release, and
reduces warehouse costs

Key element of the digitalization
and Pharma 4.0/Industry 4.0
initiatives
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RtReports Components

RtReport Users
via Chrome or |E

e

RtReports Generator

RtReports Editor RtReports Server
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RtReports Server

* Windows Server 2012 R2 or later
* Application Server and IIS Server roles
» Hosts the:

— RtReports Generator website

— Printing Engine
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RtReports Editor

@ RiReports Editor
i File Edit View Insert Tools Window Help Admin
FRRA=N" I A= RN A= N ! 4

Data Template

ksl

Create/Edit/Delete/Release/Retire
Select and Format Data
Preview Reports including PDF
Assign Rules for

— Comments

— Verifications

— Approvals

=% Data Template Root-

« .NET windows application g
«  Manage Report Templates

atch

@2’ Details
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#if Datasource
A BelowLowMessage

', Above High Limit
%, Below Low Limit
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~R% LowLimit
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g Trend
A+ Verifications for ALKALI SUPPLY FLOW
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! BelowLowMessage
i HighLimit
i LowLimit
= Range
%, Above High Limit
%, Below Low Limit
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R LowLimit
& *Rinse”
@ CIP SUPPLY TANK LEVEL
EE AboveHighMessage
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~

Data Template| Format Template

CIP Process Monitoring

CIP Process
Monitoring, Date

Report
Name:
Report
Version
Report

‘Author OSl\peysakhovich

| Repe- Repost £t
Codl | |4 @
@0|  omu s PetSeho Casta Becive Duee
Fage Onentation Potrat -
Fage Humbereg | Siap Frst Pagn

Pager Size Defaukt

" Repor

— Reviews

@ Group Privileges
— Printing

Group Names

€7 dfpirtreports’\performance monitor users ~

— Effective Dates

Manage security

T dipitreports'pi buffering administrators

€3 dipitreports\piword2019

T dipitreports'power Users

€7 dipitreports'\print operstors

€7 dipitreports'rds endpoirt servers

T dipitreports'nds managemert servers

< >

Pemissicn For dfpitreports

(@ osi.

\pinorid2013 Allow Deny
Fiint r e
OffciallyPrit r I
Approve I r
Comments I r
Veriication r I
User I r
cministrator r v
Edit ~ r
Review 3 -

Cancel Help

Oiffcind Mark ]

@ OSl:=ofi

20 Release Date

Creation Date

>
xoqo0L R0 e

Report Generation 07-Jul-20

08:02:51 PM
12-Sep-19
025140 AM
12-Sep-19
02:5140 AM

@ Repont Template Advanced Sefings

Secuty Paviews  Aporcvels

Aggaival Tygm | Approrerg Grongs
o =

X0gI00] 1RO

HX
Appecrenl Fole | Sleps Typm | |
Sigri Reued
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Data Aggregation

Analytical

Capabilities Sort and Structure

Pl Performance Equations Batch Processes

Conditional Logic Sub-batch processes

Process Trends Time Ranges

Aggregation and External data AF Elements
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RtReports Generator

< @ A Notsecure | dfpirtreports.osisoft.ext/RtReports/Webpages/BatchSearch.aspx?Att

* .NET web application
« Generate report: e

Report Not Princed
- Sea rCh for re port m Shift Report for 8 hours
Batches | Reports | Report Name: 5&3& Equipment Report Report Generation Date 07-Tul-20 04:14:13 PM

tel n plate (BatCh or - Your search found 6 Batch that met your criteria Hepart Veraina Heleseelte WML
State

View Configure

rd
- RtReports
“" p -Quick Links- e -Search Attribute- v

. BatchlD Product Recipe __ StartTime ~_ EndTme  Dumton
TI m e) Start Time. € OITT 7-1-20 05.00:00 AM 07-Tuk20 04:00:00 P [ Shom |
Com Merdy
EndTme €3] || #®l  o0SlsoR 20158157323  |Cleaning Alrecipe Shosv Gzt
[Ne of Comment : §
—_ Generate a report Search Condition (] OSlIsoft_2015717105544 | CLEANING SOP_SIP_1151
#|  OSlsoft_2015717121837 | CLEANING SOP_CHEMGI ACIDSUPPLY ELOW )
H Data Server {Mone Selected} [Fish Limit [ 99 min [Low Limit [
en |p ate aga|ns a #  OSlsofi_20158157323 Alrecipe =
Asszet Server DFFIAFSERVERTS v # 0Slsafi_20158157323 i

specific context et Dotoase

[ Prodluct ~]| |

- VleW, Comment, [Batch ~ | [osison_2* |
verify, and approve e |
report [Phase ]| |

—  Print report to PDF

* Manage Automatic Report g
Generation
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RtReports Features
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Features

Asset Context Read-only
AF Support Template PDF

Automatic
Report
Generation

Security
Improvements




Asset Context Template

Similar

Report on EF
Element .
Names Children Only
Element
Template desoendants
Support

Support
relative and
absolute
attributes

Nested Asset
Context
Templates

(@ osi
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AF Asset Context Template Reporting

« Multiple criteria to report i el

Ef‘;ﬂ Data Template Root -
=0 Time

on Assets/Elements T e

-4F Verifications
[

* Asset Template o oG o
OK @ |l@ Asset Context Template Edit
 Asset Name

Template Name |X SKID | I:l
* Root Path e [ |
Display Mame | |
[ ) N e Ste d O te t Root Path WPhamaCOWNorth America®Philadelphia®Morth StreetPllantL1 HuMAB
Contex | [
Sort Order (®) Ascending () Descending
Description
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AF Asset Support

« Journal Action Parameter ‘AFAttribute’, supports Relative
or Absolute Path

* Result Definition for AF Attribute

— AF Attribute Value e

Act Action At
me
. . . Description EventMName  |Direct Action |
ls I m I parameters B
mmmmmmmm Type Description
[0 Hghlmt  AFAttibute Value  New Description
ActionP m] LowLimit AFAttibute Value  New Description
. ] ton Paremeters © ¥ Time Parameters Deta Parameters
Start Time
. r r I n I n Name Type Value Dynamic o, [ | || | DainSan e
AboveHighMe... Literal Value abo... Mo HHighLimt}]
Datasource AF Attribute ICIP Flow ... ‘“es Offset: l:l -
BelowlowMes... Literal lue bel... Mo End Time
Hi eral Yes Context [Cortad Erd <
Literal B4
hhhhhhh AFAtrb Ofet [ |
AF Attrib
eral
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EF Support

Data - Journal Action Edit

Journal Action Parameter ‘EFAttribute’
* Result Definition for EF Attribute
— AF Attribute Value

Joumnal Action Edit

Action Options Action States Action Results

EventName  |Direct Action |

EIHX] [#

MName Type ami
EF Alriouie
Recipe Yes

Result Definiions 40| [0S
Output Mame Type Description
O Product AFAtttibute Value Mew Description
O Recipe AFAtttibute Value Mew Description
Time P Data Parameters
Start Time:
Context | Context Stat ~ Data Source
T
o [ | o) W
End Time

Context | Contest End

(‘ osl
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Additional Features:

« Support Trend Colors Configuration for individual
sites

« Support Array Types
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Automatic Report Generation

* Automatically generate reports based on EF/Batch criteria

— Create multiple EF/Batch completion criteria for each
report template

— Support multiple conditions for report generation criteria
« Automatically generate Time Reports based on Time Criteria

* Automatically send emails with report links after reports
generation
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Security Improvements

Read-Only PDFs

HTTPS Support

Address OWASP top-10
vulnerabilities
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Process Excursion Batch Report

* Highlights excursion throughout a CIP Process

* View only process deviations in the overarching
procedure and gain more granularity by
scrutinizing individual operations

» Each child event frame showcases deviations in
tabular and graphical forms, allowing users to view
the data as they see fit
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Process Excursion Batch Report (Editing)

@ RiReports Editor

i File Edit View Insert Tools Window Help Admin

RRI=N" I A= RN A A e

Data Template 5| [Report
=9 Data Template Root -
=1 Batch Cover Sheet Bezin ~
{2¥ Details
=1k cip*
Verifications for ACID SUPPLY FLOW
Trend
Verifications for ALKALI SUPPLY FLOW—
Eh e* ,
% CIP SUPPLY TANK LEVEL
% Trend Report CIP Process Report Generation  07-Jul-20 08:02:51
Name: Monitoring Date PM
Report 12-Sep-19 02:51:40
Version 20 Release Date AM
Raonart 17_-8en-19 02-51-40
Data - Journal Action Edit
IE Joumnal Action Edit
Action Options Action States Action Results
Name |Veriﬁcat\ons for ACID SUPPLY FLOW
Description
Index State Name Lol
1 In Range
2 Above High Limit v
[ idden [ Defautt State =]
Action Parameters "[{Hi mit}]' THEN 2 ELSE IF '[{Datasource}]' < '
X [&[8] 4 E-
Name Type Value o —
esul nrhons
AboveHighMe... Literal Value above high limit Mo ‘ + " x | ‘ ﬁ. " @‘
Datasource AFAtibute  ACID SUPPLY FLOW | Ouiput Hame Type Description
BelowLowMes... Literal Value below low lim Mo
HighLimit AFAtribute  JACID SUP FLOWIHig... Ye
Low Limit AFAtribute  |ACID SUPPLY FLOWILo ... Yer TlortE e
< >

(@ osi-.

Data - Journal Action Edit

OK
Hame | Verfications for ALKALI SUPPLY FLOW
Diescription

Action Parameters

MName Type
AboveHighMe... Literal
Datasource EFAttribute
BelowlLowMes... Literal
High Limit AFMtribute
Low Limit AFAttribute

“PhamaC..
“PhamaC...

Yes

Mo
es

Yes

Joumnal Action Edit

Action Options Action States Action Results
Index State Name 2
1 In Range
2 Above High Limit Y]
Transition Equation Hidden Defaut State =]
IF '[{Eatasource]]' HighLimitl*THEN 2 ELSE IF '[{Datasource}]' < '
—|[{LowLimit}]' THEN 3 -

RosultDefrite FIx]

//Ofput

MName Type Description

Time Parameters Data Parameters

© Copyright 2018 OSlsoft, LLC

19




Process Excursion Report (PDF) ?

CEilmdt 200158 10T058 L EABTNG

Clean In Place Process Monitoring

Beport Name: TP Process Report G- on Date 20-Now-19 10:35:15 AM
Report Version Lo Release Date 21-Sep-1809:17:32PM
Report Anthor ‘05Tipeyzakhovich Creation Date 20-Mar-19 01:31:08 PM
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1 hour 11 mimtes §
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12-Sep-18 06:24:24 PM

12-52p-18 06:45:58 PM
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12-52p-1807:34:35PM | 232 [12-Sep-1807:34:50PM | TEow [oos 0w o436 o0t I
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Verifiations for ALKATISUPPLY o vonie o0 Lowrimit |
FLOW [operation: [op_csEID RDvsES
Start Aime: 12-Sep-18 046:34:24 PM End Time: 12-Sep-18 06:30:35 PM
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Report: Tank Process Monitoring(Batch report)

“ € @ woihostRiReports Webfages/BatchSearch.aspu?Attribute= SSearchitr

Bl | Suspor! | Peecheck | Shen O

. Event Frame :

O Batch OSlsoft_201583045435 e —

O Product=CLEANING || [ S "
0 Recipe SOP_SIP_500L_CIP_ =
O Start Time 7/9/2018 4:22:26 PM = —_
O End Time 7/9/2018 8:00:00 PM =

https://dfpirtreports.osisoft.ext/RtReports/\WWebPages/ReportTemplate.a
spx?ReportName=Tank+Process+Monitoring&ReportVer=1.0&Persist

Str=198+%7b9895150E-085D-4fcb-A16D- s
5EF5D2527196%7d+2%5¢c%7ba14c2043-b33c-4d0e-b96b- T T - |

a002d3ca2e6f%7d%5cEventFrames%5b%7bf0dae308-83ce-11e8- T e [r—mmmmiren - —
9128- o —
001dd8b71d5d%7d%5d*DFPIAFSERVERTST%5cOSIPharmaCIP%5¢ o wne v | s | -
EventFrames%5bOSIsoft_201583045435%5d&UniquelD=f0dae308- & -e=s—| o= . .
83ce-11e8-9128-001dd8b71d5d&Server=dfpiafservertst e | i
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Sampled Shift Eqmpment Report

* Details process

. RtReports | )
Prini  Approve \Verifications
= Report Parameters
a ra I I I ete rS O r ' ' l l l tl e Revert to Last Run Values Set 1o Default Valuss
Tnterval(in seconds) |asnn /

pieces of equipment at — .

every hour mark (user— | *= S e

C h a n g e a b I e O n I I n e ) fO r o 8 hours Shift Report with 60 t;:tinute(s) Interval

]
S I l I ft Report Name: Shift Detailed Equipment Report Report Generation Date: 06-Sep-20 10:54:33 AM

Report Version: 2.0 Release Date: 10-Mar-20 10:53:17 AM

| |
. COIOr COdIng qUICkIy li]cofgoxmnen‘o

and efficiently shows
whether the parameters
are within specifications
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Sampled Shift Equipment Report (PDF)

'-“ 2 b T ITE I | e TR |l|-.- oo 0 e PR D FTH) AT S T In- &inn
8 howrs Shift Report with 69 minute(s) Interval =l | = | o |
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CIF 123 SEID | e || T T
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Shift Detailed Equipment Report (Time Report)

» Shift Detailed Equipment Report

. https://dfpirtreports.osisoft.ext/RtReports/\WebPages/ReportTe
mplate.aspx?ReportName=Shift%20Detailed%20Equipment%
20Report&ReportVer=2.0&Server=&cFlag=1&PageNo=1&time

AFServer=DFPIAFSERVERTST&timeAFDatabase=0OSIPharm
aClP&StartTime=06-Sep-
2020%2000%3A00%3A00&EndTime=06-Sep-
2020%2008%3A00%3A00&Param1=Interval&Val1=3600

Search Condition £3

Data Server | DFPIServerTst.osis w |

Asset Server | DFPIAFSERVERTE |

Asset Database | OSIPharmaCIP  w |
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Feedback

» https://[feedback.osisoft.com/
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Contacts

Ellery Murdock
wmurdock@osisoft.com

Technical Product Manager
OSlsoft, LLC

Liana Peysakhovich
Ipeysakhovich@osisoft.com
Engineering Manager
OSilsoft, LLC

Sam Tan
stan@osisoft.com
Support Engineer
OSlsoft, LLC
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