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* |[ntroductions

* DA Team Scheme and alarms
* Current State

* Design and Dataflow

* Sequence Auto Learn

* What’s Next?
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ComEd
ComEd System Overview

»  Service territory is Northern IL including
Chicago

A\

11,400 square miles

A\

Covers 70% of the population

A\

e
3.8 million customers in more than 400 ))
communities i

» Over 90,000 miles of Power Lines {t

» 5,547 miles of transmission lines \
» 44,400 miles of overhead distribution lines \
» 55,600 miles of underground distribution cable

1,300 Substations

5,433 distribution circuits

1.3 Million Poles

System Peak of 23,753 MW July 20t, 2011
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DA Teams Overview -
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ComEd.

An Exelon Company

Multi Asset Analytics — Exception Based Smart Alarming

Challenge

How to monitor DA Team status in a
one-to-many group of DA assets

Variable DA asset team size

Team Smart Alarming with 5 digital
states

Maintain one-to-many relationship’s

Solution

Provide exception Based Smart
Alarming in near real time and display
teams “not ready” with alarm
conditions

Retrieve operational states and
perform analytics in near real time
from hundreds of DA Teams

Automate Team configuration

Benefits

Provided visualization of team member
status in near real time

Maintain Automate Team configuration

Reduced alarms required for review by
~70%

DA Team Status is available to DA
support group in near real-time
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Current State/Challenge

e Static Report produced daily with all alarms

— Tabular Form
e Point-in-Time DA Team alarm status
e All alarms need to be vetted

— No Team relation and requires familiarity

* 2 DA Engineers Monitoring team statuses
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Before and After

Static Report

REGION SUBNAM PNTNAM CSTEXT
REGION 1 1234 LINE [4290 TEMNTR TGT |ALARM
REGION 1 1234 LINE [4331 TEMNTR TGT |ALARM
REGION 1 1234 LINE [4329 TEMNTR TGT |ALARM
REGION 1 1234 LINE |4332 TEMNTR TGT |ALARM
REGION 1 1234 LINE [4340 TEMNTR TGT |ALARM
REGION 1 4567 LINE |3151 TEMNTR TGT |ALARM
REGION 1 4567 LINE |3160 TEMNTR TGT |ALARM
REGION 1 4567 LINE |3163 TEMNTR TGT |ALARM
REGION 1 4567 LINE |3194 TEMNTR TGT |JALARM
REGION 1 4567 LINE |3150 TEMNTR TGT |ALARM
REGION 1 8899 LINE 3360 TEMNTR TGT |ALARM
REGION 1 8899 LINE 3352 TEMNTR TGT |ALARM
REGION 1 8899 LINE 3375 TEMNTR TGT |ALARM
REGION 1 8899 LINE 3317 TEMNTR TGT |ALARM
REGION 1 8899 LINE |3354 TEMNTR TGT |ALARM
REGION 1 8899 LINE 3337 TEMNTR TGT |ALARM
REGION 1 8899 LINE 3970 TEMNTR TGT |ALARM
REGION 1 8899 LINE 3958 TEMNTR TGT |ALARM

Current Teaming Status X
Data up to Version: 762

Exception Based — Smart Alarms

A3422-A3413-A241
A345-A410
B116-82203
C1722-C174
H322-H285-H915
C201-C497
A315-A316-A282
A316-E297
AB64-ABBTT
AB64-AB68-AGET2
ABB6Y-AB612
A915-AB215
B0-B312
B309-B369-B365
B511-B518
B539-B531
B7506-B7305
C053-C1734

€091
C1723-C1713-C1722

C4610-C4614-C466

Event Time
11/12/2020 10:50

11/12/2020 10:50
11/12/2020 10:55
11/12/2020 10:50
11/12/2020 10:55
11A2/2020 12:55 Qut of Telemetry

11/12/2020 10:45 COMPLETE NO ALARM
11/12/2020 10:50 COMPLETE NO ALARM
11/12/2020 10:55 COMPLETE NO ALARM
11/12/2020 11:05 COMPLETE NO ALARM
11/12/2020 10:50 COMPLETE NO ALARM
11/12/2020 12:35 COMPLETE NO ALARM
11/12/2020 10:55 COMPLETE NO ALARM
11/12/2020 10:50 COMPLETE NO ALARM
11/12/2020 10:50 COMPLETE NO ALARM
11/12/2020 10:50 COMPLETE NO ALARM
11/12/2020 10:55 COMPLETE NO ALARM
11/12/2020 10:55 COMPLETE NO ALARM
11/12/2020 10:50 COMPLETE NO ALARM
11/12/2020 10:55 COMPLETE NO ALARM

11/12/2020 1125 COMPLETE NO ALARM
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ComEd.
Solution Data Flow e

4. CEGIS
Provides Segment and
Data Flow Diagram 3. DAC Team File Device Info
Provides Team's ey .
imfarmation
0 a
= =
DAC CEGIS/TED
1. SCADS Event List
Provides: —— b
-Authorized operations
-Unauthorized operations 2 .
= =
S5CaDA A
SCADA DATA Fire Wall PowerRunner Dashboard
EEN
(Exelon Enterprise Network)
2. Pl AF and Pl Historiam “"-
Prowvides: o
-Switch Paosition
-Team MTR i"‘s
-ManDps SCADA
-Restore Status Pl DATA Fire Wall
-Hotline T;
otline Tag Pl AE
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Dashboard

Current Teaming Status X

ComEd.

An Exelon Company
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PowerRunner - Dashboard

ComEd.

An Exelon Company
Map Satellite Lo
Event Time  Team Status = Review Status
L
A3422-A3413-A241 11/12/2020 10:50 &*
.‘L"b
A345-A410 11/12/2020 10:50 o
1 Lyndon
B116-B2203 11/12/2020 10:55 Prairie Nature
Preserve
C1722-C174 11/12/2020 10:50
st [ 7100
H322-H285-H915 11/12/2020 10:55 REVIEW REQUIRED (1o
ndan
Device Feeder Bus Event Type Event Event Time~ Device Status
497461 H915 EMC TEMNTRTGT TEMNTRTGT ALARM-METER 11/12/2020 10:57 REVIEW REQUIRED
]
497461 HI15 EMC VS VS OPEN-METER 11/12/2020 10:57 REVIEW REQUIRED . 0%2
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ABGB4-ABBB-ABR1TZ 11/12/2020 1:05 COMPLETE NO ALARM
ABBGY-ABG12 11/12/2020 10:50 COMPLETE NO ALARM
hle
A915-AB215 11/12/2020 12:35 COMPLETE NO ALARM B;
B110-B312 11/12/2020 10:55 COMPLETE NO ALARM +
B309-B369-B365 11/12/2020 10:50 COMPLETE NO ALARM Leon Corners
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PowerRunner - Status Sequence Auto-Learning Com=d

StatusPt  |Valuel  |Value2  |Value3

T= Team NORMAL  ALARM Attribute Groups
V=SW Pos OPEN CLOSED F* Group Name Unmatched Values Set Name
- i REVIEW REVIEW REQUIRED
M= ManOps NORMAL ALARM F*
|I= RESTORE ON OFF F* Group Sets
H: HOTLINE ON OFF F* Available Attribute Values
oo ______|
5 Digital Points T-A-M Jl
e Anchor on Team Status Point AveOR M LONO
P BOOkend 5 Minute T=A-MF*A-M V=F*0P-M M=F*N-M I=F*ON-M H=F*OFF-M
e > 360 different combinations and T;ﬁ-M_F*_A—M‘ufl:C_L-M.F*;ZL—h‘.M:_F*N-M.N—MI:F*DN-M.GN—M H=F*OFF-M,OFF-M v
growing
(‘ OSlsoft. Virtual Industry Summits 92020 Oslsoft, LiC 1%

Proprietary and Confidential



PowerRunner — Status Groupings and Evaluation

Attribute Groups

Group Name
= i REVIEW

Group Sets

Attribute Groups

Unmatched Values Set Name
REVIEW REQUIRED

ComEd.

ML I'I:::.ll".'

( © Add New )( ‘4 Edit List )

A
v

COMPLETE
Name :

T=A-M H=0N-M

Set
Alarm Reset
Name :

T=A-MN-M

A

v
Set

Out of Telemetry

Name :
Attribute Values
T=F*N-M M=F*N-M -~
T=F*N-M,N-M M=F*N-MN-M I

T=F*N-M V=F*0P-M M=F*N-M I=F*..

T=F*N-M.N-M V=F*OP-M.,OP-M M=.. ~
{ I

A
v

REVIEW COMPLETE IF CLOSED
Name :

T=A V=0P M=A |=ON H=0FF

[ )

v
Set

COMPLETE NO ALARM

Name :
Attribute Values
T=N-M M=N-M -~
T=N V=0P M=N |=0N H=0FF I
T=N-M M=N-M |=0N-M
T=N-M w

.| ?

A
v

REVIEW COMPLETE IF OPEM
Name :

T=A-M I=OFF-M

A
v

Set
Manual Operations
Name :

Attributc Values

T=A-M V=0P-M M=A-M
T=A-M,N-M V=0P-M M=A-MN-M
T=A-MN-M V=CL-M M=A-MN-M
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ComEd
Next Step and Future Use Cases i

— Color code Yellow for known Switching states
 Wish — Bring in Auth and Unauth status from SCADA Event table

— Additional Team Status reviews
— Other use cases

* DA Operations review
— Connectivity Model

* Battery Monitoring
e Automate PI-AF structure
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