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Security for Critical Operations Q&A

Bryan Owen PE – Security Architect

Lubos Mlcoch – Security Program Manager
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The scope and scale of destructive malware 
affecting our industrial community is escalating
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Can you operate

while 

compromised?
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Critical Operations Mindset
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Tips so you can be a
‘cyber hero’ 

with the PI System.
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Know your PI System disconnect points
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Make use of PI System security barriers
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Bow tie models for cyber security
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Use the ‘3-2-1 rule’ for critical operations data

•Three backups of your data

•Two different storage types

•One offsite backup – cloud!
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CHALLENGES SOLUTION BENEFITS

We live in an industrial world.

Going after industrial security, and doing it well, is worth doing.

Robert Lee CEO Dragos, Inc (OSIsoft security partner)

Enhance your security measures to combat cyber crime

▪ Cyber risk reduction 
investment priorities

▪ Increase security 
without slowing 
down digital 
transformation

▪ Capability to operate 
while compromised

▪ Create awareness of 
losses and impact to 
critical operations

▪ Enable your people 
and security barriers 
built into the PI System

▪ Know what systems 
can be trusted for 
response and recovery 

▪ Avoid significant 
losses and recovery 
costs (in the 
hundreds of 
millions!)
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Contact
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• Bryan Owen PE

• Security Architect

• OSIsoft

• bryan@osisoft.com

• Lubos Mlcoch

• Security Program Manager

• OSIsoft

• lmlcoch@osisoft.com
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