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The new business and technology imperatives
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Provide remote ‘digital’ teams rich
information and decision support to
collaborate and work efficiently

Run agile, continuously optimized supply
chains to protect the bottom line, using
trusted shared data

Operate critical assets reliably and safely
with reduced manual supervision

Re-plan CapEx and drive highest levels
of engineering efficiency

Adapt operating models to enhance energy
efficiency and sustainability
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It all starts with data
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Communication Drivers

Asset Performance Information
Management Management
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Communication Drivers

Asset Performance Information
Management Management
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Why standards?

INTERCONNECTIVITY INTEROPERABILITY CYBER SECURITY
mandates common mandates common requires openness,
interfaces information models collaboration, not hiding
Reservation
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“What if provisioning a new asset would be as
simple as plugging in a USB device to a laptop?”
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OPC Unified Architecture

* A client-server communication protocol for industrial automation

* Includes an information model which provides structure and
relationships

* Contemporary cyber security architecture, including
authentication, authorization and encryption of data in transport

* Adopted by the industrial community as a key facilitator of
interoperability and IT/OT convergence in context of Industry 4.0
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OPC Unified Architecture

An IT/OT converged standard

ES - B8

Operational Technology Information Technology
Communicates traditional sensor and Goes beyond traditional OT data,
control systems data including Audio, Images, binary data
Extended with Historical Access as API-like characteristics, Methods,
well as Alarms & Conditions Events, compelling to IT developers
Strong foundation in the industrial Well-established IT standards for
community, across industries networking and security; a known

entity for IT teams
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MQTT

A lightweight, highly scalable, publish-subscribe protocol that transports messages
between devices

e Connects indirectly though a Server (a.k.a. Broker) which manages subscriptions for
connected clients

* Compelling security architecture, requiring no inbound connections to either publisher or
subscriber networks

* Not constrained industrial context. MQTT is used by several social media services to
publish and distribute posts, chat messages, etc.

* Industrial companion specification Sparkplug adds discoverability, information model
=4 Sparkplug
4 svarT
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Vision for communication standards

Expand functional capabilities Discover, browse, provision

Auto-build content templates
Plug-n-play-like discovery and
automatic provisioning of devices

Expand support for complex datatypes,
events, OPC UA Methods, Alarms &
Conditions, communications stacks

Industry-specific
specifications

Secure and reliable
connectivity

OPC UA and MQTT drivers
for consumption and

publication of basic data
from and to devices and
systems
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OPC UA driver
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MQTT driver with JSON payloa
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MQTT driver with Sparkplug payloads
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‘. . . : party services
Remote + Mobile " " - Subscriber N J Publisher -
Assets T e T
Edge Supervisory
Since previous versions, With CDP 2023, OI.MQTT can
OIl.MQTT can subscribe to publish real-time data from
Sparkplug formatted data Application Server in Sparkplug
from edge devices format (in addition to plain JSON)
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Demo
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Secure network architectures

Supervisory network Control network
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Inbound connections Control Systems
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* Whitelisting of endpoints on both
client and server sides OPC UA Reverse Connect
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Secure network architectures

Supervisory network DMZ Control network
Connections permitted
only into DMZ
<) [ONE ONE| )
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Communication SR
Drivers MQTT D , 25 \\
river > « N N
o)
@ Encrypted @ Encrypted %
_ _ o Remote + Mobile
MQTT is by design an indirect Assets

connection. Good practices include
* Deployment of MQTT Server in DMZ

* Strict firewalls to permit only inbound
connections to DMZ
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“How is this impacting customer?”
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Main objective from customer's point of view
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Main objective from customer's point of view

To earn money

©
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Main challenges for cost effectiveness
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Rapid deployment & Scalability

Decreasing time to market
Increased number of sensors and
edge devices

Increasing complexity

Mixed environments

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.
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Maintenance

Shorter software lifecycles
Maintenance on scale
Timely vendor support

(A
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Security

Security by design
Communication over public
networks

Quick response to new
security vulnerabilities
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Summary

. o : : i i AssetPerformance i i Information
Operations Control : : Operations Execution : : :
P i Management Pl Management

1P
e
D
Communication S N MP SIEMENS —
anges for the Detter

Drivers J o
""‘«_ % Eﬁ?&um ENTS Rex roth

Bosch Group

. . K \\ .
P e LT ; D5
1 © % “ | r fft%) @Q ! 1'3\ ﬁ l
Remote + Mobile New Sensor Automation/

Assets Tech Control Systems

AV=VA

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.



summary

 Open industrial standards facilitate | . on | | MssetPerformance { { Information

Management Management

OperationsControl i : Operations Execution

* |nterconnectivity
* Interoperability

* Cyber Security ecosystem

* AVEVA Communication Drivers

Remote + Mobile New Sensor Automation/
Assets Tech Control Systems

* Incorporates open standards such as OPC UA and MQTT
* Supports a wide range of vendor protocols, domain-specific protocols and legacy standards

* Enables a unified operational platform across heterogeneous data landscapes
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This presentation may include predictions, estimates, intentions, beliefs and other statements that
are or may be construed as being forward-looking. While these forward-looking statements
represent our current judgment on what the future holds, they are subject to risks and uncertainties
that could result in actual outcomes differing materially from those projected in these statements.
No statement contained herein constitutes a commitment by AVEVA to perform any particular action
or to deliver any particular product or product features. Readers are cautioned not to place undue
reliance on these forward-looking statements, WhICh reflect our opinions only as of the date of this

! presentatlon . !

Th'e Company shall not be obliged to disclose any revision to these forward- looking statements to
reflect events or circumstances occurring after the date on which they are made orto reflect the
occurrence of future events.

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

AV=VA



® linkedin.com/company/aveva
Q @avevagroup

ABOUT AVEVA

AVEVA is a global leader in industrial software, driving digital transformation and sustainability. By
connecting the power of information and artificial intelligence with human insight, AVEVA enables
teams to use their data to unlock new value. We call this Performance Intelligence. AVEVA’s
comprehensive portfolio enables more than 20,000 industrial enterprises to engineer smarter,
operate better and drive sustainable efficiency. AVEVA supports customers through a trusted

* ecosystem that includes 5,500 partners.and 5,700 certified developers around the world. The
company is headquartered in Cambridge, UK, with over 6,500 employees and 90 offices in over 40
countries. A 1 ’

Learn more at
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http://www.aveva.com/
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