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Platform Common Services (PCS)
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Overview

• A common framework for data exchange between nodes 
running AVEVA products

• Formerly known as ArchestrA Service Bus (ASB)

• Based on the service-oriented architecture

• Allows different AVEVA products to be highly 
interoperable but still remains loosely coupled

• Backbone of the runtime data exchange, predominantly 
invisible to the users

• Independent of System Platform but gets automatically 
installed with System Platform

• Can be installed standalone as well (Ex:  Recipe Manager 
Plus uses the standalone PCS)

• First shipped with System Platform 2012 R2



History

Platform Common Services (PCS)

ASB\PCS Version System Platform Version

2.0 SP 2014 R2

3.0 SP 2014 R2 P01

4.0 SP 2014 R2 SP1

4.1 SP 2017

4.2 SP 2017 U1

4.2.2 SP 2017 U2

4.3 SP 2017 U3

4.4.1 SP 2020

4.5.1 SP 2020 R2

7.0 SP 2023
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System Management Server (SMS)
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Overview

• A component of the Platform Common Services

• Provides the support for TLS 1.2 protocol for secured 
communication between nodes

• Acts as a certificate authority and distributes the 
certificates to the client nodes (only for auto 
generated certificates)

• Responsible for registering the new devices

• Configured through a Plug-In in the Configurator 
application

• All the nodes must be connected to the same SMS

• SMS node in the network is automatically discovered, 
if not it can be entered manually in the configurator



Advanced Configuration

System Management Server (SMS)
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System Management Server as an Authentication Provider

Platform Common Services (PCS) 
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• An SMS Server Node can act as 
an Authentication Provider to 
provide Single-Sign-On services 
via an external authentication 
provider such as Microsoft Azure 
Active Directory

• One of the clients can be 
configured as a redundant 
Authentication Provider to 
provide Single-Sign-On services



System Management Server Configuration
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Server and Client Demo



Secured Suitelink Communication
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Overview

• A lightweight protocol used for high performance data transport for data items (VTQ)

• Implemented with TCP on port 5413

• Based on client-server technology for application connectivity on the network

• Drop-in replacement or upgrade without requiring the client\server applications to 

recompile

• Secured Suitelink encrypts the communication channel between client and server

• Encryption is achieved through the certificates provided by SMS

• Suitelink clients and servers download the Universal Solution from SMS to enable secure 

communication



Suitelink Architecture
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Suitelink Server

Suitelink Client

Suitelink 
connection 

can be 
secured or 
unsecured

Suitelink 
clients and 
servers use 
the same 
Universal 
Solution 

from SMS



Secure Suitelink Communication
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Interoperability of legacy and secured Suitelink

Secured Server Node

Legacy Server Node

Secured Client Node

Legacy Client Node

Secured

Unsecured



Secured Suitelink vs. Unsecured Suitelink Demo
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Secured MX Communication
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Overview

• Message Exchange (LMX\NMX) is a protocol for Data Exchange between Application Server 

Runtime Nodes

• LMX is for Local Message Exchange and NMX is for Network Message Exchange

• MessageChannel is the component that connects 2 different Application Server Nodes for 

NMX

• MX messages are exchanged over MessageChannel for get\set of Runtime attribute data

• MessageChannel is secured with the certificate provided by SMS for secured 

communication



Demo

Secured MX Communication
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Demo

Authorized MX Access
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Secured HCAL-HCAP Communication
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Overview

• HCAL (aahClientCommon) is a client-side component used by clients (like Application 

Engine, Historian, SDK etc…) to establish connection with the Historian

• HCAP (aahClientAccessPoint) is a server-side component of Historian which accepts the 

connections from the clients

• HCAL-HCAP communication is secured when both the server node (Historian) and client 

node (typically Application Server Runtime Node) are configured with the same SMS

• HCAP maintains both secure and unsecure endpoints

• HCAL with fallback to unsecured connection if server side certificate cannot be validated or 

secured endpoint cannot be reached



Secured HCAL-HCAP Communication
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Secured HCAL-HCAP connections

• Tier-1 to Tier-2 replication

• Historian Configuration Service to remote IDAS node

• Remote IDAS to Historian

• Historian SDK application to remote Historian

• Application Engine to remote Historian

• Application Engine StoreForward to Stand-By Application Engine StoreForward storage

• Local HCAL to local HCAP is NOT secured as it is on the same node



Application Server Engine and Historian Tiered Replication

Secured HCAL-HCAP Demo
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Certificate management details

System Management Server
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• Certificates can be managed through Certificate Manager 
(Certmgr.msc) Application

• Certificates can be auto generated by SMS or managed by IT

• IT managed certificates need to be manually installed on each node

• Auto generated intermediate and root certificates have a validity of 
20 years

• Auto generated binding certificate has a validity of 2 years

• Watchdog Service monitors the validity of auto generated certificates 
and instructs the ArchestrA Certificate Renewal Service to renew 
automatically



System Management Server

• No impact on runtime data exchange between the 

nodes

• Nodes will continue to use already established 

secured communication channels

• Nodes can also create new secured communication 

channels until the certificate expires

• Configuring a new node with “Connect to an existing 

SMS” option will fail

• No impact to Single-Sign-On (SSO) functionality if the 

Redundant Single-Sign-On (SSO) Server is configured

• Refer to Tech Note 10251 for more details
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What happens if System Management Server goes down?



Microsoft DCOM Hardening
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AVEVA’s response

• More details can be found in Microsoft KB 
5004442 article :

• KB 5004442 Link

• AVEVA’s response can be found in Tech Alert 
TA000032813 :

• TA000032813 Link

• As of now, the Tech Alert is still work in progress, 
please subscribe to the Tech Alert in AVEVA 
Support Web Site to get notified of latest 
updates

https://support.microsoft.com/en-us/topic/kb5004442-manage-changes-for-windows-dcom-server-security-feature-bypass-cve-2021-26414-f1400b52-c141-43d2-941e-37ed901c769c
https://softwaresupportsp.aveva.com/


Troubleshooting
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Platform Deploy Failure

Problem:

If the runtime node is not configured for System 
Management Server (SMS) or if it is not configured to 
point to the same SMS as GR Node, a platform cannot 
be deployed to the Runtime Node

Solution:

To avoid the problem, ensure that runtime node is 
configured for SMS and ensure that it is configured to 
point to the same SMS server as that of the GR Node



Node to Node Communication Issues

Troubleshooting
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Problem:

Even after both the platform nodes pointing to the same System 
Management Server, the SMC Logger may report a warning that 
the node failed to communicate with remote node.

Solution:

Ensure that the DNS Server is able to resolve the host name to IP 
address mapping. Alternatively, enter the host name to IP 
Address mapping in the Windows HOSTS file as a workaround.



Troubleshooting
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SMS connectivity issue after Hardware Replacement or VM Restoration

Problem:

Following message may be logged in the logger after 
Hardware Replacement or VM Restoration of a node 
that was previously connected to SMS.

ArchestrA.CertificateManager: Please un-register the 
device <device name> from management server. Use the 
(Remove-AsbDevice) script to remove the device 
registration

Solution:

Contact AVEVA Global Customer Support (GCS) for the 
PowerShell script “Remove-AsbDevice” and the 
procedure that needs to be followed to execute the 
script.



Troubleshooting
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Missing certificate on a node configured for SMS

• Problem: Below mentioned warnings getting logged in the logger.

• Solution: It is most likely due to certificate being missed on a node configured for SMS. Check the certificate in 
the Certificate Manager (CertMgr.msc). Reconfigure the SMS to install the missing certificate.



Troubleshooting

• Capture the Domain or Workgroup details

• Ensure that the logged in user is a member of “Administrators” 

or “aaAdministrators” groups

• Run the Configurator as “Run As Administrator” option

• Check the drive space in install directory

• Check and export the Root, Intermediate and Personal store 

certificates for Auto Generated and IT Managed certificates

• Ensure that there is only one ASB generated certificate in each 

store which has “ASB” tag

• Enable “Trace” and “Web” log flags for these components

• ArchestrA.IdentityManager

• ArchestrA.CertificateManager

• Configurator
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System Management Server configuration



Troubleshooting
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Secured Communication

• Secured Suitelink Communication

Enter a DWORD value named “debug” with the Hexadecimal value 0X0FFFFA00 under the registry key 

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Wonderware\Suitelink\<ProcessName>

• Analyze the log messages in the SMC Logger from WWSLS component



Troubleshooting
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Secured Communication …cont’d

• Secured MX Communication

Enable log flags “FMCError” 
and “MC_Connection” for the 
“MessageChannel” component 
in the OCMC

• Analyze the log messages in 
the OCMC Logger



Troubleshooting
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Secured Communication …cont’d
• Secured HCAL-HCAP Communication

Enable log flags “aahClientAccessPoint” component on server and “aahClientCommon” component on the client

• Analyze the log messages in the SMC Logger



Platform Common Services

Troubleshooting
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• Launch the “Common 
Services Portal” from the 
Windows Start Menu

• Open the Service Status 
page and check the status 
of services

• Open the Troubleshooting 
page and press the SCAN 
button to run the 
diagnostics



Troubleshooting
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Platform Common Services Issue – An Example



Troubleshooting
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Platform Common Services…cont’d

• Ensure that Net.TCP Port Sharing service is running

• Ensure that PCS services and associated processes are running



Troubleshooting
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Platform Common Services…cont’d

• Ensure that the following virtual accounts are present and belong to the corresponding 

Windows Groups

PCS User Groups Virtual accounts Account Permissions

1 ASBCoreServices
NT SERVICE\Watchdog_Service
NT SERVICE\AIMTokenHost 

Full Control permissions on most files and registry keys

2 ASBSolution
NT SERVICE\Watchdog_Service
NT SERVICE\AsbServiceManager

Read & Execute permissions on all files and registry keys

3 ArchestrAWebHosting
NT SERVICE\Watchdog_Service
NT SERVICE\AsbServiceManager
NT SERVICE\AIMTokenHost 

Permission to reserve HTTP URLs, Private key of binding 
certificates.



Troubleshooting
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Platform Common Services…cont’d

• Ensure that the following ports are opened in the Firewall



Principal Technical Account Manager

Raghu Kanchanapally

• AVEVA

• Raghu.Kanchanapally@aveva.com
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Senior Manager

Jerry Lau

• AVEVA

• Jerry.Lau@aveva.com
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Questions?
Please wait for the microphone.

State your name and company.

Please remember to…
Navigate to this session in the mobile 
app to complete the survey.

Thank you! 



This presentation may include predictions, estimates, intentions, beliefs and other statements that 
are or may be construed as being forward-looking. While these forward-looking statements 
represent our current judgment on what the future holds, they are subject to risks and uncertainties 
that could result in actual outcomes differing materially from those projected in these statements. 
No statement contained herein constitutes a commitment by AVEVA to perform any particular action 
or to deliver any particular product or product features. Readers are cautioned not to place undue 
reliance on these forward-looking statements, which reflect our opinions only as of the date of this 
presentation.  

The Company shall not be obliged to disclose any revision to these forward-looking statements to 
reflect events or circumstances occurring after the date on which they are made or to reflect the 
occurrence of future events.
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linkedin.com/company/aveva 

@avevagroup

ABOUT AVEVA 

AVEVA is a global leader in industrial software, sparking ingenuity to drive responsible use of the world’s 
resources. The company’s secure industrial cloud platform and applications enable businesses to harness 
the power of their information and improve collaboration with customers, suppliers and partners.

Over 20,000 enterprises in over 100 countries rely on AVEVA to help them deliver l ife’s essentials: safe and 
reliable energy, food, medicines, infrastructure and more. By connecting people with trusted information 
and AI-enriched insights, AVEVA enables teams to engineer efficiently and optimize operations, driving 
growth and sustainability.

Named as one of the world’s most innovative companies, AVEVA supports customers with open solutions 
and the expertise of more than 6,400 employees, 5,000 partners and 5,700 certified developers. With 
operations around the globe, we are headquartered in Cambridge, UK and listed on the London Stock 
Exchange’s FTSE 100. 

Learn more at www.aveva.com
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