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Platform Common Services (PCS)

Overview

* A common framework for data exchange between nodes
running AVEVA products

* Formerly known as ArchestrA Service Bus (ASB)

* Based on the service-oriented architecture

* Allows different AVEVA products to be highly
interoperable but still remains loosely coupled

* Backbone of the runtime data exchange, predominantly
invisibleto the users

* Independent of System Platform but gets automatically
installed with System Platform

* Canbe installed standalone as well (Ex: Recipe Manager
Plus uses the standalone PCS)

* First shipped with System Platform 2012 R2

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

& Frograms and Features

« “ ‘" [ » Control Panel » Programs > Programs and Features

Control Panel Home

View installed updates

® Turmn Windows features on or
off

Install a program frem the
network

Uninstall or change a program

To uninstall a program, select it frem the list and then click Uninstall, Change, or Repair.

— m} X

v 0 Search Programs and Features O

Organize = - e
MNarne Publisher Installed On  Size Wersion L)
B2 AvEvn Bpplication Server 2023 MEVR, Software, LLC o/9/2022 4.83MB  23.0.000
[E]InSightPubilisher MEVR, Software, LLC o/9/2022 4.83MB 45,000
[EE]AEUR Comprunication Drivers Pack 2023 AWEVAE, Software, LLC 97042022 74.0
[BE] /BN Enterprise License Server SWEVS Software, LLC 9/9/2022 3.7.002
EA\/"EVA Historian t 2023 AWEWAS, Software, LLC 9782022 485MB  23.0.000
[HE] /BN Enterprise Licensing Platfarm SWEVS Software, LLC 9/9/2022 1.7.002
A\FE\FA InTouch HMI 2023 AWEWAS, Software, LLC 9792022 488MB  23.0.000
Operat\nns Contral Management Console AEVS, Saftware, LLC 9792022 22.1.000
[E=].2ER Enterprise Licensing Platformixa6) SWEWS, Software, LLC 97972022 3.7.002
[] & E% Enterprise License Manager AEVS, Saftware, LLC 97972022 3.7.002
IZ:E:' AVEVE Help AWEVAS, Software, LLC 97972022 1.1.000
Operat\uns Control Logger AEVS, Software, LLC 97972022 22.1.000
[8] Systern Monitor Agent Install Manager 1.4 MEVA Software, LLC 9/9/2022 1.4.0
B AEYA Historian 2023 AVEVE, Softwrare, LLC 9/9/2022 4.88MB  23.0.000
=1 romibormbrieey = - i

| [ AENE, Platform Common Services 7.0 AWEVA, Software, LLC 9/9/2022 529ME  7.0.221951
W nnale [ TRrnTe Tonale 1T L. EIEAERY s T Tr
< >
— Currently installed programs Total size:  5.28 GB

[1 47 programs installed
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Platform Common Services (PCS)

History

ASB\PCS Version System Platform Version

2.0
3.0
4.0
4.1
4.2
4.2.2
4.3
44.1
4.5.1
7.0

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

SP 2014 R2

SP 2014 R2 PO1
SP 2014 R2 SP1
SP 2017

SP 2017 U1

SP 2017 U2

SP 2017 U3

SP 2020

SP 2020 R2

SP 2023
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System Management Server (SMS)

Overview

A component of the Platform Common Services

Provides the support for TLS 1.2 protocol for secured
communication between nodes

Acts as a certificate authority and distributes the
certificates to the client nodes (only for auto
generated certificates)

Responsible for registering the new devices

Configured through a Plug-In in the Configurator
application

All the nodes must be connected to the same SMS

SMS node in the network is automatically discovered,
if not it can be entered manuallyin the configurator

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

Configurator — o X
File Help
=@ Common Platform
System Management Serve  Machines running AVEVA software must be configured to trust each other so that encrypted
Authentication Provider communications can be utilized. This is done by connecting them to a System Management Server.

License Mode

=] Q Industrial Graphics Server
Client Settings

() Connect to an existing System Management Server.

Authentication Settings @ This machine is the System Management Server.

= o AVEVA Historian

Server
Security
Search
Reporting

= Q AVEVA Enterprise Licensing Platfo|

There should only be one System Management Server in your topology for all AVEVA products.
All other machines should be configured to connect to this System Management Server.

When configuring other machines, you should validate that the security code

5 Detail
shown in the Configurator matches: SR

ACCE4FDFOD 1F 23 8EBSF7 AG4ATAEQ0 A4 137823 5A 78

AVEVA Enterprise License §|

=] O AVEVA System Monitor
System Monitor Manager
Alert Email Server

(' No System Management Server configured. (NOT RECOMMENDED)
This option also allows you to remove any existing certificates that were managed by the System
Management Server.

You can connect to an existing System Management Server or configure a new System Management
Server by selecting one of the first two options, respectively. When you click Configure, a certificate
and the web ports to use for communication are configured. To modify these configurations, click
Advanced.

Advanced

Configuration Messages

Refresh

All Messages Configure ‘ Close ‘




System Management Server (SMS

Advanced Configuration

Advanced Configuration X Advanced Configuration

Certificates Parts Communications Certificates Ports Communications

In order to enable communications via encrypted channels (e.g. HTTPS), certificates are required to The common platform, and certain ather AVEVA software (using “web port sharing” technology),

be configured. communicate over web ports,

Certificates can either be provided by your |T department or automatically generated.

Configuration
Configuraticn

Please select the appropriate ports to use on this machine.

HTTPS Port: 443

Please select the appropriate options below.

Certificate Source: | Automatically Generated o

Certificate: NODET ASE

Metwork Message Exchange (NMX)

MNMX is an AVEVA application communication protocel that uses a DCOM-based
communication transport mechanism. Authonization to access NME can be restricted to users
that are members of a well-known OS5 User Group. Please select the appropriate handling for
MMX access authorization on this node.

|:| GGrant access to NMX for all users (WOT RECOMMEMNDED) 3 "\ SP

R T, 7 . N e T . y | - o] & -
N LY LNAngEs to TS SETUNG FEQUIFE O retpol (1 Qrder [0 OKE EfTECL

Advanced Configuration X

Certificates Parts Communications

——
Use this tab to configure the behavior of AVEVA communications protocols,

Many AVEVA and 3rd Party products that integrate with System Platform use these protocols. For
example: InTouch HMI, Histarian, Ol Servers (CDP), Batch Management, Workflow, and cthers.
Refer to your product’s decumentation or contact technical suppert for more informaticn.
Suitelink
Suitelink is a TCP/IP based communications protocol.
Suitelink communications between processes on this node, and between processes an this
node and other nodes can be encrypted, Please select the appropriate handling for non-
encrypted Suitelink connection requests.
I:‘ Accept non-encrypted Suitelink connections (mixed mode).

Mixed mode is r juring online {node-by-node) upgrades and/or

uire a reboot in order fo take effect.

1ge (NMX)

ication communication protocol that uses a DCOM-based

ort mechanism. Authorization to access NMX can be restricted to users
well-known O3 User Group. Please select the appropriate handling for
ion on this node.

X for all users (NOT RECOMMENDED)

setting require a reboot in order to take effect.

KN
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Platform Common Services

PCS

System Management Server as an Authentication Provider

* An SMS Server Node can act as
an Authentication Providerto
provide Single-Sign-On services
via an external authentication
provider such as Microsoft Azure
Active Directory

* One of the clientscan be
configured as a redundant
Authentication Providerto
provide Single-Sign-On services

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

Canfigurator

Configurator

File Help

File Help

3@ Common Platform
System Management Server
Authentication Provider
License Mode
3@ Industrial Graphics Server
Client Settings
Authentication Settings
2 AVEVA Historian
Server
Security
Search
Reporting
3@ AVEVA Enterprise Licensing Platforr
@ AVEVA Enterprise License Se
3@ AVEVA System Monitor
System Moniter Manager
Alert Email Server

Authentication Provider

This machine is configured as 5 System Management Server (SMS) which can be configured to provide
Single-Sign-On (SS0) services via an extenal Authentication Provider such as Microsoft Azure Active
Directory.

Note: For a galaxy to utilize this service, there needs to be a platform deployed to such as SMS
server, or there should be at least one deplayed platform configured as a Redundant S50 server.

Configure this machine to use an External Authentication Provider for 550

Configure External Authentication Provider

Identity Provider @® Azure AD
Endpeint
Client Id

Client Secret

Configuration Messages

5@ Common Platform
System Management Server
Authentication Provider
License Mode
5@ Industrial Graphics Server
Client Settings
Authentication Settings
3@ AVEVA Historian
Search
Reporting
5@ AVEVA Enterprise Licensing Platforr|
@ AVEVA Enterprise License Se
= @) AVEVA System Monitor
© system Moritor Manager

Machines running AVEVA saftware must be configured t

o trust each other so that encrypted

<communications can be utilized. This is done by connecting them to 3 System Management Server.

® Connect to an existing System Management Server.

nadel.rkdc.com

Redundant 550 Servers synchronize their runtime states between themselves such that they can
act on behalf of each other when one becomes unavailable.

Configure this machine as a Redundant S50 Se

) This machine is the System Management Server.

rver.

There should only be one System Management Server in your topology for all AVEVA products.
All other machines shauld be configured to connect to this System Management Server.

O No System Management Server configured. (NOT R

ECOMMENDED)

This option also allows you to remove any existing certificates that were managed by the System

Management Server.

You can connect to an existing System Management Server or configure a new System Management
Server by selecting one of the first twe options, respectively. When yeu dick Configure, a certificate
and the web ports to use for communication are canfigured. To modify these configurations, click

Advanced.

Advanced

(Configuration Messages

Refrash ‘ |

All Messages

T [

[ |

All Messages

Configure

‘ Close
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System Management Server Configuration

Server and Client Demo
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Secured Suitelink Communication

Overview

A lightweight protocol used for high performance data transport for data items (VTQ)
Implemented with TCP on port 5413
Based on client-server technology for application connectivity on the network

Drop-in replacement or upgrade without requiring the client\server applications to
recompile

Secured Suitelink encrypts the communication channel between client and server
Encryption is achieved through the certificates provided by SMS

Suitelink clients and servers download the Universal Solution from SMS to enable secure
communication

AV=VA

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.



Suitelink Architecture

Suitelink Client Suitelink Client Suitelink Client

o Suitelink
Suitelink .
: clients and
connection
servers use
can be
the same
secured or i
Universal
unsecured )
Suitelink Server Solution
uiteli vV
from SMS

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

AV=VA



Secure Suitelink Communication

Interoperability of legacy and secured Suitelink

Secured

@< fe
Secured Client Node < } Secured Server Node

Suitelink

5[/\\;;telir1k is a TCP/IP based communications protocal. S E 2 O 2 3

Suitelink communications between processes on this node, and between processes on this
/ nade and other nodes can be encrypted. Please select the apprepriate handling for non- \
encrypted Suitelink connection requests,

|i| Accept non-encrypted Suitelink connections (mixed mode). _

Mixed mode is recommended for use only during online {node-by-node) upgrades and/or
supporting legacy applications.

\ MNOTE: Changes to this setting require a reboot in order fo take effect. /

AV=VA
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Secured Suitelink vs. Unsecured Suitelink Demo

_; - ; o Encrypted Suitg._l,inléCommunication
SR=E—_
. - " S
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Secured MX Communication

Overview

* Message Exchange (LMX\NMX) is a protocol for Data Exchange between Application Server
Runtime Nodes

* LMX s for Local Message Exchange and NMX is for Network Message Exchange

* MessageChannel is the component that connects 2 different Application Server Nodes for
NMX

* MX messages are exchanged over MessageChannel for get\set of Runtime attribute data

* MessageChannel is secured with the certificate provided by SMS for secured
communication

AV=VA
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Secured MX Communication

Demo
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Authorized MX Access

Demo

File Acion View Help

Operations Integration Server Man

Default Group
8 Local
) Sample
) Opened Log Files
v LB Platform Manager
v & Sample[Defaultuser]
B NODE1 [NODET]
[B NODE2 [NODEZ]
B NODE3 [NODES - local]

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

IE ocMC - [Operations Control Management Cor

* = a Hm D@

(B Operations Control Management Con| Engine Name

< mmmam T x

Authorized MX Access

Partnes Platform ~ Engine D Engine Category

Operation Status

There are no items to show in this view.
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Secured HCAL-HCAP Communication

Overview

* HCAL (aahClientCommon) is a client-side component used by clients (like Application
Engine, Historian, SDK etc...) to establish connection with the Historian

* HCAP (aahClientAccessPoint) is a server-side component of Historian which accepts the
connections from the clients

 HCAL-HCAP communication is secured when both the server node (Historian) and client
node (typically Application Server Runtime Node) are configured with the same SMS

* HCAP maintains both secure and unsecure endpoints

« HCAL with fallback to unsecured connection if server side certificate cannot be validated or
secured endpoint cannot be reached

AV=VA
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Secured HCAL-HCAP Communication
Secured HCAL-HCAP connections

* Tier-1 to Tier-2 replication

* Historian Configuration Service to remote IDAS node
* Remote IDAS to Historian

* Historian SDK application to remote Historian

* Application Engine to remote Historian

* Application Engine StoreForward to Stand-By Application Engine StoreForward storage

 Local HCAL to local HCAP is NOT secured as it is on the same node

AV=VA
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Secured HCAL-HCAP Demo

Application Server Engine and Historian Tiered Replication

Galaxy Home View Help
Open
v
Edit
Templates

> £ sample

> Templates 9, G

*? Deployment

‘@ AppEngine_001

el - Tagname *§ Deployment

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

import

v 8 ox

() Derivation

G

Selected

Export

&} AppEngine_001

General

AppEngine_001

Redundar

Toolset v

B f]

_Secured HCAL HCéP Conne&tion

Layout ‘

! Checkin et
Symbol v

Create Deploy Checkin Save Find

Alarms Scheduler History Engine History Attribute

r

9

NODE1 o
500 ms =
s threads =

- L
-
2 slarms/s &
- -
16 ] )

Assign

® - 9 A
=/ =

Simplified Layout  ~

Runtime

G788 x
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System Management Server

Certificate management details

* Certificates can be managed through Certificate Manager
(Certmgr.msc) Application

* Certificates can be auto generated by SMS or managed by IT
* |IT managed certificates need to be manuallyinstalled on each node

* Auto generated intermediate and root certificates have a validity of
20 years

* Auto generated binding certificate has a validity of 2 years

* Watchdog Service monitors the validity of auto generated certificates
and instructs the ArchestrA Certificate Renewal Service to renew
automatically

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

E certlm - [Certificates - Local Computer\ Trusted Root Certification Authorities\Certificates]

File

Action View Help

L AR ln | M=RRENEYN 7 Boe

G Certificates - Local Computer Issued To Issued By Expiration Date |

J Personal 5] AddTrust External CA Root AddTrust External CA Root 5/30/2020 4

v [ Trusted Root Certification Author || geyap ey Certificate AE Help Certificate o/9/2042 .

E;tecr:'rf';:;::; 5 Baltimore CyberTrust Root Baltimore CyberTrust Root 571272025 ¢

 Intermediate Certification Author|| (1255 3 Public Brimary Certificat... Class 3 Public Primary Certificatia... 8/1/2026 C

2 Trusted Publishers []COMODO RSA Certification Au... COMODO RSA Certification Auth... 1/18/2038 ¢

Untrusted Certificates 4] Copyright (c) 1997 Micrasoft C... Copyright (c) 1997 Microsoft Corp.  12/30/1999 1

“ Third-Party Root Certification fui| #IDigiCert Assured ID Root CA DigiCert Assured ID Root CA 11/10/2021 ¢

| Trusted Peaple L IDigiCert Global Root CA DigiCert Glebal Root CA 1171072031 C

7| Client Authentication lssuers 5 IDigiCert Global Root G2 DigiCert Global Root G2 1/15/2038 C

“ Preview Build Roots _gJD\g\Cert Trusted Root G4 DigiCert Trusted Root G4 1/15/2038 C

| Test Roots =] GlobalSign Root CA GlobalSign Root CA 1/28/2008 ¢

7 Microsoft Monitoring Agent 2l Microsoft Authenticode(tm) Ro... Microsoft Authenticode(tm) Root... 12/31/1099 5

“ Remote Desktop 5] Microsoft ECC Product Root Ce... Microsoft ECC Product Root Certi...  2/27/2043 -

| Certificate Enrollment Requests || [ 1Microsoft ECC TS Root Certifica... Microsoft ECC TS Reot Certificate...  2/27/2043 <

_| Runtime_Transport_Store D2E682 | [ ]Microsoft Root Authority Microsoft Root Authority 12/31/2020 <

~ Smart Card Trusted Roots =|Microseft Root Certificate Auth... Microsoft Root Certificate Autheri... B

] Trusted Devices g Microsoft Root Certificate Auth... Microsoft Root Certificate Authori... <

| Windows Azure Environment || /=]y ocoft Root Certificate Auth... Microsoft Root Certificate Authori... 3/22/2036 P

_ Windows Live D Token lssuer || |\ 3 ) | Ap)| 1Ty ACCEPTED, ()97 .. NO LIABILITY ACCEPTED, ()97 Ve.. 1/7/2004 1

- WindowsServerUpdateServices || @101 ASB Root CA NODE1 ASB Root CA 9/14/2042 5

(5] Symantec Enterprise Mobile Ro... Symantec Enterprise Mobile Root ...  3/14/2032 ¢

3] Thawte Timestamping CA Thawte Timestamping CA 12/31/2020 1

(4 VeriSign Class 3 Public Primary .. VeriSign Class 3 Public Primary Ce...  7/16/2036 ¢

5] VeriSign Universal Root Certific... VeriSign Universal Root Certificati..  12/1/2037 ¢

< >| < >
Trusted Root Certification Autherities store contains 24 certificates.

| Certificate X g Certificate b

General Details  Certification Path

General Details Certification Path

g Certificate Information

g Certificate Information

This certificate is intended for the following purpose(s):

« Ensures the identity of a remote computer
« Proves your identity to a remote computer

« Allissuance palicies

This certificate is intended for the following purpose(s):
« Ensures the identity of a remote computer

Issued to: NODE1ASB RootCA

Issued by: NODE1 ASS RootCA

Valid from 9/15/2022 to 5/14/2042

¥ You have a private key that corresponds to this certificate.

20 Years

Issued to: NODE1
Issued by: NODE1ASBCA

Valid from 5/13/2022 to /18/2024

2 Years

' You have a private key that corresponds to this certificate.




System Management Server

What happens if System Management Server goes down?
* Noimpacton runtime data exchange between the
nodes

* Nodes will continueto use already established
secured communication channels

* Nodes can also create new secured communication
channels until the certificate expires

* Configuringa new node with “Connect to an existing
SMS” option will fail

SERVER
IS DOWN

* No impactto Single-Sign-On (SSO) functionalityif the
RedundantSingle-Sign-On (SSO) Server is configured

e Refer to Tech Note 10251 for more details

AV=VA
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Microsoft DCOM Hardening

AVEVA’s response

* More details can be found in Microsoft KB

5004442 article : Timeline
) Update
release
* AVEVA’s response can be found in Tech Alert e
TA000032813 : 2021
June 14,
2022
* As of now, the Tech Alert is still work in progress,
please subscribe to the Tech Alert in AVEVA oreh 14
Support Web Site to get notified of latest
updates

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

Behavior change

Hardening changes disabled by default but with the ability to enable them using a registry
key.

Hardening changes enabled by default but with the ability to disable them using a registry
key.

Hardening changes enabled by default with no ability to disable them. By this point, you
must resolve any compatibility issues with the hardening changes and applications in your

environment.

AV=VA


https://support.microsoft.com/en-us/topic/kb5004442-manage-changes-for-windows-dcom-server-security-feature-bypass-cve-2021-26414-f1400b52-c141-43d2-941e-37ed901c769c
https://softwaresupportsp.aveva.com/

Troubleshooting

Platform Deploy Failure

Problem:
Deploying Objects

If the ru ntime nOde is not Con'ﬁgu red for System Deploy complete. Please review the details below
ManagementServer (SMS) or if it is not configured to e X
point to the same SMS as GR Node, a platform cannot e r— -

Validating GRNodelnfo...

b e d e p I Oye d to th e R u n ti m e N 0 d e Checking whether objects being deployed require software upgrade...

Sorting and Validating 1 object(s) starting from NODE3 hosted by platform NODE3 for deploy operation

Deploying 1 Platform(s) starting with NODE3 hosted by Sample
Error: Failed to deploy NODE3 : The platform cannot be deployed while certificates on the platform node are not configured. Check logger for more details. I

[WARNING] Deploy Completed: Deployed 0 object(s) out of a total 1 selected object(s) starting with NODE3 hosted by Sample.
Optimizing the galaxy database...

Close

Solution:

¥ Message Details

No: Date Time Process ID | Thread ID | Log Flag Component

X
To avoid the problem, ensure that runtime node is 170 OpSmZ 32%AM 460 20 Wamng  PltforCatesery
configured for SMS and ensure thatit is configured to Message:
. The Runtime Platform failed to deploy because the Galaxy Repository node, NODE1 is configured to be the System Management Server, but NODE3 is NOT connected to
point to the same SMS server as that of the GR Node

that System Management Server.

L |
A V — V A
© 2022 AVEVA Group plc and its subsidiaries. All rights reserved. —



Troubleshooting

Node to Node Communication Issues

Problem:

Even after both the platform nodes pointingto the same System
ManagementServer, the SMC Logger may report a warning that
the node failed to communicate with remote node.

Solution:

Ensure that the DNS Server is able to resolve the host name to IP
address mapping. Alternatively, enter the host name to IP
Address mappingin the Windows HOSTS file as a workaround.

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

‘& Message Details

Mo: Date
17336 9/25/2022

Message:

Time Procesg ID | Thread ID | Log Flag Component
Si27:04 AM 8400 8040 Warning

MessageChannel

X
o
v

!
=ailed to communicate with target node, NODE3. This may be because it is not connected to the same System Management Server as
thiz node (https: /jnode 1.rkde.com). If that is the case, use the Configurator on the target node, NODE3, and point it to the same
System Management Server that this node, https: f/node 1.rkdc.com, is pointed to, reboot the target node, MODE3, then try again.

+ Windows (C:) » Windows » System32 & drivers » etc

MName

| | hosts

|| Imhosts.sam
|| networks

| | protocol

| | services

e

Date modified Type Size
File 1KB
1 1 SAM File 4KB é
9/15/2018 File 1 KB I
9/15/20187 V File 2 KB
9/15/2018 7:16 AM  File 18 KB

j hosts - Motepad

#
# For example:
#

#
#

182.54.94.97

File Edit Format View Help

rhinoc.acme.com # source server

38.25.63.18 X.acme.com # x client host
# localhost name resolution is handled within DNS itself.
# 127.8.8.1 localhost
# HE ! localhost
18.9.8.5 NODE2
18.9.8.6 NODE3

AV=VA



Troubleshooting

SMS connectivity issue after Hardware Replacement or VM Restoration

Problem:

Following message may be logged in the logger after
Hardware Replacement or VM Restoration of a node
that was previously connected to SMS.

ArchestrA.CertificateManager: Please un-register the
device <device name> from management server. Use the
(Remove-AsbDevice) script to remove the device
registration

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

Solution:

Contact AVEVA Global Customer Support (GCS) for the
PowerShell script “Remove-AsbDevice” and the
procedure that needs to be followed to execute the

script.

AV=VA



Troubleshooting

Missing certificate on a node configured for SMS

* Problem:Below mentioned warnings getting logged in the logger.

* Solution: It is most likely due to certificate being missed on a node configured for SMS. Check the certificate in
the Certificate Manager (CertMgr.msc). Reconfigure the SMS to install the missing certificate.

o Message Details =
Mo: Date Time Process ID | Thread ID | Log Flag Component +
39360 9272022 11:44:49 PM 703 3164 Warning MessageChannel

[+

Message:

Error 0x300b0 109 (CERT_E_UNTRUSTEDROOT) returned by CertVerifyCertificateChainPolicy

Mo Date Time Process ID | Thread ID | Log Flag Companent +
39937 9272022 11:44:58 PM 7260 7312 Warning Asb.DeployService
Message:

ManageASBSecurityProxy caught CommunicationException opening channel: The ¥. 509 certificate CN=NODE1 chain building failed. The certificate that was used has a trust chain that cannot be
verified. Replace the certificate or change the certificateValidationMode. A certificate chain could not be built to a trusted root authority.

The ¥.509 certificate CM=MODE1 chain building failed. The certificate that was used has a trust chain that cannot be verified. Replace the certificate or change the certificateValidationMode. A certificate
chain could not be built to a trusted root authority.

AV=VA
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Troubleshooting

System Management Server configuration

e Capturethe Domain or Workgroup details

* Ensure thatthe logged in user is a member of “Administrators”
or “aaAdministrators” groups

* Run the Configuratoras “Run As Administrator” option
* Check the drive space in install directory

* Check and export the Root, Intermediate and Personal store
certificates for Auto Generated and IT Managed certificates

* Ensure thatthere is only one ASB generated certificate in each
store which has “ASB” tag

* Enable“Trace” and “Web” log flags for these components

*  ArchestrA.ldentityManager
*  ArchestrA.CertificateManager

e Configurator
© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

' NODE1 (Local) - Log Flag Editor — [m] X
File View Help
Oz ®
@ ArchestrA.IDE. ConfigurationAccessComponent Log Flags for ArchestrA.IdentityManager
8% ArchestrA IDE.Framework €S Errar
& ArchestrA IDE. GalaxyBrowser &Warning
8% ArchestrA IDE.IDETreeView [ S
& ArchestrA IDE.ITViewAppOperations QTraoe
& ArchestrA IDE.LibraryViews Dqstart-stnp
&% ArchestrA.IDE.MainForm O Entry-£xit
& ArchestrA.IDE. ObjectOperations v
8% ArchestrA.IDE. TemplateView 007 thresdstart-stop
&% ArchestrA.IDE.XMLImporter 07 sa
& Archestra.IdentityManager Dqunnecﬁon
&8 ArchestrA.IOMBLS. GraphicUpdater O 47 ctor-dtor
828 ArchestrA.QuickScript. Runtime O refcount
& Archestra.Search. Client qu
8% ArchestrA Security. Securelata ‘?Web
& ArchestrA.Visualization. Client. Application
& ArchestrA . Visualization. EntityContentProvider
& ArchestrA.Visualization. GraphicLibrary
& ArchestrA.Visualization. Graphics. ModelProxyClientLibrary < *
& ArchestrA.Visualization. ModernEditorSupport Components using Error ~
& ArchestrA.Visualization. Services. ActivityIDEModel &aa.ﬂdminUser
& ArchestrA.Visualization. Services.Browsing &aaAlarmPackageZ
& ArchestrA. Visuslization. WizardOptions &aa»llarmRunh’mEZ
& ArchestrA.xxSecurityEditor . . "
& ArchestraEditorFramework &EEASBREQISHEHOHUH‘W
& AreaHierarchy @aa.ﬁumenﬁcaﬁonplugin
& Ash. CertificateRenewalService &BBBUDE‘HD
& Asb.Configuration &aﬁDCOMTransport
8% Ash.DeployService %5 aaEngine
&%, Ash.Discovery [F185 zaGlobalDataCacheMonitorSyr
8% Ash.Discovery. Global F#52a6r
& Asb.Discovery.Local &aaGRLicEnsingPlugin
& Asb.Discovery. Universal &aahAlarmPub\isher v
& Ash, ServiceManager £ " >
% sl vareailadoo

Host: NODE1 (Local)
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Troubleshooting

Secured Communication

e Secured Suitelink Communication

Enter a DWORD value named “debug” with the Hexadecimal value OXOFFFFAOO under the registry key
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Wonderware\Suitelink\<ProcessName>

* Analyze the log messages in the SMC Logger from WWSLS component

B Registry Editor — O x
File Edit VYiew Favorites Help

Computer HKEY _LOCAL MACHINEVSOFTWARENWOWEA3ZNodeWonderware Suitelink\view. exe

Logger | Mame Type Data
_ EI?‘aETx_‘-IiR ab| (Default) REG 52 {value not set)
Vv Ly durtelin 24| debug REG_DWORD OxOFFFFa00 (268433920)
WIEW.EXe
Symbol Factory
L wwdebug
SYSTEM
1 Irvs Lierne w7 {

e e ——— e ———————————————————————————————————— . —.———. . — T, e e e s |
—— ™
AV =VA
L}
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Troubleshooting

Secured Communication ...cont’d

* Secured MX Communication

Enablelog flags “FMCError”
and “MC_Connection” for the
“MessageChannel” component
in the OCMC

* Analyze the log messagesin
the OCMC Logger

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

g

File View Help
O = %
""" &3 LMueb.Repository # | Log Flags for MessageChannel A
---- &3 Lmx O ? FMC_IO
..... @ LoginDialogServer QFMCError
----- @ MDASWrapper D gFMCTrace
----- % MessageChannel QMC_Connection
""" mmF O qussagEChannel_Dump
----- @ MNative\lirapper D gUDPTracE
----- 2% NmxAdptr v v
a nir . < 3
{ >
Host: MODEZ (Local)
OCMC - [Operations Contral Management Console] - d *
File Action View Help
e | 1H o BRI TARYT B S
Operation: A || | [ Start Time: 9/27/2022 9:54:54 PM r
€8 Histori No: Date Time Pra... | Thread ID | Log Flag Companent Message ﬂ
E Operat 0179 9/27/2022  958:04PM 5016 11188 MC_Connection  MessageChannel Mew pending connection added - <platform 1>, IP NODE1
W Log Wi 20181 9/27/2022  9:58:04PM 5016 10280 MC_Connection  MessageChannel Connectissued for <platform 1> - NODE1. Timeout value is 4000 J
v % Def 20182 9/27/2022 9:55:04PM 5016 10280 MC_Connection  MessageChannel CFMCObj:: OnEstablishConnection entered for node NODE1, this 08clb
= 0183 9/27/2022  9:.55:04PM 5016 10230 MC_Connection  MessageChannel Certificate matches thumbprint
% s 0184  9/27/2022  @58:04PM 5016 10280 MC_Connection  MessageChannel Success: selecting certificate which has a private key
_ ar 20185  9/27/2022  9:58:04PM 5016 10280 MC_Connection  MessageChannel OnEstablishConnection retrived certificate from store,
= Op w || 20185 9272022  9:54:04PM 5016 10280 MC_Connection  MessageChannel Starting TLS handshake with server NODE1 (2333) ~
£ > 4 | ]
Connected Filtered
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Troubleshooting

Secured Communication ...cont’d
e Secured HCAL-HCAP Communication

Enablelog flags “aahClientAccessPoint” component on server and “aahClientCommon” componenton the client

* Analyze the log messages in the SMC Logger

"
Mo: Date Time Process ID | Thread ID | Log Flag Companent +
143904 9/27/2022 10:15:34PM 4496 94932 Info aahClientAccessPoint . .

Historian Server +
viessage:

Certificate thumbprint(G497283969E7DE T8 370DFFIA2IE3A IS FOFECAE40) found, expiration date (9/13/2024) [ServiceDispatcher.cpp, 225]

¥ Message Details x
Mo: Date Time Pr... | Threa... | LogFlag Component +
20596  9/27/2022  10:28:51PM  14.. 14648 Info aahClientCommon G

alaxy Platform Node [
Message:

Event.NODE1: aaEngine(23.0.000)(14464) connected to NODE 1 with secure connection, user(RKDCO'SPAdminUser), authentication{Credential) [HistoryConnectionyWCF.cpp,
2037]

AV=VA

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.



Troubleshooting

Platform Common Services

e Launch the “Common
Services Portal” from the
Windows Start Menu

* Open the Service Status
page and check the status
of services

* Open the Troubleshooting
page and press the SCAN
buttonto run the
diagnostics

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

AVEVA Common Services Portal

|
U

?

AVEVA™ Common Services Portal

S

Service Status E

D Instance Application Status Start Time 7
[ Default_Gal1_GRBrowse ArchestrA Starting 1 minute ago
[ Default_Sample_MxDataProvider ArchestrA Starting 1 minute ago
[0 wefProxyservice PCS Framewark Running 15 minutes ago
[ Default_Sample_GRBrowse ArchestrA Starting 1 minute ago
[ Default_Sample_IOMBLSService ArchestrA Starting 1 minute ago
I pery - ? M|
Endpoints
Contract Version
5 -

This page will be automatically refreshed every 5 seconds.

Rarely, services will need to be manually restarted due to cerfificates expiring. PCS managed certificates expire after

18 months. For more information, refer to the documentation.

AVEVA Commen Services Portal

AVEVA™ Common Services Portal

Troubleshooting

Diagnosis problems with the PCS framework

Scan m

Indicator

Version

Machine Role
Machine Name
Registry Key

Solution

Transport Permissions
Registry Permissions
File System Permissions
Port Sharing

Windows Services
Core Services
Discovery

Management Server

Description

7.00

Service Repository node

NODE1

Archestra_NODE1

5 Process(es)

https:/node.rkdc.com

Solution: Archestra_NODE

+/ Success

Warning ome’l
Status
v

v



Troubleshooting

Platform Common Services Issue — An Example

AVEVA Common Services Portal - O X AVEVA Common Se

Common Services Portal - ] x

= AVEVA™ Common Services Portal AVEVA™ Common Services Portal = CcommonSermi. 1 /13

*  Troubleshooting = About

Y Platform Common Services Version: 7.0 (7.0.22195.1)
© 2015-2022 AVEVA Group plc and its subsidiaries. All rights reserved. Legal

?
S V5 Wi Alert | :
can m uccess arning o er

Diagnosis problems with the PCS framework

Indicator Description Status
Version 7.0.0 v [r—
|
Machine Role Service Repository node e
Machine Name ~ NODE3 v
Registry Key e
Unable to determine the Default PCS Solution from the configuration. For more AV EVATM CO m mo n Services PO rta |
Solution infarmation, see the "Repairing or Re-installing Platform Commeon Services” o

section of the AVEVA™ Commeon Services Portal User Guide.

Transport ”
Permissions User Gl.“de
Registr

gistry v
Permissions
File System

v

Permissions
Port Sharing v
windows - 3

L |
A V — V A
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Troubleshooting

Platform Common Services...cont’d
* Ensure that Net.TCP Port Sharing service is running

* Ensure that PCS services and associated processes are running

[8=] Asb.Configuration.exe PZ5 Framework Configuration Service

[8=] Ash.Discovery.exe PCS Framework Discovery Service

[85] Asb.ServiceManager.exe PCS Framework Service Launcher Service

[8=] Ash. Watchdog.exe PCS Framework Watchdog Service

[EE| PCs I dentityManager.Host. exe PCS5 Framewaork System Management Service
[8=] SecureDataService.exe Archestri.Security.SecureData. WindowsServiceHost
Processes on SR Node Processes on Runtime node
SecureDataService.exe SecureDataService.exe

Asb Discovery.exe Asb.Discovery.exe

Asb_ServiceManager.exe Asb.ServiceManager.exe

Asb.Watchdog.exe Asb.Watchdog.exe

Asb.Configuration.exe
PCS.IdentityManager.Host.exe(On
System Management Server Node)

—— ™
AV =VA
L}
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Troubleshooting

Platform Common Services...cont’d

* Ensure that the following virtual accounts are present and belong to the corresponding

Windows Groups

PCS User Groups Virtual accounts

NT SERVICE\Watchdog_Service

- [Pl NT SERVICE\AIMTokenHost

NT SERVICE\Watchdog_Service

: .
ASBSolution NT SERVICE\AsbServiceManager

NT SERVICE\Watchdog_Service
3 ArchestrAWebHosting  NT SERVICE\AsbServiceManager
NT SERVICE\AIMTokenHost

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

Account Permissions

Full Control permissions on most files and registry keys

Read & Execute permissions on all files and registry keys

Permission to reserve HTTP URLs, Private key of binding
certificates.

AV=VA



Troubleshooting

Platform Common Services...cont’d

* Ensure that the following ports are opened in the Firewall

808
7084
7085
80
443

1900

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

Primary port, used for most PCS operations
System authentication — node registration
System authentication — node pairing
Default HTTP Port for web port sharing
Default HTTPS Port for web port sharing

SSDP port for announcing the System Management
Server

AV=VA



Raghu Kanchanapally

Principal Technical Account Manager

* AVEVA

e Raghu.Kanchanapally@aveva.com

Jerry Lau

Senior Manager

* AVEVA

* Jerry.Lau@aveva.com
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Questions? Please remember to...

Please wait for the microphone. Navigate tc

State your name and company.

Thank you!

L |
A V — V A
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This presentation may include predictions, estimates, intentions, beliefs and other statements that
are or may be construed as being forward-looking. While these forward-looking statements

represent our current judgment on what the future holds, they are subject to risks and uncertainties
that could result in actual outcames differing materially from those projec.ted' in these statements.

No statement contained herein constitutes a commitment by AVEVA to perform any particularaction
or to deliver any particular product or product features. Readers are cautioned not to place undue
reliance on these forward-looking statements, wh|ch reflect our opinions only as of the date of this

! presentat|on

The Company shall not be obliged to dlscloseany revisionto these forward- -looking statements to
reflect events or circumstances occurring after the date on which they are made orto reflect the
occurrence of future events.

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.
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@ linkedin.com/company/aveva
O @avevagroup

ABOUT AVEVA

AVEVA is a global leader in industrial software, sparking ingenuity to drive responsible use of the world’s
resources. The company’s secure industrial cloud platform and applications enable businesses to harness
the power of their information and improve collaboration with customers, suppliers and partners.

Over 20,000 enterprises in over 100 countries «rely on AVEVA to help them deliver life’s essentials: safe and
reliable energy, food, medicines, infrastructure and more. By connecting people with trusted information
and Al-enriched insights, AVEVA enables teams to engineer efficiently and optimize operations, driving
growth and sustainability. *

Named as one of the world’s most innovative companies, AVEVA supports customers with open solutions
* and the expertise of more than 6,400 employees, 5,000 partners and 5,700 certified*developers. With
operations around the globe, we are headquartered in Cambridge, UK and listed on the London Stock
Exchange’s FTSE 100. \ L ’

Learn more at

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.
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http://www.aveva.com/

