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MQTT from edge to cloud N MQTT

e

Architecture Data contracts Usage & Troubleshooting

* Introductionto the decoupled  Discussion of the relevance of * Demonstrationsand discussion
architecture of MQTT and what this standardized data contracts, given about how to leverage MQTT with
means for secure, scalable, and that MQTT is a messaging system AVEVA HMI/SCADA and how to
performant integration of devices that provides no rules or guidance troubleshootissues related to
and systems to the structure of messages connectivity and messaging
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It is designed as an extremely lightweight

MQTT today is used in a wide
variety of industries, such as automotive, manufacturing,
telecommunications, oil and gas, etc.

https://magtt.org
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https://mqtt.org/

What is MQTT?

loT Sensor

© 2023 AVEVA Group plc and its subsidiaries. All rights reserved.

* Highly scalable architecture
* Resilient by store-n-forward buffering
* Secure network architecture that

protects publishers and subscribers

e Subscribe

MQrT E
Broker HMI

Subscribe

Cloud services
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The importance of data contracts

« MQTT is a publication and subscription mechanism,
not too different from a notice board

IES & NOTICES

T —
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* There are no rules governing the formatting, shape,
topic, language, terminology, context or order of
what is posted

* Dependingon publishingformat, the Broker may not
always have a full record of all data points. Often, it
can only providethe latest changes.
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The importance of data contracts

* MQTT is a publication and subscription mechanism,
not too different from a notice board

* There are no rules governing the formatting, shape,
language, terminology or order of what is posted

Snapshot from test.mosquitto.org
Values without encapsulation or context

* Endless variations of topic structures
* Endless variations of JSON formats

* Partially formed or malformed JSON
* Odd marriages of JSON/CSV

Key-value pairs with “=" separator

© 2023 AVEVA Group plc and its subsidiaries. All rights reserved.
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e OPCUA Part 14: PubSub

* Specifies indirect OPC UA communicationvia a
Publisher/Subscriber model, using either UDP multicast
or a broker-based architecturetransport protocols:

 MQTT
* AMQP

* Supportsa subset of the operations supported by client-
server OPC UA. For instance, A&C and Methods are not
supported with PubSub currently

* OPCUAPubSub is currently not supported by AVEVA
Communication Drivers

© 2023 AVEVA Group plc and its subsidiaries. All rights reserved.

[ Publisher }

Broker-based
* Segmented networks

* MQTT or AMQP transport
* UADP or JSON messages

[ Publisher ]

[ Publisher J [ Publisher J

Broker-less alternative
* Broadcastonlocal net
* UADP messages

[ Publisher J [ Publisher ]
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S_parkp\ugr

“Sparkplug is an open software specification that
provides MQTT clients the framework to seamlessly
integrate data from their applications, sensors, devices,
and gateways within the MQTT Infrastructure. It is
specifically designed for use in Industrial Internet of
Things (IloT) architectures to ensure a high level of
reliability and interoperability.”

Supported by

AVEVA Edge
AVEVA Communication Drivers Pack

© 2023 AVEVA Group plc and its subsidiaries. All rights reserved.

» Standardized topic structure and message format to
ensure interoperability between systems and devices
from different vendors

* Encoding of payloadswith Protocol Buffers, to reduce
message size

» State awareness, providing subscribing clients with
confidence in datavalidity

* Discovery of devices, assets, and process variables,
providing subscribing clients with an evergreen asset
model and enablingautomaticprovisioning
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https://sparkplug.eclipse.org/about/faq/

Unified Namespace (UNS)

A single standardized real-time namespace

Serving and served by multiple systems

..and multiple types of systems

..and multiple vendors

Realized by broker-based architecture
paired with industrial standards for
interoperability

* De facto: MQTT + Sparkplug

© 2023 AVEVA Group plc and its subsidiaries. All rights reserved.

loT Ready
Devices )

Legacy loT
Devices Gateways
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MQTT Demo

MQTT
Broker
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OCMC - [Operations Control Management Console]
File Action View Help

ke AR:aN sl HEYN 7 N

Operations Control Management Console (BETA)
& Historian
B Galaxy Database Manager
v [®] Operatiens Integration Server Manager
v B Default Group
v Local

v /g [Admin] Operations Integration Supervisory Servers

@ SVENDORNAMES - MyOwnOlServer
4 Allen-Bradley - ABCIP
4@ Allen-Bradley - ABTCP
4§ Beckhoff - TWINCAT
4@ General Electric - GESRTP
4 Internal - SIM
4 Mitsubishi - MELSEC
4 Medicon - MBTCP
4@ Orron - OMRONFINS
4 Schneider-Electric - SOMAC
4@ Siemens - SIDIRECT
4 Standards - BACLITE
4@ Standards - CODESYS
4 Standards - Gateway

~ i Standards - MOTT
v [3 oLmarT1

,g Configuration
4 Standards - SNMP
4 Standards - WEBSVC
4 Texas Instrurnents - TIS00
5 Tutorials
Log Viewer
LB Platform Manager

Component
FElmarr
FEIMQTT [Shell]
FE] PluglnPCSDII
] PluginmarT
FEl PluginQPC
FZ] PluginDDESL

Version

2023.0412.4484.1
2023.0322.4463.1
2023.0412.4484.1
2023.0412.4484.1
2023.0412.4484.1
2023.0412.44841

Build Date

April 12, 2023
April 12, 2023
April 12, 2023
April 12, 2023
April 12, 2023
April 12, 2023
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Supported JSON formats

JSON-VTQ1 JSON-VTQ2
* Each process variableis its own topic * Up to 1,000 process variables per topic
* One message per transmitted value * One message may contain multiple updates
 Suitablefor few data pointsand low update rates  Suitablefor larger systems and high update rates

{
"timestamp": 1698157800,

"values": [
{
"id" : "Bearingl.Temperature",
"v":34.0,
"dt" : 4,
"t" : 1698157793,

{
"d":34.0,
"dt": 4,

"ts":"2023-10-24T16:30:00",
"q":192
}

"q" ;192
}I
{...item2...},
{...temn}
]
}

© 2023 AVEVA Group plc and its subsidiaries. All rights reserved.



JSON is JSON

* While JSON may appear as text, it is not Problematic

. ) timeStamp.ToString();
* Common pitfalls by treating JSON as text temperature.ToString();

* Injecting unnecessary whitespace into messages for
readability with Notepad or other text editors

v Use a proper JSON editor/viewerinstead Better

Improper or incomplete enclosing timeStamp.ToString("yyyy-MM-ddTHH:mm:ss");

* Improper escaping of special characters timeStamp.ToString("s");

* lllegal formatting of data and time
v Must be UNIX Epoch or ISO 8601 string format Newtonsoft.Json.JsonConvert.ToString(temperature);

* lllegal decimal separators with non-US locales

v Must us dot (.) as decimal separator

—
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Troubleshooting

Tools for troubleshooting

AV=VA

e Communication Drivers Pack — Standards -
MQTT Driver
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MQTT.FX

SpBV — Finding the Topics

© 2023 AVEVA Group plc and its subsidiaries. All rights reserved.

@ MQTT.fx - 5.3.0 - Standard Edition == -
MQTT.fx  Extras  Help
— Disconnect vors & w@
o |
Publish  Subscribe

Sparkplug Editor (beta)

Receive Sparkplug Message!
Follow Message Flow

Autoexpand Tree

Scripts  Broker Status  Log

namespace spBv1.0

s — B Sparkplug:
message_type NDATA
edge_node id Lab_

device_id

sparkplug Pretty Format Decoder (Eclipse Tahu)
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MQTT.FX

Subscribe to Topics

© 2023 AVEVA Group plc and its subsidiaries. All rights reserved.

o

MQTTfx  Extras  Help

MQTT.fx - 5.3.0 - Standard Edition

Content Type

Payload

application/sparkplug

sparkplug Pretty Format Decoder (Ec|

m— Disconnect vorts & o @
AN
Publish Sparkplug Explorer  Sparkplug Editor (beta)  Scripts ~ Broker Status  Log
Ly
spBv10/# @G | 1opic Filter [ Table

Dump Messapes USON) | Me - QD) [ 725 09:25:3033930240  spBv1O0/T  I/NDATA/L RL
soovio/ il @D | [ess ) 09:253033930240  spBv10/l {/NDATA/L AL
Dump Messages USON) | Mute | QUL 09:25:3033930240  spBv10/l  4/NDATA/L AL
spBYL0/ NI /NDATA/# 09.2530.33930402  spBv10/l /NDATA/L RL
Dump Messages (ISON) ~ Mute ) | 09:258033930402  SPBVLO/I J/NDATA/L R
[ 7es0 ] 09:25:3033930402  spBVLO/T  I/NDATA/L RL
[ 751 ] 09:258033930516  SPEVLO/I J/NDATA/L R
[ =2 09:25:3033930516  spBv1O0/T  I/NDATA/L R
[ 7es: ] 09:25:3033930516  spBVLO/L  I/NDATA/L RL
[ 753 09:258053930530  SPBVLO/I 4/NDATA/) I_RL
= ©09:25:3033930530  spBV10/L  V/NDATA/) IR
[ 7e5s ] 09:258033930530  SPBVLO/I J/NDATA/) IRL

[ 757 ] 09:25:3033930671  spBv10/T I/NDATA/F BFM RL

<= 09:253033930671  spBv10/l J/NDATA/F BFM _RL

[ 7:55 09:25:3033930671  spBv1O/t  I/NDATA/F BFM _RL

Topics Collector (0) san spBv1 DATA, =
<pBv1 ORI NDATA#
7899
Qaso
10-2023 09:25:30.33930671
Name Value
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MQTT.FX

Checking values

&

Publish m Sparkplug Explorer ~ Sparkplug Editor (beta) ~ Scripts  Broker Status  Log
spBv10/% @y o
spBY10/# @D | 1o Fileer it | D
Dump Messages (SON)  Mute
= = e [ 7::5 ] 09:25:3033930240  spBv10/l {/NDATA/L a_=_
soovio/ il @D | [ess ) 09:253033930240  spBv10/l {/NDATA/L RL
Dump Messages USON) | Mute | QUL 09:25:3033930240  spBv10/l  4/NDATA/L RL
spBvLO/ME/NDATA/# 09:253033930402  spBV10/L {/NDATA/L RL
33930402 SpBVL0/L DATA/L RL
° ° 33930402 spBVLO/ DATA/L L
33930516 SpBVLO/T DATA/L RL
.
ttps://www. .com swoste woaon wom
33930516 spBV10/L I/NDATA/L RL
[ 7 ] 09:258053930530  SPBVLO/I 4/NDATA/) |_RL
= 9253033930530 spBv10/l /NDATA/) AL
[ 7ess ) 09:25:30.33930530 spBV10/l  /NDATA/) | RL
. . [ 7257 ] 09:25:30.33930671  spBv10/l  I/NDATA/F BFM_RL
-y 2 m — -
= 7378 25:30.33 Y /
timestamp” : 1696519531000, Unix timestamp [t o
. t - - [ { [ 7:55 09:25:3033930671  spBv1O/t  I/NDATA/F JEFI_RL A
- spBv1 DATA. - <

"alias" : 4005,
timestamp" : 1696519531000,
dataType® : "Int32",

value" : 31

b1,

MQTTfx  Extras  Help

MQTT.fx - 5.3.0 - Standard Edition

Disconnect

<pBv1 ONEENDATA/#

Content Type

Payload decoded with

application/sparkplug

sparkplug Pretty Format Decoder (Ec|

7899
Qeso
05-10-2023 05:25:30.33930671

Name Value

No content in table

—
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e Communication Drivers Pack — Standards -
MQTT Driver

User Guide

* Chapter 3 Diagnostic System Items

* Standard System ltems
* Global System Items.
* Device-Specific System ltems.
* Device Group-Specific System ltems.

* MQTT Communication Driver-Specific Diagnostics
* Global Diagnostic Items.
* Subscriber Diagnostic ltems.
e Publisher Diagnostic Iltems.

© 2023 AVEVA Group plc and its subsidiaries. All rights reserved.
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Questions? Please remember to...

Please wait for the microphone.

Navigate to thi

State your name and company. app

Thank you!

L |
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This presentation may include predictions, estimates, intentions, beliefs and other statements that
are or may be construed as being forward-looking. While these forward-looking statements

represent our current judgment on what the future holds, they are subject to risks and uncertainties
that could result in actual outcomes differing materially from those projected in these statements.

No statement contained herein constitutes a commitment by AVEVA to perform any particularaction
or to deliver any particular product or product features. Readers are cautioned not to place undue
reliance on these forward-looking statements, which reflect our opinions only as of the date of this
presentation.

The Company shall not be obliged to discloseany revisionto these forward-looking statements to
reflect events or circumstances occurring after the date on which they are made or to reflect the
occurrence of future events.

© 2023 AVEVA Group plc and its subsidiaries. All rights reserved.
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@ linkedin.com/company/aveva
O @avevagroup

ABOUT AVEVA

AVEVA is a world leader in industrial software, providing engineering and operational solutions across multiple industries,
including oil and gas, chemical, pharmaceutical, power and utilities, marine, renewables, and food and beverage. Our
agnostic and open architecture helps organizations design, build, operate, maintain and optimize the complete lifecycle
of complex industrial assets, from production plants and offshore platforms to manufactured consumer goods.

Over 20,000 enterprises in over 100 countries rely on AVEVA to help them deliver life’s essentials: safe and reliable
energy, food, medicines, infrastructure and more. By connecting people with trusted information and Al-enriched
insights, AVEVA enables teams to engineer efficiently and optimize operations, driving growth and sustainability.

Named as one of the world’s most innovative companies, AVEVA supports customers with open solutions and the
expertise of more than 6,400 employees, 5,000 partners and 5,700 certified developers. The company is headquartered
in Cambridge, UK.

Learn more at www.aveva.com
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