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Improving security with OpenlD Connect (OIDC)

Challenge

Security in my AVEVA Pl System is
unnecessarily complicated

e Servers distributed across
workgroups, isolated domains,
untrusted domains

* Heavy use of Windows Credential
Manager

* Use of Pl Trusts (Not recommended)

© 2023 AVEVA Group Limited and its subsidiaries. All rights reserved.

Solution

Use OpenID Connect (OIDC)
authentication and other new features
in AVEVA™ Pl Server 2023

* New to AVEVA PI Server 2023
* A form of claims authentication

* Uses tokens for access

Benefits

* TLS/SSL to natively encrypt
communication for all authentication
methods

* Free from the boundaries of a
Windows domain/Active Directory

e Can federate to your organization's
existing identity provider (IdP)

AV=VA



* New AVEVA PI Server features overview
o TLS/SSL certificates

* QOpenlD Connect

* Installation/upgrade considerations

* Managing security access

* Troubleshooting

e Questions
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Relevant new AVEVA Pl Server features

* Support for TLS/SSL certificates

o Natively encrypts communication for all AVEVA Pl System authentication methods (OIDC,
Windows, Pl Trust)

* OpenlD Connect (OIDC) authentication

o A form of claims authentication

o Possible through the AVEVA Identity Manager (AIM) service and an identity provider (IdP) of
choice

Note: AVEVA Pl Server 2023 requires you to be on AVEVA™ Flex

AV=VA

© 2023 AVEVA Group Limited and its subsidiaries. All rights reserved.



TS/SSL certificates
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TLS/SSL certificates

* Transport Layer Security (TLS):
o Cryptographic protocol that involves certificates

o Previous iterations were known as Secure Sockets Layer (SSL)

Natively encrypts communication in AVEVA Pl System for all different authentication methods

Same technology is used to secure communication with websites
o HTTPS protocol requires a TLS/SSL certificate

Issued by a certificate authority (CA)

Need to be trusted by all clients that connect

* Applications (Pl DA, asset framework, AVEVA Identity Manager (AIM)) that are installed on the same
server can share the same certificate

* Optional feature for Pl Server; Required if using OIDC authentication
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Certificates in AVEVA™ P| System™

Which AVEVA Pl System components now support TLS/SSL?

Newly Supported: Already Supported:

 Data archive * AVEVA™ Pl Vision™

* Asset framework * Pl Web API

* AIM * AVEVA PI Integrator for Business Analytics

 Several others (mostly web-based)
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Which certificate authority (CA) is best?

In order of preference/strength

1. Third-party CA (Issued by GlobalSign, DigiCert, GoDaddy, etc.)
* Preferred if users and applications are spread across multiple untrusted domains
* Preferred if accessing the application from outside the corporate network
* Most servers/computers will trust these certs automatically

* |ncur a cost to obtain

2. Enterprise CA (Issued by your domain/IT)
* Preferred if users and applications are mostly contained within the same domain forest

* Servers/computers within the corporate domain forest will trust these certs automatically

3. Self-signed (Issued by your server)
* Not recommended for corporate deployment

* These certs are trusted only on the local server or to any server onto which it is imported

Choose the option that makes the most sense for your deployment

© 2023 AVEVA Group Limited and its subsidiaries. All rights reserve d.
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Applying and checking certificates

AVEVA Pl System Data Archive or Asset Framework (AF)

Select certificate during installation

Certificates Selection

Select certificates for server communication.

Welcome

TLS Certificate
Feature Selection
Feature Rules Configure certificate for TLS Encryption.
Data Archive
Certificates Selection S5L Certificate thumbprint:
Pl to Data Hub
Pl to Data Hub Rules | Select | | Remave
Service Accounts
Summary Click Select to choose a new certificate,

Installation Progress

Complete

About

o

<Back || Next> | | Cancel

© 2023 AVEVA Group Limited and its subsidiaries. All rights reserved.
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Applying and checking certificates

AVEVA Pl System Data Archive

Change certificate at a later time (Using pidiag)

 pidiag -tls -r <thumbprint> (or pidiag -tls --register <thumbprint>)

. Certificate

General Detsile  Certification Path

g Certificate Information

s Ensures the identity of a remote computer

Server Name

This certificate is intended for the following purpose(s):

Issued to:l n I

Issued b‘{‘l 2 I

Issuing CA

valid from 7/10/2023 to 7/9/2025

'{? ‘You have a private key that corresponds to this certificate.

Issuer Statement

© 2023 AVEVA Group Limited and its subsidiaries. All rights reserve d.
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Applying and checking certificates

AVEVA Pl System Data Archive

Change certificate at a later time (Using pidiag)
 pidiag -tls -r <thumbprint> (or pidiag -tls --register <thumbprint>)

5 Certificate x EX Administrator: Comnmand Prompt = 0 x
Gen & Certificate X

General Details  Certification Path

Show: | <All> v

Field Value A AtbcBbB27eea:
.’Q Subject Key Identifier
.’Q Subject Alternative Name DNS Mame="™
.'gAuﬁwority Key Identifier KeyID= ..
.@CRL Distribution Points [1]CRL Distribution Peint: Distr...
.’g.ﬁuhority' Information Access  [1]Authority Info Access: Acc...

Thumbprint c68e8Tcaa453f 756 29664fbc0. ..
D Friendly name = .

v [ E nsi1ons:

ormation for OID 1.3.6.1.4.1.311.286.2, error is 2
tName2 :
DNS Mame: , DNS Name: , DNS Mame: localhost

ch8287caa453f 766296604 fbelbl2Yeeedbdbcadl

Thumbprint for Data Archive's TLS Certificate updated successfully

Edit Properties. .. Copy to File. ..
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Applying and checking certificates

AVEVA Pl System Data Archive

Verify current certificate (Using pidiag)
* pidiag -tls -y (or pidiag -tls --verify)

BER Administrator: Command Prompt

Microsoft Windows [Version 18.8.17763.4737]
(c) 2818 Microsoft Corporation. All rights reserved.

C:\Windows\system32>¢

C:\Program Files\PI\adm}pidiag -tl
Certificate Subject Name:
Certificate Issuer Name:

Certificate Signature Algorithm:

Thumbprint(
falid from:
Certificate Extensions:
Can't decode information for OID 1.3.6. 11 .2, error is 2
SubjectAltName2:
DNS Mame: ., DMNS MName: , DNS MName: localhost

TLS Certificate is wvalid
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Applying and checking certificates

AVEVA Pl System Asset Framework (AF)

Change certificate at a later time (Using AFDiag)
* AFDiag /CT:<thumbprint> (or AFDiag /CertificateThumbprint:<thumbprint>)

n  Certificate x

General Detsile  Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):
s Ensures the identity of a remote computer

Server Name

]ssuedto:l" o I

Issued b‘{‘l u I
Issuing CA

valid from 7/10/2023 to 7/9/2025

'{? ‘You have a private key that corresponds to this certificate.
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Applying and checking certificates

AVEVA Pl System Asset Framework (AF)

Change certificate at a later time (Using AFDiag)
* AFDiag /CT:<thumbprint> (or AFDiag /CertificateThumbprint:<thumbprint>)

n  Certificate b4 EX Administrator: Command Prompt

Gen & Certificate X

General Details  Certification Path

Show: | <all= ~
Field Value "
.’Q Subject Key Identifier
.’Q Subject Alternative Name DMS Mame= -
.gAuﬁwority Key Identifier KeyID=0e4c09baase01b1f19..,
(&7 CRL Distribution Paints [1]CRL Distribution Paint: Distr...
.’g.-'-\uihority' Information Access  [1]Authority Info Access: Acc...
[=| Thumbprint efifiea 19429543ee3cd4be501. .
D Friendly name =

=082a19429543ee3cd4bes01d83f badbcb21£127

nR

Edit Properties. .. Copy to File. ..
Configuration change requires that the PI AF Server be restarted.

AV=VA
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Applying and checking certificates

AVEVA Pl System Asset Framework (AF)

Verify current certificate (Using registry)

e Computer\HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\AFService

* CERTIFICATETHUMBPRINT

ﬁ Registry Editor

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHIMENSYSTEM\ CurrentControlSet) Services\ AFService I

w O Computer
HEEY_CLASSES_ROCT
HKEY_CURREMT_USER

BCDO0000000

HARDWARE

SAM

SECURITY

SOFTWARE

v || SYSTEM
\ ActivationBroker

Control5et00n
ControlSet002

Control

Enum

<

v . HKEY_LOCAL_MACHINE

v CurrentControlSet

~

Marme Type Data

abi(Default) REG_SZ (value not set)
Iah CERTIFICATETHUMBPRINT  REG_SZ e88ea19429543ee3cddbed01d23fEadbcb21F127
EE‘]DescriptiDn REG_SZ Provides ability for clients to read and write Pl AF d...
QﬂDispla}rName REG_SZ Pl AF Application Service

_'i-'g'] ErrorControl REG_DWORD CrcD0O00000 (0]

Eﬂlmagepath REG_EXPAMND_SZ "C\Program Files\PIPCVAPVAFService exe”
3'_’] ObjectMame REG_5Z MNT SERVICEVAFService

_?_-';:'Jﬂern.riceﬂidT}rpe REG_DWORD 00000001 (1)

Tie| Start REG_DWORD 00000002 (2)

_?_-'g']T}rpe REG_DWORD 0000000 (16)

2023 AVEVA Group Limited and its subsidiaries. All rights reserved.
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Applying and checking certificates

AVEVA ldentity Manager (AIM)

Select certificate through Configurator R

File Help

CO nfigu rato r Bo Cog;;sfelfi;:nagement Serve

Machines running AVEVA software must be configured to trust each other so that encrypted
communications can be utilized. This is done by connecting them to a System Management Server,

(0 Connect to an existing System Management Server.

(®  This machine is the System Management Server.
There should only be one Systern Management Server in your topelogy for all AVEVA products.
All other machines should be configured to connect to this Syster Management Server.

) No System Management Server configured. (NOT RECOMMENDED)
This option also allows you to remove any existing certificates that were managed by the System
Management Server.

You can connect to an existing System Management Server or configure a new System Management
Server by selecting one of the first two options, respectively. When you click Configure, a certificate
and the web ports to use for communication are configured. To medify these configurations, click
Advanced.

Advanced

(Configuration Messages

Refresh ‘ ‘ All Messages Configure | Close
—
—
2023 AVEVA Group Limited and its subsidiaries. All rights reserved. [r—




Applying and checking certificates

AVEVA ldentity Manager (AIM)

Select certificate through
configurator

2023 AVEVA Group Limited and its subsidiaries. All rights reserved.

Advanced Configuration

Certificates Ports

In order to enable communications via encrypted channels (e.g. HTTPS), certificates are required to

be configured.

Certificates can either be provided by your [T department or automatically generated.

Configuration

Please select the appropriate options below.

Certificate Source: | Provided by IT {import / select)

Certificate:

RBIGGIMS-PITEST

RBIGGINS-PITEST
RBIGGINS-PITEST ASB OPC UA Server
WMSVC-5HAZ

Import

1

¥ Dietails

3

o [

AV=VA



O—penID Connect (OIDC)
authentication

Claims in AVEVA P| System
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Openl|D Connect (OIDC) authentication

Authentication is the process by which a user or application proves its identity to a server and forms an initial
connection

Claims authentication is based on the premise that an external identity provider (IdP) is trusted to make claims
about the identity of a user

OpenlID Connect (OIDC) is a form of claims authentication
o Built on the OAuth 2.0 Framework
o Makes Single Sign On (SSO) possible

o Involves tokens (Access, Refresh, etc.)

AVEVA Identity Manager (AIM) is the identity service that handles OIDC authentication in AVEVA PI System

For a full discussion of technical details, benefits, and reasons behind the feature introduction, see the presentation
Introduction to claims authentication

L |
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AVEVA™ |dentity Manager (AlM)

* “ldentity service;” runs as a Windows service A AR ety Manager X
e C & S——.
* Part of the AVEVA Platform Common Services (PCS) AVEVA™ Identity Manager e
o Obtainable via Platform Common Services (PCS) for AVEVA PI
System install kit Welcome to Identity Manager
o Manage AIM USing the Configu rator appllcation AVEVA™ Identity Manager publishes a discovery document where you can

find metadata and links to all the endpoints, key material, etc.

* |f available, AIM registers with default IdP:
o Windows Active Directory (AD)

Accessing AIM endpoint via browser

. Services = O X
File Action View Help
¢ Connect AIM to one additional IdP: e EEcBEm » 8 b
2 Services (Local) . Services (Local)
o AVEVA Connect (recommended) AVEVA Identity Manager Name - Description sta
stom th . CL AVEVA Certificate Renewal Automatically renews certificates for AVEVA ...
. . —EE € senice L AVEVA Data Store Provides a lightweight data vault for AVEVA a... Ry
o Azure Active Directo ry (AAD) flestart the service Provides Single Sign On (SS0) for AVEVA app... Ri
WEVA Service Manager Facilitates launching of services relatingto A..  Ri
Description: . L1 AVEVA Watchdog Manages the lifetime of services relating to ...  Ru
‘I;;?E\r\:rdAes Sln.gle.Slgn On (550) for Gk Azure Hybrid Instance Metadata Service Azure Hybrid Instance Metadata Service Ru
1 1 1 1 1 spplications. . Back: d Intelligent Transfer Servi Transfers files in the back: d using idl
[ Reglster Indlvldual AVEVA PI Server Components Wlth AIM &k Background Intelligent Transfer Service ransfers files in the background using idle n...

Configurator application

AV=VA
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AVEVA™ |dentity Manager (AlM)

* “ldentity service;” runs as a Windows service

* Part of the AVEVA Platform Common Services (PCS)

o Obtainable via Platform Common Services (PCS) for AVEVA PI
System install kit

* Manage AIM using the Configurator application

* |f available, AIM registers with default IdP:
o Windows Active Directory (AD)

* Connect AIM to one additional IdP:
o AVEVA Connect (recommended)

o Azure Active Directory (AAD)

e Register individual AVEVA Pl Server components with AIM

© 2023 AVEVA Group Limited and its subsidiaries. All rights reserved.

Configurator

File Help

= ° Commen Platform
o System Management Serve

Machines running AVEVA software must be configured to trust each other so that encrypted
communications can be utilized, This is done by connecting them to a System Management Server,

) Connect to an existing System Management Server.

@) This machine is the System Management Server.
There should only be one System Management Server in your topolegy for all AVEVA products,
All other machines should be configured to connect to this System Management Server.

) Mo System Management Server configured. (NCT RECOMMENDED)
This option also allows you to remove any existing certificates that were managed by the System
Management Server.
You can connect to an existing System Management Server or configure a new System Management
Server by selecting one of the first two options, respectively, When you click Configure, a certificate
and the web ports to use for communication are configured. To modify these configurations, click
Advanced.

Advanced

Configuration Messages

Refresh | | All Messages | Configure | Close

Configurator application

AV=VA



Authentication flow

‘o
RO

AVEVA ldentity
Manager (AIM)
.l.“o
PI Client Y&
AVEVA PI

© 2023 AVEVA Group Limited and its subsidiaries. All rights reserved. Se rve r

/

\\\

i\

AVEVA Connect
common cloud
platform
_or-
Azure AD (AAD)

= Default

= Only 1 Additional

[

AV=VA



Authentication flow (with federation)

-'||.']|'- _______ Q = Default
!". B I

T

e |
TLI N 1 _
' \ :
/ AVEVA Identity . Windows AD (AD)

Manager (AIM) AN

\ hd -
/u./. \\ -:EOE _______ @
] IR

O W ‘ '
Pl Client @ AVEVA Connect Any Identity Provider
common cloud (OIDC, SAML, Azure
platform AD (AAD))

Pl Server

L |
—
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Supported products

Where can | use OIDC in AVEVA PI System?

Supported:

Data archive
Asset framework
Pl Notifications
AVEVA PI Vision
Pl Web API
AVEVA Adapters*

Pl AF SDK-based PI Clients (Pl System Explorer,
AVEVA™ PI| DatalLink™)

Custom PI AF SDK applications*

© 2023 AVEVA Group Limited and its subsidiaries. All rights reserved.

Not Supported:

* AVEVA Pl Interfaces

* AVEVA PI Connectors

* PI Buffer Subsystem

* AVEVA PI System Management Tools (SMT)**
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Installation/upgrade
considerations
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Installation/upgrade path

N o v bk~ W

9.

Decide upon AVEVA PI System architecture; Which server will host AIM service?

Prepare and import server certificates for AIM and AVEVA Pl Server components
* Third-party CA certs or Enterprise CA certs preferred

Prepare service accounts and administrative accounts (Windows)

Install Platform Common Services (PCS) for AVEVA PI System; Contains AIM service
Add administrative accounts to aaAdministrators local group (Windows)

Perform initial AIM setup in Configurator application; Change AIM certificate

Connect AIM to an (additional) identity provider (IdP)
* Steps will differ depending on IdP (AVEVA Connect or Azure Active Directory (AAD))
* If needed, federate to an IdP, using AVEVA Connect, common cloud platform, as an identity service

Install or upgrade AVEVA PI Server components
* Check the option to enable TLS/SSL

Manage certificates for AVEVA Pl Server components

10. Register AVEVA PI Server components with AIM using OIDC Configuration Tool

© 2023 AVEVA Group Limited and its subsidiaries. All rights reserved.
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Federating to other Identity Providers (IdPs)

What if | have an existing IdP that | want to use?
* AVEVA Connect supports federation to your existing IdP

* Examples of other common IdPs:
o OIDC-compliant IdPs
= Google, PingID, ADFS, Okta, etc.
o SAML-compliant IdPs

o Azure AD (AAD)
= While AIM can connect directly to AAD, it can also federate to AAD via AVEVA Connect
= |tis recommended to federate to AAD rather than connect directly to AAD

= Federation to AAD allows you to take advantage of all the subscription services available on AVEVA Connect, common cloud
platform

L |
—
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Federating to other Identity Providers (IdPs)

How do | federate to my existing |IdP?

1. Determine the type of IdP that you have: (OIDC-compliant, SAML-compliant, Azure AD (AAD))
2. Set up AIM to connect to AVEVA Connect, common cloud platform as the IdP

3. Contact connect.support@aveva.com about federation

4. Support group will verify that requester has the right to set up federation for the respective domain
5. Support group will request for information related to your IdP

6. (If federating to Azure AD (AAD)) Support group will provide required preparation tasks to complete
and wait for confirmation

7. Support group will set up federation

L |
—
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mailto:connect.support@aveva.com

Registering AVEVA™ P| Server components with Al

AVEVA.PI.OIDCConfigurationTool.exe

* Perform this task locally on each server where an AVEVA Pl Server component resides

o i.e. Register the asset framework server with AIM from the asset framework server; register the data archive
server with AIM from the data archive server

* Use AVEVA.PL.OIDCConfigurationTool.exe
o Can be run interactively or with supplied parameters
o Supports registration and unregistration of components
o Supports silent mode

o Located in:
=  %PISERVER%\ADM on data archive servers
= %PIHOMEG4%\AF on asset framework servers

L |
—
© 2023 AVEVA Group Limited and its subsidiaries. All rights reserved. [r—



Registering AVEVA™ Pl Server components with AIM

AVEVA.PI|.OIDCConfigurationTool.exe

Machines running AVEWA software must be configured to trust each _ _
other so that encrypted communications can be utiized. This is done by AlM's server : hitps:Ssggrepess = sl == fidentitymanager - Connection Passed.
connecting them to a System Management Server. .

Pl configuration check:

PlAF Server - Mot Configured with &IM server

AVEVA |dentity Manager URL:
|http5:,-"_ e gl = fidertitymanager PIDAServer - Configured with AIM server

FlMotifications - Mot Configured wath AIM server

Components:
[] &F Server [] Pl Data Archive [ ] Pl Motfications Close

[ ok | Cancel
Check registration status
from Command Prompt with /DIAGNOSTICS parameter

Interactive registration

AV=VA
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Registering AVEVA™ P| Server components with Al

Aveva OIDC Ceonfiguration Tool Help — O *

AVEVA.PI.OIDCConfigurationTool.exe

Register or unregister AF, Pl Datafrchive, or Pl Notifications with the AIM Server.

Examples:
- To register AF, Pl Datafrchive, and Pl Notifications with https://my-aimserver, un:
Aveva P1OIDCConfiguration Tool exe /RIS https.//my-aimserver /AFSERVER /PIDATAARCHIVE /PINOTIFICATIONS
- To register AF, Pl Datafrchive, and Pl Notifications in silent mode, un:
Aveva P1.OIDCConfiguration Tool exe /RIS https.//my-aimserver /AFSERVER /PIDATAARCHIVE /PINOTIFICATIONS /Q
- - To unregister all previously registered components, run:
B® Administrator: Command Prompt — | e Aveva PI.OIDCCorfiguration Tool exe /UNREGISTER
- To unregister only AF Server, un:
Aveva P1.OIDCConfiguration Tool exe /UNREGISTER /AFSERVER
- To register only AF Server, un:
Aveva. P1.OIDCConfiguration Tool exe /RIS https.//my-aimserver /AFSERVER

Supported Parameters:
- /RIS: URLto the AIM Server endpoint {required for silent registration).
Usage: /RIS https://my-aimserver
- F/AFSERVER: Register local AF with the AIM Server {required for silent registration).
Usage: Aveva.Pl.0IDCConfiguration Tool exe /AFSERVER
- /PIDATAARCHIVE: Register local Pl DataArchive with the AIM Server (required for silent registration).
Usage: Aveva.P|.0IDCConfiguration Tool exe /PIDATAARCHIVE
- /PINOTIFICATIONS: Required to register local Pl Motifications with the AIM Server.
Usage: Aveva.P|.OIDCConfiguration Tool exe /PINOTIFICATIONS
- /ClientReglD: Atemate client credentials when windows authentication is not available.
Expected format: clientid redirect Ui or clientid .client Secret redirect L
Usage: Aveva.P|.0IDCConfiguration Tool exe /Client ReglD:MyAimClient https /Aocalhost:8081 /RIS https://my-aimserver /AFSERVER
- /ClientRegToken: Atemate credentials (access token) when windows authentication is not available.
Usage: Aveva.P|.OIDCCorfiguration Tool exe /Client RegToken validAccess Token /RIS hitps:#/my-aimserver /AFSERVER
- /UNREGISTER: Reqguired to unregister components.
Usage: Aveva.P|.0IDCConfiguration Tool exe /UNREGISTER
- /Q: Suppresses all Ul output for silent mode.
Usage: Aveva.P|.OIDCConfiguration Tool exe /RIS hitps//my-aimserver /AFSERVER /PIDATAARCHIVE /Q
- /DIAGNOSTICS: Display connections/registration statuses.

Registration through Command Prompt Usage: Aveva. Pl OIDCConfiguration Tool exe /DIAGNOSTICS
/R I S . <AI M S e rve r> a n d /PI DATAA RC H IV E p a ra m ete rs -N'Io'toe:;'eate a new registration via interactive mode, simply click on the executable or provide command line parameters without /3.

- Unregister iz only supported via command line.
- If no additional parameters are provided for unregister, the tool will unregister all components that were previously registered.

- If there is an existing registration on the machine, the tool will not create a new registration.

- Atleast one component is required to register via silent mode

List options and examples
from Command Prompt with /HELP parameter

L |
—
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Registering Pl Web API/AVEVA™ Pl Vision™ with AIM

* Pre-requisite: Register the asset framework
with AIM first

* Pl Web API
o Use PI Web API Admin Utility

* AVEVA PI Vision

o Use AVEVA Pl Vision admin site and registration
utility

AV=VA
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Registering Pl Web APl with AlM

A

Select Authentication Options

« Telemetry
« Configuration Store
P Authentication Options
Listen Port
Certificate
APl Service
OMF Servers
Review Changes
Progress
Confirmation

Authentication Options

® Openld Connect / Bearer ()

) Kerberos ﬂ
() Meither of these ﬂ

[] Allow basic authentication ﬂ
[] Do not require user authentication (Developer only) ﬂ

For more infarmation, visit:
https://docs.aveva.com/bundle/pi-web-api/page/authentication-methods.html

As of Pl Web API 2023, the Bearer authentication configuration attributes
& have changed. If you are upgrading an existing Pl Web APl instance that

is configured for Bearer authentication it is recommended to back up your

configuration,

Back | Next

© 2023 AVEVA Group Limited and its subsidiaries. All rights reserved.
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Registering AVEVA™ Pl Vision™ with AIM

Security

A
< c

AVEVA™ Pl Vision™ Administration

Overview
Configuration
Display Defaulis
User Settings
Display Management

Reports

© 2023 AVEVA Group Limited and its subsidiaries. All rights reserved.

Security

‘ Identity ‘ User Access Levels

Identity AF Server: e Pl -

Authentication Mode: O Windows @ OpenlD Connect

J Prompt for Windows username and password when required

Identity Management Server Client registration for this PI Vision server is not found.
® Create a new registration ' Use an existing registration

Add Pl Vision URL Copy this command and run in cormmand prormpt on the Pl Vision server machine.

hﬂpﬁiﬁl mgu e e s il EVPVision/ »

exe” \
/IdentityServerURL: "https://
identitymanager” \

/AppPoolldentity:"NT AUTHORITY\NETWORK SERVICE" \

/PIVisionUrl: "https://iBigs
on/"

Save

"%PIHOMEGAXPIVisionUtilities\RegisterPIVisionIdentityClient.

AV=VA



Managing security access
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OIDC mapping types

* AVEVA PI System and asset framework mapping via OIDC role
o Appropriate for applications with a human user
o OIDC roles are the user groups on the IdP
o Will prompt for credentials upon initial connection

o Session can persist as long as access token and refresh tokens allow (Single Sign On [SSO])

* AVEVA PI System and asset framework mapping via OIDC client ID
o Appropriate for automated applications (Pl Adapters, Pl AF SDK applications, etc.)

o Client ID and Secret (essentially the client password) are used to authenticate
= Built into the automated application itself

= Client ID and Secret need to be made known to AlIM; Register the client details with AIM via PowerShell

L |
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Creating client IDs

1. Open PowerShell ISE on the AIM server

2. Enter Add-ldentityManagerClient, then enter the required parameters for this command (the required
parameters have a “*’ next to them in the module window of PowerShell ISE)

1. HostBase — The name of the AIM server; Formatted like “https://<AIMServerHostname>"
2. Id—=As in Client ID; The unique identifier of the client

3. (Optional; Recommended) Secret — Essentially the password for the client; Known only to the client and the identity
service

3. The client is registered with AIM and the supplied ID and secret can be used

PCS for AVEVA Pl System comes packaged with a set of PowerShell commandlets that allow you to interact with
PCS and make configuration changes programmatically. Add-ldentityManagerClient is one such example.

L |
—
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0 & H

Create-ClientlD-and-Secret.ps1 X
1 Add-IdentityManagerClient -HostBase https:

P5 C:\Windows'\system

ClientId
ClientName
ClientSecret
ClientSecretHashed
ClientUra

LogoUra
AccessTokenType

Al lowedGrantTyvpes
AllowedCorsOrigins
Enabled

a

=1 IH
32>

PostLogoutRedirectUris

RedirectUris
ScopeRestrictions
AccessTokenLifetime

AuthorizationCodelifetime

Q Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons

>

51idingRefreshTokenLifetime

IdentityTokenLifetime

Al lowRememberConsent
RequireClientSecret
RequireConsent
RequirePkce

AlwaysIncludelUserClaimsInIdToken

AlwaysSendClientClaims

Al lowOff 1ineAccess

RefreshTokenExpiration

RefreshTokenUsage

UpdateAccessTokenClaimsOnRefresh

AbsoluteRefreshTokenLifetime
AllowXFrameCrossOrigin

5kiplLoggedOutPage
ExcludeRoleClaims

Usel egacyIwtTokenType

PS5 C:%\Windowsysystem

Completed

© 2023 AVEVA Group Limited and its subsidiaries. All rights reserved.

=1 29
32>

Help

: TESTCLIENT

SWORDFISH

: Absolute
: DneTimeOnTy

False
30.00:00:00
False
False
False
False

i

-Id TESTCLIENT -Secret SWORDFISH

Create-ClientID-and-Secret.psl

Ln 40 Col 25

100%

AV=VA



Changes to the security page in AVEVA™ P| System™ system
management tools (SMT)

File View Teols Help

hittps /SN e =443 fidentitymanager ferified

| 0Shrbiggins | piadmins, PIWarld | i —
AV =VA
© 2023 AVEVA Group Limited and its subsidiaries. All rights reserved. fr—



Creating AVEVA™ P| Data Archive mappings for OIDC

AVEVA Pl System Management Tools (SMT)

_ ’

AVEVA™ Identity Manager

A AVEVA™ Identity Manager

Server: " i
Authentication: () Windows | (@ Open ID Connect

Fole: Required

Role 1D:

[P

g AV=VA

User name

Please type your username or email

Fl Identity: Required

Password

. . . Please type your password
[ ] Mapping is disabled

Sign In

{Lresis Cancel

‘ @ Windows integrated login

L |
A V — V A
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Creating AVEVA™ PI| Data Archive mappings for OIDC

AVEVA Pl System Management Tools (SMT)

Pl OIDC Redirect Response

& c localhost
Server: " w
—

on: () Windows (®) Open ID Connect —

Fale: HE-'E]LIiI‘E-'EI Successfully logged 1n and redirected to the PI Openld Connect application. You may close this page and return to the PI
application to continue.
Role ID: =
Description:
Fl Identity: Required
[ ] Mapping is disabled
LrECHE Cancel

L |
A V — V A
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Creating AVEVA™ PI| Data Archive mappings for OIDC

AVEVA Pl System Management Tools (SMT)

© 2023 AVEVA Group Limited and its subsidiaries. All rights reserved.

Select a role or client id available from the AIM server below.
Click OK to map the role or client id to the selected Pl Identity,. ~ ®) Roles (O ClientID
Server: m— v Fier: | |
LSuthentication: D VWindows @ Open ID Connect Roles Provider Description Provider Type
B oleslis - Windows Active Directory B0 s e ‘Windows Active Directory
i . e - Windows Active Directory L L ‘Windows Active Directory
Role: Required = taEr T AVEVA Connect AVEVA Connect
ﬂ-l R B TR e Windows Active Directory (8 [ smsmss s Windows Active Directory
Role 1D: rﬂ__l s Windows Active Directory Windows Active Directory
LI ™ e mi Windows Active Directary Windows Active Directary
Degu'ipﬁm I EmmEw mom Windows Active Directory Windows Active Directory
LR Rl e Windows Active Directory B "Rl Windows Active Directory
e — Windows Active Directory Windows Active Directory
L R RE S Windows Active Directory "0 0 0@ =y Windows Active Directory
[ SECEE—— R, Windows Active Directory s s Windows Active Directory
T . Windows Active Directory  spossssss s Windows Active Directory
m_ FEy NN EppEmpc e gEegm m Windows Active Directary Windows Active Directary
= ||:hnﬁt'_|'r HE—‘QIJII'E-‘d —ws  mEnm Windows Active Directory Windows Active Directory
L L Windows Active Directory Windows Active Directory
|:| Mmjrg 1=z dizabled B o el n Windows Active Directory el sessm Windows Active Directory
e =} B Windows Active Directory  mpm meey ‘Windows Active Directory
< >
sz [ ok ][ comce

AV=VA




Creating AVEVA™ PI| Data Archive mappings for OIDC

AVEVA Pl System Management Tools (SMT)

_ -
Select a role or client id available from the AIM server below.

Click OK to map the role or client id to the selected Pl Identity. () Roles  (8) Client ID

Server: " d Filter: | |
Authentication: () Windows (@) Open ID Connect Client Name Client Id
_ . dl i W Bl T
Hdﬂ. HE-‘qU"'E-‘d o o e [ - — e w
Role 1D: |EI R 1] ™ T - SR T
= Eam I-l.-l- 8| I+I-_
Description: T I S N P — -
o . . I*I_I.- I.-_ I-Illhl-

-Ir- ITL-I I -.q- -*I-- n
e (s el P [(Tefeees [n el

TESTCLIENT TESTCLIENT |

Fl Identity: Required
[ ] Mapping is disabled

sz Cancel [ ok ][ comce

L |
A V — V A
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Creating AVEVA™ PI| Data Archive mappings for OIDC

AVEVA Pl System Management Tools (SMT)

Mappings  Trusts

1 X B4 E e

R Fremaer ——
-.E- Ilh-
‘L TESTCLIENT

© 2023 AVEVA Group Limited and its subsidiaries. All rights reserve

Mapping
i -
T -

S .

d.

Server

"

e ol ¥ “ma”

"

Collective Description

H | EEE IF
et -

Fl ldentity

piusers
piadmins
piadmin
piadmins
piusers
piadmins

Enabled Type

True Fole

True Fole

Te  [Windews
True  [Wilindows
True CliertCredential
True Fole

AV=VA



Creating asset framework mappings for OIDC

AVEVA PI System Explorer (PSE) I

C & rbiggins-pitest.dev.osisoft.int

7 Security Mapping Properties = O ot
General AVEVA™ |dentity Manager

Role (A): | Enter or Select 2 Role

Role ID: |

Mame: | |

Description: |

Identity: Sefect an Identity e

() Windows | (®) OpenID Connect 'AV : VA

Password

Cancel
@ Windows integrated login

L |
—
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Creating asset framework mappings for OIDC

AVEVA PI System Explorer (PSE)

oy Security Mapping Properties

General

Role (A): | Enter ar Select 3 Raole

Role ID: |

Mame: |

Description: |

Identity: Sefect an Identity

() Windows (® OpenID Connect

Cancel

© 2023 AVEVA Group Limited and its subsidiaries. All rights reserved.

Pl OIDC Redirect Response

(D localhost

AV=VA

*

Successfully logged in and redirected to the PI Openld Connect application. You may close this page and return to the PI

application to continue.

AV=VA



Creating asset framework mappings for OIDC

AVEVA P| System Explorer (PSE)

Select a role or client id available from the AIM server below.
General Click DK to map the role or cliert id to the selected PI Identity. ® Roles (O Client ID
Role (A): |E1£Erar55brfaﬁaﬁ? | E Fitter: |
Role ID: | | Roles Provider  Description Provider Type Directony
Mame: | |  e—— Windows Bl s Sesssiien Windows Active Directory | s =
4§ Windows | mome cmms Windows Active Directory | et w
Description: | | i AVEVA Connect
. NN e Windows e immms s smmes | Windows Active Directory | ™
Identity: Iﬁ‘-ﬂ'mm R | . Windows Windows Active Directory | e o 070 0
B E . — Windows Windows Active Directory | s =
D R @ OpenD Connect mEE N L EE e Windows Windows Active Directory | st
i Y ol Windows Bl "R Ea W Windows Active Directory | s =
ko — Windows Windows Active Directory | bl &
" Pom™l Em Windows "o 0 Pew e Windows Active Directory | e =
(. - Windows  Fessfimess e Windows Active Directory | s =
LS il o Windows ~ spmemsss e Windows Active Directory | st =
e wondl feetes besmme  | Windows Windows Active Directory
TE p— Windows Windows Active Directory
Fa wEom T o ol Windows Windows Active Directory | s
CE Windows  [eses s mm— Windows Active Directory | s =
L B | Windows = Windows Active Directory | st
(e . - Windows Windows Active Directory | s = "
| conel ok ][ cance

AV=VA
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Creating asset framework mappings for OIDC

AVEVA P| System Explorer (PSE)

General Select a role or client id available from the AIM server below.

Click OK to map the role or client id to the selected P! Identity. O Roles  @):Tlient 1D ;
Role (A): [ Bnter or Select s Rake I= Fiter | |
Role ID: | | Client Name Cliert Id
Name: | | N g e e g
[T (== e
Description: | | 1-_hl._.l. N EmE o E EC® I.
L = T P OTEEECE U I TR
Identity: Iﬁsdmﬂimbtr V| [CHEE AT W S g e
- g -y e
O Windows (@ OpenID Connect Pl e Bl B Gl Bl PR
N 'E EmeEm .-..._.- L:? I-..‘h...

" T I U I "R

| .
TESTCLIENT TESTCLIENT |
oK || Cancel 0K | Cancel

L |
A V — V A
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Set preference for Pl AF SDK clients

* No popup if the certificate isn’t present

* preferOIDCAuth setting in
%ProgramData%\OSIsoft\AF\AFSDK.config

o Client-wide setting

o Valid settings:

= Prompt
= Never
= Always

2023 AVEVA Group Limited and its subsidiaries. All rights reserved.

Pl AF Server BRI TR0 0 Authentication Mode *
| AFSDK - Notepad I ,?
File Edit Format View Help ﬂ\
k?xml version="1.8" encoding="ut 1* A\
<Configuration> ?l L

<0ObjectManager cleanup="388" /
<Cache maxObjects="18000" time Select Authertication mode for PI AF Server (Host="FEsC 8
<!--Values for bufferOption=Dc I© &

<!--Values for prefer0IDCAuth=

<GlobalSettings proxyPoolSize= Authentication: OpenlD Connect Authertication e
maxfpplyChanges="208" nextBlockl

disconnectTimeout="38" checkPIVe :
bufferOption="BufferIfPossible" [] Remember my Choice Cancel
prefer0IDCAuth="Prompt"” />
<DefaultPISystem name=""% w ol " id="9de31d78-6267-4779-961b-
926921449214 />
<!--Values for (PISystems) directoryOptions and
piServerDirectoryOptions=None, Autofdd, CheckIP, Default, -->»
<PISystems directoryOptions="Default" piServerDirectoryOptions="Default"
minCheckIPTimeout="28" maxCheckIPTimeout="688">
<PISystem name="RBIGGINS-PIAF1" id="9de31d78-6267-4779-961b-9ab69a1449214"
host="RBIGGINS-PIAF1" protocol="Tcp" port="5457" accountName="" timeout="388">
<Alias»localhost</Alias>
</PLSystem>
</PISystems>
</Configuration>

Windows (CELF) Ln1, Col1

AV=VA



Troubleshooting

AV=VA



Troubleshooting tips

* Check that managing user is in the aaAdministrators group on AIM server

* Validate general network connectivity between Pl Client & AIM and between PI Client & AVEVA PI
Server component

* Review AVEVA PI Server component logs and AIM logs (PCS logs)
* Check that certificates are valid (for AIM and AVEVA PI Server components)
* Check that the PI Client trusts certificates (for AIM and AVEVA Pl Server components)

* Check registration of AVEVA Pl Server components with AIM (Locally, using
AVEVA.PI.OIDCConfigurationTool.exe)

* Review configuration between AIM and IdP (Refer to relevant setup guide)

L |
—
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Logs
Authentication troubleshooting

* Check relevant AVEVA Pl System application logs for
OIDC authentication attempt messages

o Asset framework (AF): Event viewer > Applications and
services logs > AF

o AVEVA Pl System data archive: PIPC logs (P SMT, Pl AF
SDK Utility, pigetmsg)

* Check AIM logs (PCS logs)
o Use ArchestrA log viewer (aaLogViewer)
o Local to AIM server

o Canincrease logging level to get more information

© 2023 AVEVA Group Limited and its subsidiaries. All rights reserved.

LogViewer - [Log Viewer\Default Group'\Local] — O *
File Action View Help
e rEloHE?TaARYERSR
r r
Mo: Date Time Process ID | Thread ID | Log Flag Component Message j
332 8/21/2023  9:52:30PM 2595 736 Info Archestra.DataSt... ArchestrA Data Store service starting
333 8/21/2023  9:52:30PM 2595 736 Info Archestra.DataSt... ArchestrA Data Store service is preparing to accept connections,
334 8/21/2023  9:52:30PM 2595 736 Info Archestra.DataSt... ArchestrA Data Store service started
335 8/21/2023  9:52:34PM 1968 608 Info Asb.Watchdog PCS runtime webservice hosted successfully
336 8/21/2023  9:52:35PM 1968 608 Info Asb.Watchdog MetTcpPortSharing windows service is running.
337 8/21/2023  9:52:35PM 1492 1504 Info Archestra.Identit... Service is starting.
338 8/21/2023  9:52:37PM 1968 608 Info Asb.Watchdog Starting "WefDiscovery\Asb. Discovery.exe' with parameters: ' [G=5
339 8212023  :52:37PM 1492 2668 Info ArchestrA.Identit... Announcing SMS endpeint via SSDP.
340 8/21/2023  9:52:38PM 1968 1996 Info Asb.Watchdog Starting detached process C:\Program Files (x86)\AVEVAPlatform C
341 8/21/2023  9:52:39PM 1968 630 Info Asb.Watchdog Starting 'Discovery'\Pcs.Discovery.exe' with parameters: ' [G=5000 ,
342 8/21/2023  9:52:40PM 1968 2768 Info Asb.Watchdog Starting detached process C:\Program Files (x86)\AVEVAPlatform C
343 8/21/2023  9:52:43PM 1968 630 Info Asb.Watchdog Starting "WefProxy\PCS. Proxy. Wef.exe' with parameters: ' jG=500(
344 8212023  9:52:43FM 1968 630 Info Asb.Watchdog Starting "WcfDeployment\Asb.DeployService. exe’ with parameters:
345 8/21/2023  9:52:44PM 1968 1996 Info Asb.Watchdog Starting detached process C:\Program Files (x86)\AVEVAPlatform C
346 8/21/2023  9:52:44PM 1968 1996 Info Asb.Watchdog Starting detached process C:\Program Files (x86)\AVEVAPlatform C
347 8/21/2023  9:52:47PM 4408 4140 Info Asb.DeployService  Opening endpoints,
348 8/21/2023  9:52:47PM 4760 4176 Info PCS.Discovery DiscoveryWebService started.
349 8/21/2023  9:52:50PM 1968 630 Info Asb.Watchdog Starting Windows service AsbServiceManager
350 8/21/2023  9:52:54PM 3964 4500 Info Asb.Discovery Local discovery configuration changed
351 8/21/2023  9:52:54PM 3964 4500 Info Asb.Discovery Starting Local discovery service in 500ms. ..
352 8/21/2023  9:52:54PM 3964 4500 Info Asb.Discovery Legacy discovery web service starting.
353 8/21/2023  9:52:55PM 3964 4500 Info Asb.Discovery DiscoveryService started.
354 8/21/2023  9:52:58PM 4408 4140 Info Asb.DeployService DeployService starting
355 8/21/2023  9:53:03PM 3964 3920 Info Asb.Discovery Opened endpoint: net. tcp://rbiggins-pitest/LDS
356 8/21/2023  9:53:03PM 4408 4140 Info Asb.DeployService DeployService started.
357 8/21/2023  9:53:07PM 3860 5508 Info PCS.Proxy.Wef WefProxyService started. J
358 8/25/2023 LOT:20PM 6284 6620 Info Archestra.Identit... Service is starting.
359 8/25/2023 LO7:22PM 6284 9936 Info Archestra.Identit... Announcing 5MS endpoint via SSDP. -
»

l

aalogViewer application



Increase logging level for PCS logs

AIM troubleshooting

1.

Open the appsettings.json file

o Located at C:\Program Files (x86)\AVEVA\Platform Common
Services\Management Server\appsettings.json

Take a copy of the appsettings.json file

Locate and change the LoglLevel of Logging section to "Trace”

Open the ArchestrA Log Viewer
o Located at C:\Program Files (x86)\Common Files\ArchestrA\aalLogViewer.exe

Go to Actions > Log Flags and enable all log flags for
ArchestrA.ldentityManager component

Perform your test and export the log as an *.aalLGX file

Revert the logging level back to default settings when finished

Full steps in How to enable SMS tracing

© 2023 AVEVA Group Limited and its subsidiaries. All rights reserved.

& Wm i BT (Local) - Log Flag Editor - O
File View Help
=2 EL
E‘@ = (Local) Log Flags for ArchestrA.IdentityManager
----- Global A€ Error
-a.: ArchestrA, CertificateManaae! fE\Warning
iy ——
----- Ll ArchestrA. IdentityManager DqTrace
..... EEE. ArchestrA. Security. SecureDa Dqstart-‘.ib:up
..... @ Ash. CertificateR enewalServic DqE trv-Exit
----- @ Ash.DeployService nirye
_____ & Ash.Discovery DthreadStart-Stup
----- & Ash, Discovery, Global DQSQL
----- &= Ash.Discovery.Local qunnecﬁun
----- &= Ash.Discovery,Universal O4 ctor-Dtor
----- &2 Ash,ServiceManager 4 Refcount
----- @ Asb,Watchdog I:I‘?'STS
----- & AsbDiagnostics W
----- & Configurator
----- & PCS.Discovery
----- &2 Pes.Portal
£

..... &2 PCS.Proxy. Wef

Components using Error

@ ArchestrA. CertificateManager

aalLogViewer application

AV=VA


https://customers.osisoft.com/s/knowledgearticle?knowledgeArticleUrl=000042952

Questions? Please remember to...

Navigate to this se

Please wait for the microphone.

State your name and company. app

Thank you!

—
A V = V A
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This presentation may include predictions, estimates, intentions, beliefs and other statements that
are or may be construed as being forward-looking. While these forward-looking statements
represent our current judgment on what the future holds, they are subject to risks and uncertainties
that could result in actual outcomes differing materially from those projected in these statements.
No statement contained herein constitutes a commitment by AVEVA to perform any particular action
or to deliver any particular product or product features. Readers are cautioned not to place undue
reliance on these forward-looking statements, which reflect our opinions only as of the date of this
presentation.

The Company shall not be obliged to disclose any revision to these forward-looking statements to
reflect events or circumstances occurring after the date on which they are made or to reflect the
occurrence of future events.

2023 AVEVA Group Limited and its subsidiaries. All rights reserved.
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@ linkedin.com/company/aveva
O @avevagroup

ABOUT AVEVA

AVEVA is a world leader in industrial software, providing engineering and operational solutions across multiple industries,
including oil and gas, chemical, pharmaceutical, power and utilities, marine, renewables, and food and beverage. Our
agnostic and open architecture helps organizations design, build, operate, maintain and optimize the complete lifecycle
of complex industrial assets, from production plants and offshore platforms to manufactured consumer goods.

Over 20,000 enterprises in over 100 countries rely on AVEVA to help them deliver life’s essentials: safe and reliable
energy, food, medicines, infrastructure and more. By connecting people with trusted information and Al-enriched
insights, AVEVA enables teams to engineer efficiently and optimize operations, driving growth and sustainability.

Named as one of the world’s most innovative companies, AVEVA supports customers with open solutions and the
expertise of more than 6,400 employees, 5,000 partners and 5,700 certified developers. The company is headquartered
in Cambridge, UK.

Learn more at www.aveva.com

—
—
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