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Identifying Key Business Drive rs for IT/OT Data  Managem ent

Data  Supporting Transform ative  Am bitions

Data  Driven  Use -Cases: IT/OT & Data  Science  a re  unavoidable

Guidance  for the  Digita l OT Leader
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Operational Edge – Translate and 
automate the flow of information 
between IT and OT

Process Edge – Executes real-time 
instructions at the detailed operational 
level

Device Edge – Manages the devices at 
the point of activity and can execute 
specific automated tasks

Process -centric – Data used for 
optimizing and operating near real -time 
processes

Converged data – Areas where 
transaction information must meet time -
series data to complete the information 
needs of a process

Converged IT/OT Technology – A 
technology area that focuses on devices 
and appliances that can operate in both IT 
and OT realms

Information -centric – Data movement 
for reporting and discrete decision -
making

Definitions in a Transformed World
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Overall Market Drivers
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Technology evolution

Applications expansion Business model disruption

Technology convergence

Digital-centric technologies make new
automation archetypes increasingly 
affordable, transparent and contextually 
intelligent.

Digital transformation (DX) shifts the competition 
from scale of integrated processes to ability to 
leverage data and its value.

The fast expansion of use cases accelerates needs 
for scalability beyond the traditional operational 
realm.

Digital technologies converge to create 
digital twins that unleash previously 
unforeseen use cases in the physical world.
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The  Digita l Opera tions Mess

•You must converge your OT with 
IT capabilities

•You have to adopt the tech 
discipline of IT, but with 
operational resiliency

=> Your industry is being transformed 
from shifting market expectations

=> You need a technology foundation 
at the edge

CEO

COO / VP of 
Ops

Ops-OT 
Manager

CIO

CISO / VP 
Cybersecurity

CFO LoB Exec

Prod  Dev.

Shift from supporting 
data to managing 

access and innovation

Cybersecurity strategy must 
align with OT imperatives 
without compromising on 

vulnerability



 Innovation – The pressure to innovate in 
procedures and process

 Unconventional – Squeezing more commodity 
using technology

 Cloud – The biggest technology change in 40 years

 AI – The potential for AI is huge, but still embryonic

 Mobile – Access to data and information anywhere

 Connectivity – Increasingly ubiquitous enables 
much of the above
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Pressure for DX in the E&U Sector

Operational 
Efficiency Gains 

VISIBLE to Clients, 
and Integral to 

the organization’s 
value 

Client 
Intimacy in 
the Virtual 
and Real 
Worlds

Dynamic 
Innovation 
Capabilities
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The  Data  & Analytics Controversy
 Decision  m akers a t a ll leve ls want to  d isrupt the  

sta tus quo, to  ask new questions, to  have  instan t 
access, anywhere  to  actionable  in form ation ; to  
be  free  of m undane  da ta  prepara tion  tasks

 Only 26% of Sr. executive  a t ops-in tense  
com panies com ple te ly agree  tha t the  speed  of 
the ir IT group’s re sponse  to  use rs ' ana lytics/BI 
requests m ee ts end-use r expecta tions

 91% of organiza tions rank da ta  and  ana lytics as 
a  com pe titive  advantage  or d iffe ren tia tor bu t 
only 24% have  been  ab le  to  extract m axim um  
ava ilab le  va lue  from  da ta .

In  the  past 12-24 m onths 65% 
of organiza tions began  to  
track and  m easure  new KPIs

Data  is  the  re source  tha t 
com panies have , bu t struggle  
extracting va lue  from

IT is not keeping up  with  
dem ands from  the  business
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The  Rea lity of Connected  Opera tiona l Equipm ent

Source : IDC IT/OT Conve rgence  Survey, June  2018  (2016 N=794, 2018 N=905)
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Top  Barrie rs to  IT/OT in tegra tion  in  2018

21.8%

22.7%

27.6%

31.0%

33.7%

45.4%

49.4%

0% 10% 20% 30% 40% 50% 60%

Lack of business case for the initiative

Not enough familiarity with the concept of IT and OT integration
across the organization

Lack of budget

Lack of expertise on how to accomplish integration

Too many decision makers / organizational complexity

Technology issues / not compatible legacy applications

Concerns about the security of integrating IT and OT systems

Percen tage  of Responden ts

Source : IDC IT/OT Conve rgence  Survey, June  2018  (2018 N=905)
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Functions where  Edge  will be  Deployed



 IIoT Deployment is 
uneven

 Sca ling is often  a  
world  away
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Pe rform ance  Tracking of Monitored  Asse ts is not 
a  Mature  Discip line  ye t

20%

27%

7%

28%

2%

16%

In Production Piloting/Proof of Concept Launched but failed to scale

Researching/ Considering Tried and Failed No Investment Plans



Traditional OT Stack – Digitizing OT
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Applica tion  Deve lopm ent Fram eworks

Advanced  Analytics

Dashboards

In tegra tion  Midd leware

Data  Ingestion

Data  Processing (Rules Engines)

Asse t/Device  Managem ent

Data  Storage

Data  Transform ation  & Aggrega tion

OT APPLICATIONS

OT ASSETS & DEVICES

Data  Managem ent

Middleware

Analytics

 Digitizing the  trad itiona l OT 
m ode l crea tes be tte r, m ore  
flexib le  OT Applica tions

 However the  OT silo  is  
encouraged

=> Even if Ops effectiveness 
increases upon Ops metrics, 
reflecting the positives on an 

entire business ecosystem will 
remain as intangible as it is 

today. 



Connectivity is Only a Step in the Journey
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ConvergingIT-OT Realm Converged Digital Environment

OT Hardware

OT Data  Acquisition  
and  Control Software

OT Apps

IT Hardware

IT Apps

Converged  IT/OT System s

OT HW

IT Apps OT Apps

IT or OT 
Virtua liza tion

Com bined  Business In te lligence

Connectivity Interconnectivity

OT Hardware

OT Data  Acquisition  
and  Control Software

OT Apps IT Apps



Process 
Data

Historian

Cloud w/  IoT Hub, 
Ana lytics, and  

Machine  Learn ing

Rea l-tim e  
Da ta

Rea l-tim e  
Da ta

Data  and  
Ana lytica l re su lts  

exchanged

Rea l-tim e  ana lytica l 
re su lts

Advanced  ana lytics and  
m achine  lea rn ing resu lts

Physica l 
world

Edge system that 
connects analog, 
legacy digital, and IoT 
sources to IT/OT 
infrastructure

Digitalization and Instrumentation in a Box for 
legacy assets

• Intelligent Edge
o Seria l Com m s
o A/D I/O
o Wire le ss

• Process Historian
• Cloud Account

o IoT m anagem ent in  cloud
o Analytics & ML in  cloud
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Mind  the  Data  Gaps
D

at
a

In te rne t of 
Things

Socia l

ERP +

202020102005

• Volume – Quantity, Moore’s Law +
• Velocity – Speed (both in and out)

• Variety – Structured, Unstructured,
• Uncertain Value – Relative, Specific, 

Case-by -Case
Analytics ‘gap’

Today

Attention ‘gap’

 Analytics gap –
availab le  da ta  exceeds 
ana lytics capab ility

 Attention gap –
availab le  insigh ts from  
ana lytics exceeds peop le  
capacity to  act upon  in  a  
tim e ly m anner



The Evolution: Software -Defined  Autom ation

From  trad itiona l pyram ids…

© IDC   Visit us a t IDC.com  and  follow us on  
Twitte r: @IDC
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...to  next-gene ra tion  "extrem e" au tom ation

Physical objects are linked to networked, decentralized, 
or partially self-organizing services and transactions to 
support monitoring, collaboration, production, and 
servicing new archetypes of "extreme" automation.

Physical objects

Documentation 
pyramid

Automation 
pyramids

Medical devices, cars, product shelves, trucks, 
solar panels, hospitals, cities, aircrafts, etc.



From Pyramidal Automation Technology Stack to 
Software -Defined  Autom ation
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Critical Predictive Intelligence

 Best for m onitoring, 
collabora tion , p roduction  and  
se rvicing of complex 
automation archetype within 
operation -intensive contexts . 

 Represen ts the  en tire ty of an  
opera tiona l environm ent with  
figura tive  "ob jects" evolving 
over time, space, and volume .

 SDA links physical and virtual 
"objects" to  ne tworked , 
decen tra lized , collabora ting or 
even  partia lly se lf-organ izing 
se rvices and  transactions. 



© IDC   Visit us at IDC.com and follow us on Twitter: @IDC

18

SDA Cross-Industry Re levance : Sum m ary
Ecosystem  Se rvice s

VOLUME
Micro 2 Macro

SPACE
Critica l In te lligence

TIME

x x

x
x

x

x
x
x

x

x

x
x

As-a-Service  Production  Asse ts

Autonom ous production  
processes

B2B in tegra tion  and  au tom ation

O&M of genera tion  asse ts

Distribu ted  flexib ility 
m anagem ent

Outage  restora tion

Main tenance  Autom ation

Pred ictive  Fu lfillm ent

Pe rsonalized  and  con textua lized  
in te raction  

Collabora tive  Marke tp lace

Environm ent-Agnostic Digita l 
Continu ity

Opera tiona l de -risking

Sm art citie s Autom ation

xx

x

x

x

x

Note: This is a non-exhaustive list of use cases. These are just some examples.
18



Positioning Data -Driven  & Digita l In itia tives
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OX - TRANSFORMATIONAL
Innova tes & Pene tra tes Marke ts a t Ente rprise  Leve l

IT/OT Convergence - STRATEGIC
Enhances Cross Organiza tion  Opera tiona l Efficiency

Adding Digital Capabilities - TACTICAL
Solves a  Margina l Business Problem  a t the  Loca l Leve l

Typical Aim Primary Technology Model 
or Leveraging

Fundam enta lly change  m ajor 
segm ents or the  en tire ty of the  use r ’s 

supply-cha in  offe ring

Accrued  pred ictab ility ove r d igita l 
asse ts, increase  in  qua lity of p roduct 

or se rvice

Modify a  process or workflow to  
ob ta in  increm enta l e fficiency ga in  

Software -Defined  Autom ation  applied  
th roughout business functions

Stream lined  connectivity, and  a  varie ty 
of d igita l-ready asse ts m orphed  in to  

da ta -centric environm ent

Digita l capabilitie s such  as IoT, 
Analytics, Advanced  Autom ation , e tc. 

used , as one  off or com bined
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OPM (Operations Performance Management) 
is about enabling an organization to make full 

use of the wide variety of digital technologies 
today to improve upon its ability to create 

value from operational data 

NOTE: The  m arke t ove ra ll for OPM-specific applica tions is 
quite  fu ll, re la tive  to  the  com ponents required  to  achieve  

the  vision  of an  OPM pla tform . However, what is  lacking is 
a  wide  range  of vendors having pulled  a ll the  p ieces 

toge the r to  go  to  m arke t with  a  specific OPM product.



Digital Transformation in Energy & Utilities
Mature  IT/OT and  Data  Science  Required
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Distribu ted  Ene rgy

Pred ictive  Grid
Digita l Grid

Virtua l Power Plan ts

In te lligent Grid  Managem ent

Microgrids

Pred ictive  Power Control

Sm art Asse ts

Stra tegic Asse t 
Managem ent

Connected  Asse ts
Asse t Instrum enta tion

Failure  Mode ls & Effects 
Analysis (FMEA) Autom ation Augm ented  Main tenanceRobotics & Digita l Inspection

Se lf-Healing Asse ts

Asse t Pe rform ance  
Managem ent

Connected  
Custom ers

Re liab ility as a  Se rvice

Custom er Transparency

Public Safe ty

DER as a  Re liab ility Enable r

Device -based  Ene rgy 
Program

Inte lligent Leak De tection

Orchestra ted  Dem and-
Response

Close -Loop Outage  
Managem ent

360 degree  Connected  
Custom er Managem ent

Autom ated  Em ergency 
Control

Enhanced  Pe rsonal 
Safe ty

Next-Gen  Safe ty
Virtua l Pre senceConnected  Safe ty Wear

Asse t Safe ty Process Se lf-InspectionProcess Condition  Monitoring

Distribu tion-leve l Trade  
Autom ation

Equipm ent Health  
Com m unica tion

Revenue  Protection

Drone -Based  Main tenance

PROGRAMS USE CASESStrategic Priorities

Distribu ted  Ene rgy 
Managem ent 

Digita l Grid  Sim ula tion



Operational DX Road Map in Energy & Utilities
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HORIZON 1 - NOW

HORIZON 2 –
Now/Near -term

HORIZON 3

• Horizon 1: Execute Now
• Horizon 2: Actively Plan and Prepare
• Horizon 3: Envision and Project

Distribu ted  
Ene rgy 

Managem ent

Revenue  
Protection

Device -Based  
Ene rgy 

Managem ent

Virtua l Power 
Plan t

Equipm ent 
Health  

Com m unica tions

Asse t 
Instrum enta tion  

FMEA 
Autom ation

Asse t 
Pe rform ance  
Managem ent

Digita l Corrosion  
Managem ent

Orchestra ted  
Dem and 

Response

Se rvice  Safe ty 
Ale rts

In te lligent Leak 
De tection

Microgrids

360º Connected  
Custom er 

Managem ent

Augm ented  
Main tenance

Digita l Grid  
Sim ula tion

Process 
Condition  

Monitoring

Drone -Based  
Line  Inspection

In te lligent Grid  
Managem ent

Connected  
Safe ty Wear

DER as a  
Re liab ility 
Enable r

Pred ictive  Grid  
Control

Se lf-Healing 
Asse ts

Pred ictive  
Unde rground  
Line  Se rvice

Closed  Loop 
Outage  

Managem ent

Process Se lf-
Inspection

Virtua l Muste r
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Build ing Your Digita l Opera tion  Road  Map

Identify your baseline state and define what it will take to evolve your 
organization to the future digital state.

Factor in customer journey maps, capabilities, and portfolio gaps as 
you establish your programs and use case.

23
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OT Strategy: linked to core digital 
elements)

Apps a re  m oving to  the  LOB.  Align 
yourself with IT supporting the 

infrastructure for innovation .

OT Road Map: be the solution, not 
just part of it

For OT leade rs, it is  abou t a lign ing yourse lf to  
the  roadm ap  for moving and manipulating 

data and results.

Have a message for the business leaders
LOB is ge tting m ore  d irectly involved in  app  se lection , 

leaving cloud , security, and  connectivity to  IT. 
Again, the priority is a platform that is about 

connectivity for innovation .

OT Spending Plan: foster essential digital 
infrastructure
IDC recom m ends tha t tech  leade rs a lign  spend ing 
to  support en te rp rise  DX program s

Cybersecurity: safeguard the growing 
enterprise -wide digital world
Technology leade rs a re  looking for agile security 
that work across all innovation platforms .

Data in a DX world: from the point of 
activity to a place of innovation
It m igh t be  edge , cloud , or legacy, bu t securing 
movement of data and providing accessibility 
is  the  m essage

Essen tia l Guidance  for Digita l OT Leaders
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The PI System – IT / OT Convergence and Value Analytics
July 17, 2019

David Thomason – Industry Principal, Global Power Generation
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The Data Opportunity and Challenge

HRSG Performance
Draft Pressure: -0.5 
WC Stack Temp: 316°F 
Oxygen: 2.5%

WEATHER CONDITIONS
Relative Humidity: 34% 
Current Temp: 85 °F High: 92 °F Low: 57 °F
Wind: 8 mph/N

DAILY PRODUCTION
Current – 312 MWs   Forecast – 340MWs

ALERT!
Pump needs servicing in next 72 hours 

Firebox Temp: 860°F 
Outlet Temp: 840°F  
Cold Oil Velocity: 6 ft/sec

How Do You Turn this Data in to 
Accessible and Valuable insights?
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And Make Operations Data an Asset 
Everyone Can Use in Real Time

Process Engineer

Production Manager

Reporting Analyst

Control Room Tech

Data Scientist

Maintenance Engineer
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Third Party Applications
Fit for purpose application

Situational Awareness
Real-Time Dashboards

29

On Demand Exploration
Ad-hoc analysis

That’s Why We Enable a Data Infrastructure Approach 
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Bridge for 
Integrating IT 

and OT 
Initiatives

Real Time 
Decisions

Operations 
Ready

System of 
Record
Pervasive 

Connectivity
Across 

Vendors
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Enable: IT and OT Integration

Chart of Accounts

Account 
Name

Code Financial 
Statement

Group

Plant 730 Balance 
sheet

Power Gen 
Assets

Plant 
depreciation

740 Balance 
sheet

Power 
Accounting

Equipment 750 Balance 
sheet

Power Gen 
Asset

Equipment 
depreciation

760 Balance 
sheet

Power 
Accounting

…

Enterprise
Intelligence

Data Infrastructure for Operations Data Normalization and Governance

PI AF – Asset Framework
Chart of Operations
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Environmental 
Systems

Plant DCS

Transmission & 
Distribution 
SCADA

PLCs

Enable: Secure Data Infrastructure for Critical Operations

Other critical 
operations systems Security 

Perimeter

Limits direct access to critical 
systems while expanding the value 
use of information. 

Critical Systems 

Data
Infrastructure

REDUCED
RISK
TO

CRITICAL
ASSETS
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Layered Approach to Analytics

Human Analytics

Real-time Streaming Analytics Descriptive & Prescriptive
Level 1 Predictive

Real-time, contextual, exception
based decision support

Visual
Dashboards & 

Multidimensional Assessment
Back cast of total company 
operational performance

Predictive
Statistical Modelling

& Machine Learning/AI
(Pattern Recognition)
Level 2+ Predictive

Time, Event and 
Asset

Context

Tactical ML/AI

Strategic ML/AI

Community ML/AI

Edge Analytics

Descriptive & Prescriptive
Level 1 Predictive

Machine Learning/AI/M2M
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EAM

ERP

HR

etc.

Analytics Ready Operational Data

Sensor 
Based Data

Cleanse
Data quality

Augment 
Aggregation

Shape
Model

Transmit
Normalization
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Real-Time OT Data and Abstraction Layer 

Location

Process 
Context

Limits, Design Curves and Specifications

Raw Data Structured data in AF with context and templates
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Real-Time OT Data and Abstraction Layer
Structured data in AF Transform to information - Streaming AF Analytics & Event 

Frames

 Start & Stop counts / time in service or operating hours
 Rate of change or deviations (ie differential pressure) 
 Actual vs design
 Event Frame Analysis (ie number of high vibration 
anomalies, total time…)
 Efficiency (%)
 Cycles per period
 Notifications on high / low thresholds of raw data or 
real-time streaming calculated results
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Real-Time OT Data and Abstraction Layer
Structured data & Transformed Results Applications and Big Data Analytics

 APR Advanced Pattern Recognition 
 Machine learning algorithms 
 Analytic hooks into R, MATLAB, PYTHON
 Big data analytics platform & tools 

 Microsoft BI

 SAP HANA

 Tableau

 TIBCO Spotfire

 Condition Score
 Start & Stop counts / runtime
 Rate of change or deviations
 Actual vs design
 Event Frames 
 Efficiency (%)
 Cycles per period
 Notifications
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Smart Asset Objects – Configuring the Smart OT Infrastructure 

Gas Turbine Template

Generator Template 

HRSG Template

Smart Application Template
PG Smart 

OT Infrastructure

Physical PG 
Plant #1

Digital Power 
Gen #1

Gas Turbines

Generators
Smart 

Applications

HRSG

Gas Turbines

Physical Power 
Gen Plant #2Generators

HRSG

Digital Power Gen 
Plant #2

Smart 
Applications

It is time to get information Greedy!
A greatly enhanced digital copy with high business value
- Future data for forecasting 
- Production schedule and measure deviations
- Incorporate Financial data, Co$t of consumables, P&L calcs
- Real-time Contract and Regulatory Compliance KPIs
- Measure current performance vs best possible
- Streaming Analytics to transform data to information
- Event Framing for Starts / Stops, Runtime counters, Process Analysis
- Hooks into Python, R, and Matlab
- Supporting and supplying data for Level 2 Analytics APR, ML and AI 
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TransCanada Anomaly Detection & Predictive Analytics

Centrifugal Compressor Templates

Anomaly Detection Templates

Health Index Templates

Physical Compressor Stations

Digital Compressor Stations

TransCanada Smart 
OT Infrastructure

Contextual
Drill Down

Exception based KPI Dashboard system
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Market Data and Forecasted Schedule

15 min Day 
Ahead 

Schedule

Schedule 
Deviation

Scheduled 
and Actual 
Production

Local Market 
Pricing $/MW and 

Calculated 
Revenue

Track and Record All 
Process Safety Events
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Utilizing the Flexibility in PI System 
to Incorporate ML and AI in CBM

Jørgen T. Foss, Ole Kristian Grindbakken 
and Joakim Gundersen
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How to evaluate observations 

Are these 
observations 

too high?

It depends…

Observations 
here are NOT 

OK

Observations 
here are OK

We need to find ways to continuously 
evaluate which of these observations 

are NOT OK 

We have utilized machine learning (ML).
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Implementation – Machine learning
PI System

43

Asset Framework

Machine Learning

Excel/vba, Python
• Searching AF structure
• Retrieving normal period
• Retreiveing data for 

normal peirod

Machine learning
(Excel/vba, Python)

Historical data
Model parameters

Model 
communicating 
with AF using PI 
Web API

</>Existing sensor 
infrastructure

• Sensors
• SCADA system
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Example of ML – Stator Cooler

44

Expected 
temperature 

based on 
machine learing

5 year cooling ability development

Increased turbine flow rate to 57 m3/s

Increased turbine flow rate to 60 m3/s

Standard cleaning

Thorough cleaning/flushing 
after …

1 = OK!
2 = 50 % cooling ability
3 = 33%  cooling ability
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BRINGING IT ALL TOGETHER: 
REAL TIME CAPACITY MONITORING

Timothy Lewsey CPEng RPEQ (ITEE)
12TH September 2018
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Merger of Ergon Energy and Energex distribution networks

• 1.7 million square km
• $24 billion in electricity assets
• 33 remote power stations
• 500+ zone substations
• 3000+ distribution feeders

– 27,000+ km underground
– 192,000+ km overhead

46

Introduction to Energy Queensland

OCEANIA SEMINAR 2018, BRISBANE

(7x United Kingdom)
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Real Time Conductor Ratings

OCEANIA SEMINAR 2018, BRISBANE

Thermal capacity of conductors affected by:
• Material, condition and location 
• Ground cover 
• Solar irradiance
• Ambient temperature
• Wind speed
• Wind direction

Known asset data

Calculated

Measured from BOM

Asset Data

Corporate 
Asset Data

PI Asset 
Framework

Linked table

Solar Irradiance

PI Asset Framework

Co-ordinates

Date & Time

Formula DR

Weather Data

PI Asset 
Framework

REST API

Co-ordinates

Conditions
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Bringing it all together: PI Vision

OCEANIA SEMINAR 2018, BRISBANE
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Real Time Capacity Monitoring: Summary

OCEANIA SEMINAR 2018, BRISBANE

Changing electrical distribution landscape.

Downward pressure on operating costs.

Need to improve asset utilisation.

This project has demonstrated potential 
asset utilisation improvements of 20+%
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Digital 
Transformation

Availability 
and 

Reliability

Fleet 
Management

Resource 
Optimization

Process 
Improvement

Performance / 
efficiency 

improvements
Fuel savings
Maintenance 
optimization

Dispatch 
management

Reduce 
unplanned losses 

across a mixed 
technology 

portfolio. $18.7M 
of avoided losses 

in 3 years 

Plant data 
available to all 

personnel 
Over USD 10M 
savings from 

analysis & 
optimization

Startups are 
more 

consistent. 
With accuracy 
improved by 
roughly 95%

Average 
increase in 

energy 
generation: 
30% with 

peaks above 
60%

Business Results: Information is an agent for change
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• David Thomason
• Industry Principal - Global Power Generation
• dthomason@osisoft.com

For more information please visit 
www.osisoft.com

We believe People with Data can Transform their world

mailto:ddoll@osisoft.com
http://www.osisoft.com/
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THANK YOU
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